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SESSION INFO

A U D I O
If you cannot hear sound 

now, adjust or change 
your audio device.

V I D E O
If you cannot see the 

presenter’s face, let us 
know in the chat.

Q U E S T I O N S
Ask questions anytime 

through the GoToWebinar
“Questions” panel.

R E S O U R C E S
The slides, a recording, and 

certificate of attendance 
will be sent via email.
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We want to
hear from you.

Use the “Questions” panel to:

• Ask a question
• Send a chat
• Share a story
• Connect with us



A B O U T  T H E  P R E S E N T E R

Alyssa Pugh
GRC Content Manager

As a millennial, Alyssa grew up with technology 
at her fingertips. She has more than ten years of 
professional technical and information security 
experience. She currently serves as the GRC 
Content Manager for Tandem, where she 
participates in the development of cybersecurity 
content and educational resources. In addition to 
her passion for technology, Alyssa is also a wife, 
graphic designer, and video game enthusiast.

LinkedIn.com/in/AlyssaPugh

https://linkedin.com/in/alyssapugh


Agenda

• About Freddie Mac
• New Requirements
• Notable Updates
• What Can You Do?
• Tandem Bonus Content

https://guide.freddiemac.com/app/guide/section/1302.2/07-03-2023

https://guide.freddiemac.com/app/guide/section/1302.2/07-03-2023


B O N U S  C O N T E N T

Tandem & the New 
Requirements
Stick around after the educational part!
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What type of organization do you 
currently work for?
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How familiar are you with Freddie 
Mac’s new Information Security 
Requirements?



About Freddie Mac
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H I S T O R Y

1 9 7 2 1 9 8 8

Fannie Mae

Ginnie Mae

Freddie Mac

Sallie Mae

Farmer Mac
Private / Government-Owned
Publicly Traded
Government-Sponsored Enterprise (GSE)

Mixed-Ownership



F R E D D I E  M A C

Is not your typical 
service provider

1

Provides an inherently 
risky service

2

Builds controls into the 
“Purchase Documents”

3



P U R C H A S E  D O C U M E N T S

1 Purchase Contract & Confirmation

6 Guide Plus Additional Provisions

2 The Guide

3 Bulletins

4 Guaranty / Credit Enhancement Agreements

5 Servicer Success Scorecard

7 Loan Selling Advisor ®

8 “Any other document designated to be a Purchase Document by Freddie Mac”

https://guide.freddiemac.com/app/guide/glossary#Purchase_Documents

https://guide.freddiemac.com/app/guide/glossary#Purchase_Documents


Single-Family 
Seller Servicer 
Guide

https://guide.freddiemac.com

https://guide.freddiemac.com/


O T H E R  R E Q U I R E M E N T S

Freddie Mac 
Multifamily Seller/Servicer Guide
Section 2.26 Information Security 

(Page 43)
Download PDF

Fannie Mae 
Single Family Selling Guide

Section A3-4-01 Confidentiality of Information 
(Page 136)

Download PDF

https://mf.freddiemac.com/docs/mf_guide_full.pdf
https://singlefamily.fanniemae.com/media/35651/display
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When did Freddie Mac publish their 
FIRST minimum standards for 
information security programs?

A

C

B

D

1999 2005

2016 2021



MAY 2, 2016



B U L L E T I N  2 0 2 3 - 6

Updated Information 
Security and Privacy 
Requirements 
Effective Date: July 3, 2023

“We are updating Guide Chapter 1302 
to enhance our information security 
and privacy requirements to be more 
consistent with industry standards.”

https://guide.freddiemac.com/app/guide/
bulletin/2023-6

https://guide.freddiemac.com/app/guide/bulletin/2023-6
https://guide.freddiemac.com/app/guide/bulletin/2023-6


We want to
hear from you.

Use the “Questions” panel to:

• Ask a question
• Send a chat
• Share a story
• Connect with us



New Requirements



N E W  S E C T I O N S

Mobile Computing

Auditing, Logging, & Monitoring

Software & Application Development Life Cycle (SDLC)

Incident Management

Access Control: Cloud Computing



M O B I L E  C O M P U T I N G

1302.2(b)(viii)
Seller/Servicers must maintain a 
written mobile device/computing 
management (MDM) policy that has 
been approved by management and 
communicated to all appropriate 
personnel. This policy must reflect 
current and best practices, specifying 
parameters including but not limited 
to: 
• Approved and prohibited 

applications
• Cryptographic mechanisms to 

ensure data security
• Identity and access management 

requirements
• Software updates

Have a written “Mobile Devices” policy.

Get it approved by management.

Communicate it with personnel.

Make sure it addresses best practices.



M O B I L E  C O M P U T I N G

1302.2(b)(viii)
Seller/Servicers must maintain a 
written mobile device/computing 
management (MDM) policy that has 
been approved by management and 
communicated to all appropriate 
personnel. This policy must reflect 
current and best practices, specifying 
parameters including but not limited 
to: 
• Approved and prohibited 

applications
• Cryptographic mechanisms to 

ensure data security
• Identity and access management 

requirements
• Software updates

Approved & Prohibited Applications

Encryption

Authentication

Patch Management



T A N D E M  P O L I C I E S

Mobile Device 
Management (MDM) 
Policy
Tandem.App/MDM-Policy

https://tandem.app/mdm-policy


A U D I T I N G ,  L O G G I N G ,  &  M O N I T O R I N G

1302.2(b)(xii)
Seller/Servicers must:
• Develop, implement and maintain 

written guidelines and 
requirements for the logging and 
monitoring of activities and action 
within information systems. If the  
Seller/Servicer uses an enterprise 
log management function, the 
subject requirements must be 
integrated with such log 
management function.

• Develop, implement and maintain 
written log retention and handling 
requirements to ensure logs retain 
relevant, useable and timely 
information sufficient to identify 
user access and/or system 
activities.

• Perform an independent security 
assessment of the control 
environment not less than annually 
and  upon the occurrence of any 
data Security Incident or Privacy 
Incident (defined below).

Have written guidelines for logging and monitoring.

Create written log retention and handling requirements.

Have an independent controls audit at least annually 
and in the event of a security or privacy incident.



A U D I T I N G ,  L O G G I N G ,  &  M O N I T O R I N G

B A S E L I N E

Audit log records and other security event logs 
are reviewed and retained in a secure manner.

• Yes (96.13%)
• Yes, with compensating controls (2.71%)
• No (1.16%)

Source: Tandem Cybersecurity Peer Analysis  |  Threat Intelligence and Collaboration > Monitoring & Analyzing > Monitoring & Analyzing > Baseline #1

https://tandem.app/cybersecurity-assessment-tool-ffiec


A U D I T I N G ,  L O G G I N G ,  &  M O N I T O R I N G

I N T E R M E D I A T E

Audit logs are backed up to a centralized log 
server or media that is difficult to alter.

• Yes (68.04%)
• Yes, with compensating controls (2.45%)
• No (29.51%)

Source: Tandem Cybersecurity Peer Analysis  |  Cybersecurity Controls > Detective Controls > Anomalous Activity Detection > Intermediate #4

https://tandem.app/cybersecurity-assessment-tool-ffiec


A U D I T I N G ,  L O G G I N G ,  &  M O N I T O R I N G

“Log management is the process to generate, transmit, store, analyze, 
and dispose of log data. With respect to operations, a log is a record of 
events occurring within an entity’s systems and networks. Management 
should have a process to use logs to identify, track, analyze, and resolve 
problems that occur during day-to-day operations.”

1

Occurrence Logs

2

Anomaly Logs

3

Usage Logs

4

Activity Logs

Source: FFIEC Architecture, Infrastructure, and Operations Booklet  |  Section VI.B.7 Log Management

https://ithandbook.ffiec.gov/it-booklets/architecture,-infrastructure,-and-operations/vi-operations/vib-it-operational-processes/vib7-log-management.aspx


A U D I T I N G ,  L O G G I N G ,  &  M O N I T O R I N G

Logging can help with:

• Troubleshooting issues.

• Investigating potential incidents.

• Knowing “normal” baseline activity.

• Supporting ongoing improvements.

Logging is hard because:

• There is a ton of data.

• Storage and capacity are limited.

• Analysis / response requires skill.

• False positives happen.



A U D I T I N G ,  L O G G I N G ,  &  M O N I T O R I N G

Upskill Outsource

- or -



Cybersecurity 
Monitoring & 
Compliance 
Services

CoNetrix.com/Technology/
Security-Monitoring-and-Reporting

https://conetrix.com/technology/security-monitoring-and-reporting
https://conetrix.com/technology/security-monitoring-and-reporting
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Does your organization develop 
software internally?



S O F T W A R E  D E V E L O P M E N T  L I F E  C Y C L E  ( S D L C )

1302.2(b)(xiii)
If a Seller/Servicer develops 
applications or software that store, 
access, process or transmit Freddie 
Mac confidential information, 
Protected Information or connects to 
Systems, the Seller/Servicer must 
develop, implement and maintain a 
written SDLC process and policy that 
has been approved by management. 
This policy must include at minimum: 
• Management and separation of 

production and development 
environments that reflect 
contemporary best practices

• Secure coding requirements
• Open-source requirements
• Code development and scanning 

pre- and post-deployment

Make sure it addresses best practices, like:

• Separate production and testing environments
• Secure coding practices*
• Open-source requirements
• Code deployment best practices

Have a written “Software Development Life Cycle” policy.

Get it approved by management.

If your organization develops software:

*Resource: OWASP Secure Coding Practices – Quick Reference Guide

https://owasp.org/www-project-secure-coding-practices-quick-reference-guide/


We want to
hear from you.

Use the “Questions” panel to:

• Ask a question
• Send a chat
• Share a story
• Connect with us



Make sure it addresses best practices, like:

• Playbooks for incident response
• Necessary resources
• Clearly defined roles and responsibilities

I N C I D E N T  M A N A G E M E N T

1302.2(b)(xv)
Seller/Servicers must:
• Develop and maintain, and 

implement when triggered, an 
incident response plan that 
provides a roadmap for 
implementing incident response 
capabilities and defines the 
resources and management 
support needed.

• Annually, unless formally activated, 
test the effectiveness of the 
incident response plan and 
capabilities.

Have an Incident Response Plan.

Test the plan annually, unless formally activated.



I N C I D E N T  M A N A G E M E N T

Roles & 
Responsibilities

Classification 
Strategies

Handling 
Processes

Communication 
Guidelines

Evidence & Forensics 
Procedures

Category-Specific 
Playbooks

Incident Tracking 
System

Article: Incident Management: Seven Best Practices to Prepare for Security Incidents

https://tandem.app/blog/incident-management-seven-best-practices-to-prepare-for-security-incidents


W A T C H  T H E  S E S S I O N
Tandem.App/2021-Incident-Management

https://tandem.app/2021-incident-management
https://go.tandem.app/2021-im-webinar-recording
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7 Steps for Building a Successful Incident Response Team

A R T I C L E  &  C H E C K L I S T
Ransomware Incident Response Playbook

A R T I C L E  &  C H E C K L I S T
Third-Party Incident Response Playbook

S O F T W A R E  P R O D U C T
Tandem Incident Management

https://tandem.app/blog/7-steps-for-building-a-successful-incident-response-team
https://tandem.app/blog/ransomware-incident-response-playbook
https://tandem.app/blog/third-party-incident-response-playbook
https://tandem.app/incident-management-software


A C C E S S  C O N T R O L :  C L O U D  C O M P U T I N G

1302.2(b)(xvii)(E)
When a Seller/Servicer consumes or 
provides cloud services that store, 
process, access or transmit Freddie 
Mac confidential information or 
Protected Information or connect to 
any System, the Seller/Servicer must 
maintain a formal cloud computing 
policy that has been approved by 
management and communicated to 
appropriate personnel, and the 
Seller/servicer must designate an 
owner to maintain and review the 
policy to ensure it consistently 
reflects industry best practices.

Have a written “Cloud Computing” policy.

Get it approved by management.

Communicate it with personnel.

Review the policy on a regular basis.



A C C E S S  C O N T R O L :  C L O U D  C O M P U T I N G

F F I E C  G U I D A N C E

Architecture, Infrastructure, 
& Operations Booklet 
Section VII.A Cloud 
Computing

Read the Booklet

https://ithandbook.ffiec.gov/it-booklets/architecture,-infrastructure,-and-operations/vii-evolving-technologies/viia-cloud-computing.aspx


Geographic 
Restrictions

A C C E S S  C O N T R O L :  C L O U D  C O M P U T I N G

Cloud Service 
Provider Selection

Data Segregation & 
Encryption

IT Asset Inventory

Contractual 
Requirements

Access Control



N E W  S E C T I O N S

Mobile Computing

Auditing, Logging, & Monitoring

Software & Application Development Life Cycle (SDLC)

Incident Management

Access Control: Cloud Computing
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Notable Updates



N O T A B L E  U P D A T E S

Third Parties

Policies

Annual Review & Validation Requirements

Termination Considerations

Program Administration



A N N U A L  R E V I E W  &  V A L I D A T I O N  R E Q U I R E M E N T S

Admin Reviews

1302.2(b)(i)

Information Security 
Program

1302.2(b)(vii)

Firewall Rules

1302.2(b)(xvii)(D)

IT Asset Inventory to 
Actual Inventory

Access Reviews

1302.2(b)(iii)

Physical Facilities

1302.2(b)(ix)

Wireless Networks

1302.2(b)(xvii)(B)

All User Access Privileges

Security Testing

1302.2(b)(x)

Independent Pen Test

1302.2(b)(x)

Vulnerability Assessment

1302.2(b)(xii)

Independent Security 
Assessment



IT Audit, 
Penetration Test, 
and Vulnerability 
Assessment 
Services

CoNetrix.com/Security

https://conetrix.com/security


Mobile Device Management (MDM) - NEW

P O L I C I E S

Data Loss Prevention (DLP)

Vulnerability Assessment

Patch Management

Software Development Life Cycle (SDLC) - NEW

Encryption & Cryptography

Cloud Computing - NEW

https://tandem.app/blog/key-sections-of-an-information-security-policy-tandem

https://tandem.app/blog/key-sections-of-an-information-security-policy-tandem


T H I R D  P A R T I E S

1302.3
Exception to Third-Party 
Beneficiary Requirement

1302.2(b)(xvii)(F)
Minimum Security 

Requirements

1302.2(b)(ii)
Nondisclosure Agreement 

- or - Code of Conduct



T E R M I N A T I O N  C O N S I D E R A T I O N S

1302.1  |  1302.2(b)(i)  |  1302.3

You are obligated to secure any Freddie Mac confidential information 
that you retain after termination of services.

1302.1

You are obligated to comply with the requirements. Failure to comply 
may result in termination of rights to Freddie Mac systems.

1302.2(b)(xvii)(A)

You are obligated to notify Freddie Mac within 24 hours of termination 
(or transfer) of an employee with a Freddie Mac systems user account.



P R O G R A M  A D M I N I S T R A T I O N

1302.2(b)(ii)
Require Personnel to Sign 

NDA / Code of Conduct

1302.2(b)(i)
Provide Attestation 

Upon Request*

1302.2(b)(i)
Designate a Responsible 

Person or Group

*Resource: Freddie Mac Information Security and Privacy Updates FAQ  |  FAQ 5

https://sf.freddiemac.com/faqs/info-sec-and-privacy-updates-faq


N O T A B L E  U P D A T E S

Third Parties

Policies

Annual Review & Validation Requirements

Termination Considerations

Program Administration
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What Can You Do?



S T E P  1 :  R E F O C U S

4

These are 
definitely do-able.

These are security 
best practices.

2

These are new 
requirements.

1

These are required 
by other agencies.

3



S T E P  2 :  T A K E  A C T I O N

2

Read the New 
Requirements

3

Compare Your 
Programs 4

Make Updates, 
As Needed

Keep Calm & 
Carry On

1



R E S O U R C E S

Information Security and 
Privacy Updates Side-By-Side 

Comparison
Download the Comparison

Freddie Mac Information 
Security Requirements 
Workbook by Tandem

Tandem.App/Freddie-Mac-Workbook

https://sf.freddiemac.com/docs/pdf/fact-sheet/info-sec-and-privacy-updates-side-by-side.pdf
https://tandem.app/freddie-mac-workbook


B O N U S  C O N T E N T

Tandem & the New 
Requirements



Fill out the survey for
a chance to win!



Maintaining Compliance with 
Freddie Mac’s New Information 

Security Requirements

T H A N K S  F O R  J O I N I N G

Alyssa Pugh, CISM, Security+
apugh@tandem.app

LinkedIn.com/in/AlyssaPugh
Remember to complete the survey!

mailto:apugh@tandem.app
https://linkedin.com/in/alyssapugh


B O N U S  C O N T E N T

Tandem & the New 
Requirements



C O M P L E T E  T H E  S U R V E Y
Answer “Yes” on Question 4

V I S I T  O U R  W E B S I T E
Tandem.App/Demos

https://tandem.app/demos
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Maintaining Compliance with 
Freddie Mac’s New Information 

Security Requirements

T H A N K S  F O R  J O I N I N G

Alyssa Pugh, CISM, Security+
apugh@tandem.app
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mailto:apugh@tandem.app
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