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Evaluate risks before acting on ideas from this session.

• This presentation contains opinions of the presenters.
Opinions may not reflect the opinions of Tandem.

• This presentation is proprietary.
Unauthorized release of this information is prohibited.
Original material is copyright © 2024 Tandem.
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SESSION INFO

A U D I O / V I D E O
If you cannot hear sound or 
see the presentation now, 

adjust or change your settings.

S U R V E Y
At the end, fill out the 

survey for a chance to win 
an Amazon gift card.

R E S O U R C E S
The slides, a recording, and 

certificate of attendance will be 
sent via email.

Q U E S T I O N S
Use the “Questions” panel 
to chat with the presenters 

and Tandem team.

Audit Management

Vendor Management

Business Continuity Plan

Compliance Management

Cybersecurity

Identity Theft Prevention

Incident Management

Internet Banking Security

Phishing

Policies

Risk Assessment
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GRC Content Manager
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Chris Brewer
Team Lead

CoNetrix Technology

A B O U T  T H E  S P E A K E R S
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What type of organization do you 
currently work for?
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Agenda

• Mobile Devices

• Bring Your Own Device (BYOD)

• Mobile Device Management (MDM)
• Regulatory Guidance

• Administrative Controls

• Technical Controls

• Frequently Asked Question

• Key Takeaways

W H Y  M D M  &  B Y O D

Rise of Mobile Devices Rise of Remote Work
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A N D  P R O T E C T I N G  Y O U R  D A T A

Mobile Devices
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How many mobile devices 
do you actively use?

W H A T  I S  A  “ M O B I L E  D E V I C E ”

N I S T  &  F F I E C  D E F I N I T I O N

“A portable computing device that:

1. Has a small form factor such that it can 
easily be carried by a single individual;

2. Is designed to operate without a physical 
connection (e.g., wirelessly transmit or 
receive information);

3. Possesses local, non-removable data 
storage; 

4. Is powered-on for extended periods of time 
with a self-contained power source.”

1. Small

2. Wireless

3. Local Storage

4. Battery-Powered
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W H A T  I S  A  “ M O B I L E  D E V I C E ”

Laptops

Phones

Tablets

Wearables

Other Devices

K E Y  T A K E A W A Y

Which mobile devices do I 
need to manage?

The ones where your data 
is at the greatest risk of 
being compromised.
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Bring Your Own 
Device (BYOD) vs. 
Company-Owned 

Devices
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Do you use your personal mobile 
devices for business purposes?
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P E R S O N A L  D E V I C E S  F O R  W O R K

Email & Calendar

Team
Collaboration

Productivity & Project 
Management

Security Systems &
Multifactor Authentication

Remote Access

B Y O D C O M P A N Y - O W N E D

Security

Compliance

Management

Autonomy

Privacy

Cost

Boundaries
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Mobile Device 
Management (MDM)

R E G U L A T O R Y  G U I D A N C E

• Business Case

• Management Approval

• Regular Access Review

• Assurance & Testing*

• Policies & Procedures (Page 26)

• Training (Page 29)

• Access Controls

• Anti-Malware

• Authentication

• Baselines & Configurations*

• Encryption

• Patch Management

• Log Management

• Remote Wipe*

Administrative Controls Technical Controls

* For company-owned devices

FFIEC Information Security Booklet |  II.C.15(d) Use of Remote Devices
https://ithandbook.ffiec.gov/it-booklets/information-security/
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20

https://ithandbook.ffiec.gov/it-booklets/information-security/
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R E G U L A T O R Y  G U I D A N C E

IV.B Communications
V. Business Continuity Plan

III.B IT Asset Management

https://www.ffiec.gov/pdf/cybersecurity/FFIEC_CAT_May_2017.pdf
https://ithandbook.ffiec.gov/media/2nifgh2b/ffiec_itbooklet_businesscontinuitymanagement_v3.pdf 
https://ithandbook.ffiec.gov/media/ywfm2ftz/ffiec_itbooklet_aio.pdf

V. Development

I N D U S T R Y  G U I D A N C E

N I S T  C S F  2 . 0

“The Functions, Categories, and 
Subcategories apply […] to all types of 
technology environments, including cloud, 
mobile, and artificial intelligence systems.”

https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.29.pdf
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https://www.ffiec.gov/pdf/cybersecurity/FFIEC_CAT_May_2017.pdf
https://ithandbook.ffiec.gov/media/2nifgh2b/ffiec_itbooklet_businesscontinuitymanagement_v3.pdf
https://ithandbook.ffiec.gov/media/ywfm2ftz/ffiec_itbooklet_aio.pdf
https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.29.pdf
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K E Y  T A K E A W A Y S

1. Key controls are key for a reason.

2. A silver bullet solution does not exist.

3. But we have to do something.

MDM 
Administrative 

Controls
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A D M I N I S T R A T I V E  C O N T R O L S

DocumentsOffboardingTraining

A D M I N I S T R A T I V E  C O N T R O L S :  T R A I N I N G

Train on what mobile devices employees can and can’t use.1

Train on how to physically protect mobile devices.2

Train on how to technically protect mobile devices.3
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A D M I N I S T R A T I V E  C O N T R O L S :  O F F B O A R D I N G

1

Remove Access

2

Risk Assess

3

Reclaim Assets

27

28



11/14/2024

15

A D M I N I S T R A T I V E  C O N T R O L S :  D O C U M E N T S

Mobile Device 
Management Policy

Acceptable Use 
Policy / Agreement

Nondisclosure 
Agreement (NDA)

Tandem.App/MDM-Policy-Template
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https://tandem.app/mdm-policy-template
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MDM 
Technical

Controls

T E C H N I C A L  C O N T R O L S

Conditional 
Access

App Protection 
Policies

MDM / MAM 
Systems
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https://learn.microsoft.com/en-us/mem/intune/

M D M  /  M A M  S Y S T E M S
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https://learn.microsoft.com/en-us/mem/intune/
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P
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Does your organization have a 
mobile device management 

(MDM) solution?

M D M M A M

Scope Control of entire device Control of specific apps

Policy Enforcement
Configuration, updates, and 

security of entire device
Configuration, updates, and 

security of specific apps

Remote Wiping Full device Limited to specific apps

User Privacy More invasive Less invasive

Deployment
Better for company-owned 

devices
Better for BYOD
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A P P  P R O T E C T I O N  P O L I C I E S

L E V E L  1

Enterprise Basic
Data Protection

L E V E L  2

Enterprise Enhanced 
Data Protection

L E V E L  3

Enterprise High 
Data Protection

https://learn.microsoft.com/en-us/mem/intune/apps/app-configuration-policies-outlook
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M
P

L
E
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* Applies to iOS and Android Devices
https://learn.microsoft.com/en-us/mem/intune/apps/app-configuration-policies-outlook
https://learn.microsoft.com/en-us/entra/identity/conditional-access/howto-policy-approved-app-or-app-protection

Allow AccessBlock Exchange
ActiveSync

Approved Client Apps

App Protection Policy

E X A M P L E :  C O N D I T I O N A L  A C C E S S
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https://learn.microsoft.com/en-us/mem/intune/apps/app-configuration-policies-outlook
https://learn.microsoft.com/en-us/entra/identity/conditional-access/howto-policy-approved-app-or-app-protection
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K E Y  T A K E A W A Y

MDM tools help keep your 
data safe by making sure 
only the right people can 
access it at the right time.

Frequently Asked 
Question (FAQ)

41

42



11/14/2024

22

WHAT ABOUT 
THE PICTURES?

Recap & Wrap Up
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K E Y  T A K E A W A Y S

Know there is no one “right” solution for mobile device management.2

Find the balance between functionality, efficiency, and security.3

Manage risk holistically with technical and administrative controls.4

Do mobile device management to protect your data.1

A D D I T I O N A L  R E S O U R C E S

CISA Mobile Device 
Cybersecurity Checklists

NIST SP800-124r2
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https://www.cisa.gov/news-events/alerts/2021/11/24/cisa-releases-capacity-enhancement-guides-enhance-mobile-device
https://www.cisa.gov/news-events/alerts/2021/11/24/cisa-releases-capacity-enhancement-guides-enhance-mobile-device
https://csrc.nist.gov/pubs/sp/800/124/r2/final
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L E A R N  M O R E

Tandem Cybersecurity 
GRC Software

Tandem.App

L E A R N  M O R E

CoNetrix Technology
Network Threat 

Protection

CoNetrix.com/Technology
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https://tandem.app/
https://conetrix.com/technology
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When Business is Personal: 
A Chat about MDM & BYOD

T H A N K S  F O R  J O I N I N G

Remember to complete the survey!

Download the Template
Tandem.App/MDM-Policy-Template

Alyssa Pugh, CISM, CRISC
GRC Content Manager

Tandem, LLC
apugh@tandem.app

LinkedIn.com/in/AlyssaPugh

Chris Brewer, VCP
Team Lead

CoNetrix Technology, LLC
cbrewer@conetrix.com

LinkedIn.com/in/TheChrisBrewer
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https://tandem.app/mdm-policy-template
mailto:apugh@tandem.app
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