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Compromise

Benjamin Taylor

CYBERSECURITY

• This presentation is for information only. 
Evaluate risks before acting based on ideas from this presentation.

• This presentation contains the opinions of the presenters.
Opinions may not reflect the opinions of Tandem.

• This presentation is proprietary.
Unauthorized release of this information is prohibited.
Original material is copyright © 2024 Tandem.D
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Benjamin
Taylor
CISA, CISM, CISSP

Training Manager/Audit and Security Consultant

• What is Business Email Compromise
• Ways Email can be Compromised
• The Human Element
• The Psychology of Social Engineering 
• Minimizing the Impact

Agenda
BUSINESS EMAIL COMPROMISE
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How reliant are you
on email?

“Business Email compromise 
(BEC) is a type of cybercrime 
where the scammer uses email 
to trick someone into sending 
money or divulging confidential 
company information.”

What is Business Email Compromise (BEC)? | 
Microsoft Security

BUSINESS EMAIL
COMPROMISE
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Types of Business Email Compromise (BEC)

False Invoice 
Scam

CEO
Fraud

Data
Theft

Attorney 
Impersonation

Statistics

In 2023, the FBI received 21,489 BEC complaints, with estimated losses totaling 
more than $2.9 billion.  FBI Internet Crime Report 20231
There was a 65% increase in identified global exposed losses from Business 
Email Compromise fraud. FBI PSA: Business Email Compromise (BEC): The $43 
Billion Scam

2
Pretexting, including BEC, overtook phishing as the most prevalent social 
engineering tactic in 2022, with BEC attacks accounting for more than 50% of 
social engineering incidents. Verizon 2023 Data Breach Investigations Report
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SpyCloud
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Pretexting is a social engineering 
attack where the attacker creates a 
fabricated identity or scenario to 
persuade a victim to divulge confidential 
information, grant access to restricted 
systems, or perform actions they would 
otherwise not undertake.

What Is Pretexting? - Definition & Attack Examples | Proofpoint US

P
retexting

Business Email Compromise

Stories
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Attacker
England

Appears to have originated from

Phishing Attack

Attacked
Regional Bank

Attack Type
Spear Phishing
targeted email sent to 7 people

Attacker
Unknown

Social Engineering Attack

Attacked
Local Business

Attack Type
Social Media

Social Engineering

Click for 
pics!
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“Human error plays a 
significant role in data 
breaches. In fact, 74% of 
incidents involved some 
form of human involvement, 
such as clicking on phishing 
links, falling for social 
engineering scams, or 
making other inadvertent 
mistakes.” – MS Copilot

HUMAN ELEMENT

Psychology of
Social Engineering
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Loss
Urgency

Authority
Familiarity

Reciprocation
Popularity

Social Engineering Tactics
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R E D U C E  U N C E R T A I N T Y

L O S S

F A M I L I A R I T YA U T H O R I T Y P O P U L A R I T Y

R E C I P R O C A T I O N U R G E N C Y

Phishing Tactics Are Designed to:
M O T I V A T E  A C T I O N

D
r. R

obert C
ialdini

“The form and pace of modern life is not 
allowing us to make fully thoughtful 
decisions […] Sometimes the issues may be 
so complicated, the time so tight, the 
distractions so intrusive, the emotional 
arousal so strong, or the mental fatigue so 
deep that we are in no cognitive condition 
to operate mindfully. “

Source: Influence The Psychology of Persuasion by Dr. Robert Cialdini
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Minimize Impact

Alerts 2

Enable MFA3

Personally Confirm Data 4

Endpoint Protection1

Don’t Click5

Questions?
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