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What I Learned in My 
First Year as an ISO

Andrew Hettick

Cybersecurity

Disclaimer
A Few Things First

This presentation is for information only. 
Evaluate risks before acting based on ideas from this presentation.

This presentation contains opinions of the presenters.
Opinions may not reflect the opinions of Tandem.

This presentation is proprietary.
Unauthorized release of this information is prohibited.
Original material is copyright © 2023 Tandem.
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Andrew 
Hettick
CISA, CISSP, SSCP

Information Security Officer

• My journey to ISO

• Know your role

• Make a plan

• Make impactful changes

• Learn from mistakes

Agenda
Here’s the Plan
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How long have you been in your 
current job?

A U D I E N C E  Q U E S T I O N

Are you an Information Security 
Officer?

A U D I E N C E  Q U E S T I O N
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• Started as an IT Auditor for CoNetrix Security

• Russ sets up a meeting with me

My Journey to ISO

My (Unofficial) First Day as an ISO
Apache Log4j Vulnerability
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Blueprint for Success

Know your 
role

1
Make a plan

2
Learn from 
mistakes

4
Make impactful 

changes

3

Know Your Role
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• Read important documents

• Learn where important files are kept
• Tandem

• File share – we have an “ISO” folder

• Do not make huge changes before understanding role

Know Your Role

• Know which areas you are in charge of
• For me: Information Security Program

• Know where these documents are stored
• Hopefully Tandem

• Resources for learning about Tandem:
• Videos

• Knowledge Base

• Contacting Tandem Support

• Identify critical applications

Know Your Role

Policies

Business Continuity Planning

Risk Assessment

Vendor Management
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• Know which applications hold sensitive data
• Tandem

• Core

• Wire/ACH

• Internet banking

• Mortgage software

• Understand access to these applications

• How is access removed/managed?

• Learn security settings in place

Know Your Role
Identify Critical Applications

Make a Plan
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Make a Plan

• List everything you 
do in your role

Make a Plan

16

17



4/7/2023

9

• List everything you 
do in your role

• Determine frequency 
for each item

Make a Plan

• List everything you 
do in your role

• Determine frequency 
for each item

Make a Plan
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• List everything you 
do in your role

• Determine frequency 
for each item

• Schedule biggest 
areas first

Make a Plan

• List everything you 
do in your role

• Determine frequency 
for each item

• Schedule biggest 
areas first

Make a Plan
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• List everything you 
do in your role

• Determine frequency 
for each item

• Schedule biggest 
areas first

Make a Plan

• List everything you 
do in your role

• Determine frequency 
for each item

• Schedule biggest 
areas first

• Plan flexible projects 
around these

Make a Plan
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do in your role

• Determine frequency 
for each item

• Schedule biggest 
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• List everything you 
do in your role

• Determine frequency 
for each item

• Schedule biggest 
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• List everything you 
do in your role

• Determine frequency 
for each item

• Schedule biggest 
areas first

• Plan flexible projects 
around these

Make a Plan

Make a Plan
Set Reminders for Tasks

Outlook 

Calendar Reminder Calendar -> Tasks
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Making Changes

Does anyone want to share an 
“easy” change that ended up 
being much more complex?

A U D I E N C E  Q U E S T I O N
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• Learn your role first

• Push for changes that have the biggest impact

Making Changes

Monthly Testing

1.9%

Quarterly Testing

8.9%

• Learn your role first

• Push for changes that have the biggest impact

• Choose your battles

• Use your experts

• Build relationships

Making Changes
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• Changes are more easily accepted

• You can ask better questions

• Employees are more comfortable to approach you

• Take opportunities to broaden the scope of questions

Making Changes
Build Relationships

Learn from Mistakes
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• Taking on too much

• Not using your experts

• Manually repeating the same actions
• Automate these

• Not enough training for new hires

Learn from Mistakes

Review

Know your 
role

1
Make a plan

2
Learn from 
mistakes

4
Make impactful 

changes

3
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“Try not. 
Do or do not. 
There is 
no try.”

T H A N K S  F O R  J O I N I N G !

What I Learned in My 
First Year as an ISO

Information Security Officer

CoNetrix

linkedin.com/in/andrewhettick

Andrew Hettick
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