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How to Leverage the 
Learning Process in 
Your Security 
Awareness Training 

Leticia Saiid

Cybersecurity

Disclaimer
A Few Things First

This presentation is for information only. 
Evaluate risks before acting based on ideas from this presentation.

This presentation contains opinions of the presenters.
Opinions may not reflect the opinions of Tandem.

This presentation is proprietary.
Unauthorized release of this information is prohibited.
Original material is copyright © 2023 Tandem.
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Leticia (Letice)
Saiid
Security+

Chief of Staff & Chief Learning Officer

About Me
S O M E  T H I N G S  I  L O V E

Piano Piano

Fiona

Sample 
Title

Parenting

Sample 
Title

Personality 
Tests

Sample 
Title

Puzzles

Sample 
Title
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How involved are YOU in 
security awareness training?

• Why Training Matters

• Training to Help People…
• Understand New Information
• Retain New Information
• Solve Problems
• Motivate Learning

• Questions

Agenda
Here’s the Plan
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Why Training Matters

Sticky
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Employees are our most _____ assets.

Vulnerable Volatile Valuable

Training Methods

Informative / 
Educational Emails

Phishing
Tests

Video/Online 
Training

One-on-One 
Training

Live Classroom 
Training
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Informative / 
Educational Emails

Phishing
Tests

Video/Online 
Training

One-on-One 
Training

Live Classroom 
Training

Training Methods

30%

88%

78%

35%

92%

SOURCE: 2022 State of Cybersecurity in the Financial Industry by Tandem
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Know your students’ backstory.

What they KNOW

Consider their existing 

knowledge, experience, 

exposure, and assumptions.

What they CARE FOR

Consider their priorities & 

values. What they TRUST

Consider what kind of 

people or programs have 

helped or hurt in their past.

https://scholars.ttu.edu/en/publications/how-do-non-experts-think-about-cyber-attack-consequences

An Invitation to Security
Now that you know what they care for, trust, and
know, you can create a compelling invitation.

Your Favorite Trainer

Our Awesome Organization

Our Organization Street Address

Our City, Our State, #####
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[ ] ? !

Science
of Learning
https://deansforimpact.org/resources
/the-science-of-learning/
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[   ]  ?  
Understand

New Info

Retain

New Info

Solve

Problems

Motivate

Learning

T R A I N I N G  T O  H E L P  P E O P L E …

!

Build Specific

[ ] ?  !

To understand new info, make it
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M A K E  I T  S P E C I F I C E X A M P L E

When You Receive an Email…

C H E C K  F O R  C L U E SB E W A R E  O F  T A C T I C S

• Loss

• Reciprocation

• Urgency

• Authority

• Familiarity

• Popularity

• Links and Attachments

• Unfamiliar Sender

• Unexpected Email

• Errors

• Familiar, yet Unusual

• Personal Topics

M A K E  I T  S P E C I F I C E X A M P L E
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R E D U C E  U N C E R T A I N T Y

L O S S

F A M I L I A R I T YA U T H O R I T Y P O P U L A R I T Y

R E C I P R O C A T I O N U R G E N C Y

Phishing Tactics

M O T I V A T E  A C T I O N

M A K E  I T  S P E C I F I C E X A M P L E

M O T I V A T E  A C T I O N

One way that nefarious actors try to get you distracted is with their phishing tactics. Some tactics 
are designed to motivate action. There are three main motivators used by these actors. One is loss. 
They want you to feel like something valuable may be lost if you don’t act right away. A second way 
is reciprocation. If someone gives you something, you feel the need to give something back. A third 
way is urgency. When we don’t have time to think, we act quickly without thinking and make bad 
choices.

R E D U C E  U N C E R T A I N T Y

One way that nefarious actors try to get you distracted is with their phishing tactics. Some tactics 
are designed to reduce uncertainty. There are three main motivators used by these actors. One is 
authority... 

M A K E  I T  S P E C I F I C E X A M P L E
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Respond Appropriately

C L I C K E D ?C E R T A I N ?N O T  S U R E ?

• Navigate on your 
own.

• Do some research.

• Confirm out-of-band 

with the sender.

• Mark as “Junk.”

• Block the sender.

• Permanently delete.

• Contact IT.

Report it
to IT immediately.

M A K E  I T  S P E C I F I C E X A M P L E

Memorable

[  ]  ?  !

To retain new info, make it
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A l w a y s  “ p a w s ”  
b e f o r e  c l i c k i n g  a  
l i n k  i n  a n  e m a i l .

luesC

ndA

acticsT

anC

elpH

H o w  t o  c a t c h  
a  p h i s h e r :

M A K E  I T  M E M O R A B L E E X A M P L E

M A K E  I T  M E M O R A B L E E X A M P L E

The phishing messages that trick us 
are not the most legitimate looking, 
they are the most emotion inducing.
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Memorable Frequent

[  ]  ?  !

To retain new info, make it

M A K E  I T  F R E Q U E N T E X A M P L E
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The average number of Security Awareness 
Training hours provided per year per employee is

6-10 Hours

Tandem State of Cybersecurity Report 2022

2-5 Hours

M A K E  I T  F R E Q U E N T E X A M P L E

Automatic Measured

[  ] ? !

To solve problems, make it
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M A K E  I T  A U T O M A T I C E X A M P L E

From: John Doe <jdoe@KEYSconfrence.com>
Sent: Tuesday, April 4, 2023 8:00 AM
To: Leticia Saiid <lsaiid@conetrix.com>
Subject: FWD: From KEYS Conference

Hello valued member,

I hope you are as excited for the event as I am.

Here is a copy of your event registration… Pls review & fill out attached form 
BEFORE 12:00 TODAY.

Reg04_04.html (7KB)

M A K E  I T  M E A S U R E D E X A M P L E
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M A K E  I T  M E A S U R E D E X A M P L E

C H E C K  F O R  C L U E S

Links and Attachments

Unfamiliar Sender

Unexpected Email

Errors

Familiar, yet Unusual

Personal Topics

B E W A R E  O F  T A C T I C S

Loss

Reciprocation

Urgency

Authority

Familiarity

Popularity

From: John Doe <jdoe@KEYSconfrence.com>
Sent: Tuesday, April 4, 2023 8:00 AM
To: Leticia Saiid <lsaiid@conetrix.com>
Subject: FWD: From KEYS Conference

Hello valued member,

I hope you are as excited for the event as I 
am.
Here is a copy of your event registration… Pls 
review & fill out attached form BEFORE 12:00 
TODAY.

Reg04_04.html (7KB)

Training Methods

Informative / 
Educational Emails

Phishing
Tests

Video/Online 
Training

One-on-One 
Training

Live Classroom 
Training

30%

88%

78%

35%

92%

100%
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Growth-Focused Rewarded

[  ] ?  !

To motivate learning, make it

M A K E  I T  R E W A R D E D E X A M P L E
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[   ]  ?  
Understand

New Info

Retain

New Info

Solve

Problems

Motivate

Learning

R E C A P

✓ Build
✓ Specific

✓ Memorable
✓ Frequent

✓ Automatic
✓ Measured

✓ Growth-Focused
✓ Rewarded

!

Free Resource
https://tandem.app/ph-checklist
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T H A N K S  F O R  J O I N I N G !

How to Leverage the Learning 
Process in Your Security 
Awareness Training 

Security+, COS & CLO

CoNetrix, Tandem

linkedin.com/in/leticiasaiid/

Leticia Saiid
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