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Incident Notification Rules

F O R  C R E D I T  U N I O N S

R E G U L A T O R Y  R E F E R E N C E S

• FDIC: 12 CFR Part 304, Subpart C
• FRB: 12 CFR Part 225, Subpart N
• OCC: 12 CFR Part 53
• NCUA: 12 CFR Part 748.1

• Who: You notify the NCUA (23-CU-07)
• When: ASAP and within 72 hours
• What: A “reportable cyber incident”

F O R  B A N K S

• Who: You notify your federal regulator

• FDIC (FIL-12-2022)
• FRB (SR 22-4)
• OCC (Bulletin 2022-8)

• When: ASAP and within 36 hours
• What: A “notification incident”

• Who: Bank service providers notify you
• When: ASAP
• What: An incident affecting service for 4+ hours
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F O R  B A N K S :
F O R  C R E D I T  U N I O N S :

Watch the Webinar  |  Read the Blog
Watch the Webinar  |  Read the Blog

W H E N  I N  D O U B T ,  R E P O R T  I T .
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When Should I Report an Incident?
h t t p s : / / w w w . y o u t u b e . c o m / w a t c h ? v = U l L J 3 m a v h R U

7

8

https://www.ecfr.gov/current/title-12/chapter-III/subchapter-A/part-304/subpart-C
https://www.ecfr.gov/current/title-12/chapter-II/subchapter-A/part-225/subpart-N
https://www.ecfr.gov/current/title-12/chapter-I/part-53
https://www.ecfr.gov/current/title-12/section-748.1
https://ncua.gov/regulation-supervision/letters-credit-unions-other-guidance/cyber-incident-notification-requirements
https://www.fdic.gov/news/financial-institution-letters/2022/fil22012.html
https://www.federalreserve.gov/supervisionreg/srletters/SR2204.htm
https://www.occ.gov/news-issuances/bulletins/2022/bulletin-2022-8.html
https://go.tandem.app/2022-incident-notification-webinar/webinar-recording.html
https://tandem.app/blog/the-new-incident-notification-rule-what-banks-need-to-know
https://go.tandem.app/2023-ncua-incident-webinar/webinar-recording.html
https://tandem.app/blog/ncua-new-notifcation-rule
https://www.youtube.com/watch?v=UlLJ3mavhRU
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