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So You’re an 
Admin…

C o r y  F a u s t

Disclaimer
A  F E W  T H I N G S  F I R S T

This presentation is for information only. 
Evaluate risks before acting based on ideas from this presentation.

This presentation contains opinions of the presenters.
Opinions may not reflect the opinions of Tandem.

This presentation is proprietary.
Unauthorized release of this information is prohibited.
Original material is copyright © 2022 Tandem.
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Cory
Faust
L e a d  D e v e l o p e r

Overview & Objective

Security 
Features

Active 
Directory 

Connector

Notifications Admin 
Reporting
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Active Directory Connector (ADC)
Automate employee changes into Tandem

Add new employees 1

Update existing employees2

Disable access when not found 3
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Client Application

Client Application
Sync Employee Fields
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Client Application

ADC Sync History
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Summary

Automate 
Employee 
Changes

1
Setup

+
KB
=

BFF

2
Reports & 

Notifications 

3
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Security

IP Restrictions SSO Multifactor

How to make Tandem more secure
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“Uh oh now I don’t 
have access”
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Single Sign-On (SSO)
Tandem supports SAML 2.0

• How does this help me?

• I’m convinced how do I turn this on?

Single Sign-On
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• Email

• Google Authenticator

• Text Message (SMS)

• Tandem App

Multi-Factor Authentication
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Security Recap

IP Restrictions SSO Multi-Factor

How to make Tandem more secure

• Trumps all security 
features

• Extreme caution

• Let your SSO provider 
manage passwords

• Test first

• Simple and effective

Notifications
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Individual Settings

My Notifications

23

24



3/31/2022

13

How notifications can help an admin
Support > Knowledge Base > Notifications

Notifications sent to usersWhose to Blame ReportDue Diligence  
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Improve Email Delivery

• Email Addresses
• alerts@tandem.app

• notifications@tandem.app

• support@tandem.app

• IP Addresses
• 149.72.194.216

• 167.89.104.27

Add the following information to your email security provider’s safe sender lists

Support > Knowledge Base > Notifications

• Admin Dashboard

• User Access Details

• Employee Authenticated Devices

• User Activity Log

Admin Reporting
Dashboard and Reports
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Admin Dashboard

User Access Details
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Employee Authenticated Devices

User Activity Log
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• Active Directory 
• Automates employee changes

• IP Restrictions & SSO 
• Improves security

• Manage user access

• Notifications
• Blame others

Summary

?
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Fill out the 
survey to get 
your sticker!

D O N ’ T  F O R G E T !

T H A N K S  F O R  J O I N I N G !

So You’re an 
Admin…

L e a d  D e v e l o p e r

Cory Faust
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Refreshments with Exhibitors

2 0  M I N U T E  B R E A K

Recent Releases and Future Growth + Tandem 
User Group Discussion

K E Y N O T E

Brady Cook, Cory Faust, Lindsey McReynolds, and Alyssa Pugh

PINSTACK & Dinner

E N T E R T A I N M E N T
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