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Up and Running 
with Audit 
Management Pro

C H R I S T O P H E R  H I D A L G O

Disclaimer
A  F E W  T H I N G S  F I R S T

This presentation is for information only. 
Evaluate risks before acting based on ideas from this presentation.

This presentation contains opinions of the presenters.
Opinions may not reflect the opinions of Tandem.

This presentation is proprietary.
Unauthorized release of this information is prohibited.
Original material is copyright © 2022 Tandem.
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Christopher
Hidalgo
I T I L - F ,  A u d i t  a n d  S e c u r i t y  
C o n s u l t a n t

• Users who have Audit Management Pro but are unsure where to start

• Users who have other Audit Management versions but are considering Pro

• Internal auditors who are curious how CoNetrix auditors use Tandem

This walkthrough is for…
H E R E ’ S  T H E  P L A N
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• Audit Pro 101: A Refresher

• FFIEC Resources for Work Programs

• Creating an AIO Work Program

• Audit Pro 201: Bringing it all together

• Tips for Tandem workflow

• Recap

Agenda
H E R E ’ S  T H E  P L A N

Audit Pro 101: 
A Refresher

U P  A N D  R U N N I N G  W I T H  A U D I T  M A N A G E M E N T  P R O
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• A tool to create and organize your internal audit projects and conduct audits 
of your information security program and controls

• A consistent method of reporting the state of internal controls, their 
weaknesses, and solutions

• Trend analysis of your audit project cycle

• Provides tools for creating custom audits with the response tools available in 
Audit Management Standard

What is Audit Management Pro?
A U D I T  P R O  1 0 1 :  A  R E F R E S H E R

Definitions
A U D I T  P R O  1 0 1 :  A  R E F R E S H E R

Work 
Program

A container of control 
verifications that will be 
used to test the 
effectiveness of your 
controls.

Control 
Verification

A control verification is a 
method used to document 
testing of a control's 
effectiveness.

AKA
• Control Statements
• Control Objectives

Control 
Evidence

Interview questions, 
testing procedures, 
physical examination or 
document review 
requirements.
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Quick Start Steps
A U D I T  P R O  1 0 1 :  A  R E F R E S H E R

Introductory 
Video

1
Assign User 

Access

2
Create Work 

Programs

4
Review 
Global 

Levels and 
Ratings

3

Support Dashboard > Knowledge Base

Audit Management Pro Knowledge Base
A U D I T  P R O  1 0 1 :  A  R E F R E S H E R

9

10



3/29/2022

6

FFIEC Resources for 
Work Programs

U P  A N D  R U N N I N G  W I T H  A U D I T  M A N A G E M E N T  P R O

• IT Booklets
• Provide Action Summaries with specific 

examination items

• Appendix A includes full examination 
procedures

• IT Work Programs
• Built from the Appendix A sections as a 

standalone document

• Might still need to context of the booklet to 
build a custom work program

FFIEC Booklets and Work Programs
F F I E C  R E S O U R C E S  F O R  W O R K  P R O G R A M S
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• Domains
• Coverage spans the FFIEC booklets

• Already broken up into distinct sections for 
Work Programs

• Declarative Statements
• Baseline statements work as a 

comprehensive evaluation of your 
information security program

• Prescriptive list of controls and functions can 
be repurposed for control evidence and 
request list items

• Helpful for providing attestation to your 
Cybersecurity Maturity answers 

The Cybersecurity Assessment Tool
F F I E C  R E S O U R C E S  F O R  W O R K  P R O G R A M S

The Cybersecurity Assessment Tool
F F I E C  R E S O U R C E S  F O R  W O R K  P R O G R A M S

Work Program

Control 
Verifications
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Creating an AIO Work 
Program

U P  A N D  R U N N I N G  W I T H  A U D I T  M A N A G E M E N T  P R O

• IT Booklet Approach
• Booklet sections provide logical Work Program 

subject areas
• Action Summaries are descriptive in what 

should be examined
• More work breaking down into a full work 

program but provides explanations for 
additional Control Verifications and Control 
Evidence

• IT Work Program Approach
• Follows the same booklet sections for subject 

areas
• Less work to break down into Work Programs, 

Control Verifications, and Control Evidence
• May be too general or “rolls up” too many items 

into one section

Architecture, Infrastructure, and Operations Booklet
C R E A T I N G  A N  A I O  W O R K  P R O G R A M
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AIO Booklet: Action Summaries
C R E A T I N G  A N  A I O  W O R K  P R O G R A M

Work Program

Control 
Verification

Control 
Evidence

AIO Booklet: Appendix A
C R E A T I N G  A N  A I O  W O R K  P R O G R A M

Work Program

Control 
Verifications

Control 
Evidence
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AIO Work Program Map: Prototype
C R E A T I N G  A N  A I O  W O R K  P R O G R A M

Example Statements
C R E A T I N G  A N  A I O  W O R K  P R O G R A M

Interview Testing Examination

Can you describe… Confirm that… Assess [that, the]…

Describe… Review a sample of… Determine [how, that, whether]…

Explain… Review results of… Ensure…

How does [personnel, team, organization] 
do…

Obtain a list of…

What's the [procedure, process, workflow] Review evidence that…

Review procedures for…

Verify that…
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Audit Pro 201: 
Bringing it all together

U P  A N D  R U N N I N G  W I T H  A U D I T  M A N A G E M E N T  P R O

Work Program Steps
A U D I T  P R O  2 0 1 :  B R I N G I N G  I T  A L L  T O G E T H E R

Download Bulk 
Import 

Templates

1
Bulk Import 

Control 
Evidence and
Request List 

Items

2
Create Work 

Programs and 
assign Control 
Verifications

4
Bulk Import 

and Edit 
Control 

Verifications

3
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Control Evidence and Request List Items
A U D I T  P R O  2 0 1 :  B R I N G I N G  I T  A L L  T O G E T H E R

Audit Management > Global > Control Evidence

Control Evidence and Request List Items
A U D I T  P R O  2 0 1 :  B R I N G I N G  I T  A L L  T O G E T H E R
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Control Verifications
A U D I T  P R O  2 0 1 :  B R I N G I N G  I T  A L L  T O G E T H E R

Audit Management > Global > Control Verifications

Work Programs
A U D I T  P R O  2 0 1 :  B R I N G I N G  I T  A L L  T O G E T H E R

Audit Management > Global > Work Programs
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Tips for Tandem 
workflow

U P  A N D  R U N N I N G  W I T H  A U D I T  M A N A G E M E N T  P R O

Notifications
T I P S  F O R  T A N D E M  W O R K F L O W

Audit Management > +Open (Auditor Audit) > Request List Items
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Filters
T I P S  F O R  T A N D E M  W O R K F L O W

Audit Management > +Open (Auditor Audit) > Control Verifications

Import Changes
T I P S  F O R  T A N D E M  W O R K F L O W
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Findings and Previous Findings
T I P S  F O R  T A N D E M  W O R K F L O W

Audit Management > +Open (Auditor Audit) > Control Verifications

Finding and Response Summary
T I P S  F O R  T A N D E M  W O R K F L O W

Audit Management > +Open (Auditee Audit) > Findings
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Finding and Response Summary
T I P S  F O R  T A N D E M  W O R K F L O W

• Audit Pro 101: A Refresher

• FFIEC Resources for Work Programs

• Creating an AIO Work Program

• Audit Pro 201: Bringing it all together

• Tips for Tandem workflow

Recap
U P  A N D  R U N N I N G  W I T H  A U D I T  M A N A G E M E N T  P R O
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?

Fill out the 
survey to get 
your sticker!

D O N ’ T  F O R G E T !
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T H A N K S  F O R  J O I N I N G !

Up and Running with 
Audit Management 

Pro
I T I L - F ,  A u d i t  a n d  S e c u r i t y  

C o n s u l t a n t

Christopher Hidalgo
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Creating an Effective Incident Response Plan

T A N D E M

Lindsey McReynolds, Tandem

CoNetrix Security Auditors: A Panel Discussion

R I S K  &  C O M P L I A N C E

Mark Faske, Bret Mills, Mark Riff, & Ty Purcell, CoNetrix Security

Understanding the Value of Your SIEM and SOC

C Y B E R S E C U R I T Y

Mike Richline, CoNetrix Technology
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