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Creating an 
Effective Incident 
Response Plan

L i n d s e y  M c R e y n o l d s

Disclaimer
A  F E W  T H I N G S  F I R S T

This presentation is for information only. 
Evaluate risks before acting based on ideas from this presentation.

This presentation contains opinions of the presenters.
Opinions may not reflect the opinions of Tandem.

This presentation is proprietary.
Unauthorized release of this information is prohibited.
Original material is copyright © 2022 Tandem.
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Lindsey 
McReynolds
C S X F ,  T a n d e m  S u p p o r t  M a n a g e r

• What is Incident Management?

• Effective Incident Response Planning

• Tandem Implementation

• Questions & Answers

Agenda
H E R E ’ S  T H E  P L A N
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What is Incident 
Management?

“The process of identifying, 
analyzing, and correcting 
disruptions to operations and 
preventing future recurrences. The 
goal of incident management is to 
limit the disruption and restore 
operations as quickly as possible.”

F F I E C  I N F O R M A T I O N  S E C U R I T Y  B O O K L E T :
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Incident Management Program

Incident 
Response Plan

Incident TrackingIncident 
Management 

Policy*

* Included in Tandem’s Policy product

Creating an Effective 
Plan
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Elements of an Effective Plan

Classification Strategies 2

Handling Processes3

Communication Guidelines 4

Resource Identification1

Resource 
Identification

H O W  T O  B U I L D  E F F E C T I V E
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• Senior Management

• Chief Information Officer (CIO)

• Chief Technology Officer (CTO)

• Information Security Officer (ISO)

• Incident Response Team

• IT Management

• IT Operations Staff

• IT Support Staff

• Business Unit Management

• Employees

• Third-Party Service Providers

Roles & Responsibilities

Testing Your 
Operational 
Resilience

Up Next at 11:50 AM

TANDEM TRACK

Roles & Responsibilities
INCIDENT MANAGEMENT > INCIDENT RESPONSE PLAN > ROLES & RESPONSIBILITIES
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Incident Response Team
INCIDENT MANAGEMENT > INCIDENT RESPONSE PLAN > COMMITTEES/TEAMS

• Lead Handler

• Technical Lead

• Subject Matter Experts:
• Operations

• BSA/AML

• Human Resources

• Audit & Compliance

• Public Relations

• Legal

Incident Handlers
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Incident Handlers
INCIDENT MANAGEMENT > INCIDENT RESPONSE PLAN > INCIDENT HANDLERS

Classification 
Strategies

H O W  T O  B U I L D  E F F E C T I V E
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Why Classify?

Communicate 
Nature of the 

Incident

1
Know what 

Plans to 
Implement

2
Enable 
Trend 

Analysis

3

Category

• Common attack vectors

• Basis for defining procedures

• Examples:
• Account Takeover

• Criminal Activity

• Data Breach

• Lost/Stolen Asset

• Third Party

• Unauthorized Use

Severity
• Prioritization

• Factors:
• Functional Impact

• Information Impact

• Recoverability

• Example Levels: 
• TBD

• Insignificant

• Low

• Medium

• High 

• Extreme

Classification Methods
N I S T  S P  8 0 0 - 6 1  R e v .  2
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Categories
INCIDENT MANAGEMENT > INCIDENT RESPONSE PLAN > CATEGORIES

Categories
INCIDENT MANAGEMENT > INCIDENT RESPONSE PLAN > CATEGORIES
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Severity Levels
INCIDENT MANAGEMENT > INCIDENT RESPONSE PLAN > SEVERITY

Trend Reporting
INCIDENT MANAGEMENT > INCIDENTS > DASHBOARD
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Handling 
Processes

H O W  T O  B U I L D  E F F E C T I V E

Incident Handling Process
N I S T  S P  8 0 0 - 6 1  R e v .  2

Detection

Analysis

Containment

Eradication

Recovery

PostmortemAnalysis

Containment

Eradication

Recovery

23

24



3/31/2022

13

Handling Approaches

Action 
Plans

(a.k.a Playbooks)

Handling 
Processes

Action 
Steps

Handling Approaches

Stage: Analysis

Handling Process: 
Determine scope, origins, 
occurrence patterns….

Action Plan: Phishing

1. Determine if the message was 
forwarded to another 
employee

2. Determine if malware was 
introduced as a result of the 
attack.

3. ….

Detection

Analysis

Containment

Eradication

Recovery

Postmortem

Analysis
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Incident Handling Process
INCIDENT MANAGEMENT > INCIDENT RESPONSE PLAN > INCIDENT HANDLING PROCESS

Action Plans
INCIDENT MANAGEMENT > INCIDENT RESPONSE PLAN > ACTION PLANS
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Communication 
Guidelines

H O W  T O  B U I L D  E F F E C T I V E

Communication

Third Party
Communication

Internal 
Communication

Customer 
Communication
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Internal Communication
INCIDENT MANAGEMENT > INCIDENT RESPONSE PLAN > ADDITIONAL DOCUMENTATION

• Employees

• Incident Response Team

• Handlers

• Affected Areas

• Management

Handler Notifications
INCIDENT MANAGEMENT > INCIDENTS > [OPEN INCIDENT] > HANDLERS > NOTIFY INCIDENT HANDLERS
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Third Party Communication
INCIDENT MANAGEMENT > INCIDENT RESPONSE PLAN > ADDITIONAL DOCUMENTATION

• Law Enforcement

• Regulators

• Financial Crimes Enforcement 
Network (FinCEN)

• Payment Providers

• Insurance Agencies

• Vendors

Customer Communication
INCIDENT MANAGEMENT > INCIDENT RESPONSE PLAN > ADDITIONAL DOCUMENTATION

• Describe the incident

• Provide timeline

• Describe remediation measures

• Provide organization contact info

• Remind to stay cautious

• Explain fraud alerts

• Explain credit reports

• Provide FTC contact info
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Documenting Communication
INCIDENT MANAGEMENT > INCIDENTS > [OPEN INCIDENT] > TIMELINE

Elements of an Effective Plan

Handling Processes3

Classification Strategies2

Resource Identification1

Communication Guidelines4
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?

Fill out the 
survey to get 
your sticker!

D O N ’ T  F O R G E T !
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T H A N K S  F O R  J O I N I N G !

Creating an Effective 
Incident Response Plan

C S X F ,  T a n d e m  S u p p o r t  M a n a g e r

Lindsey McReynolds
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Testing Your Operational Resilience

T A N D E M

Brady Cook, Tandem

A Chat with Your Friendly Examiner

R I S K  &  C O M P L I A N C E

Ruth Norris, Texas Department of Banking

Cybersecurity Session

C Y B E R S E C U R I T Y

TBD

39

40


