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Testing Your 
Operational 
Resilience

B r a d y  C o o k

Disclaimer
A  F E W  T H I N G S  F I R S T

This presentation is for information only. 
Evaluate risks before acting based on ideas from this presentation.

This presentation contains opinions of the presenters.
Opinions may not reflect the opinions of Tandem.

This presentation is proprietary.
Unauthorized release of this information is prohibited.
Original material is copyright © 2022 Tandem.
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Brady
Cook
T a n d e m  G e n e r a l  M a n a g e r

From Hurricanes to 
Ransomware: Measuring 
Resilience in the Banking 
World

FDITECH Sprint
F D I C  T e c h  L a b
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FDITECH Sprint
T a n d e m  F e a t u r e s

ScenariosAction 
Plans

Test 
Incidents

Peer 
Analysis

Metrics

• Exercise & Test Foundations

• Documenting Exercises & Tests

• Scenarios

• Incidents

• Reporting

• Training

Agenda
H E R E ’ S  T H E  P L A N
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Exercise & Test 
Foundations

“An exercise is a task or activity involving people and 

processes that is designed to validate one or more aspects 

of the BCP or related procedures. [...] A test is a type of 

exercise intended to verify the quality, performance, or 

reliability of system resilience in an operational 

environment…”

- F F I E C  I T  E x a m  H a n d b o o k ,  B C M  B o o k l e t
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“Effectively, the distinction between the two is that exercises 

address people, processes, and systems, whereas tests 

address specific aspects of a system.”

- F F I E C  I T  E x a m  H a n d b o o k ,  B C M  B o o k l e t

• Provide assurance for the continuity 
and resilience of critical business 
functions

• Demonstrate RTOs and RPOs for 
services can be met

• Familiarize staff with recovery 
processes

• Verify personnel are adequately 
trained and knowledgeable of action 
plans

• Confirm action plans remain 
compatible with current environment

• Establish services can be restored at 
recovery locations

• Identify gaps and deficiencies

Objectives
E x e r c i s e s  &  T e s t s
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• Tests

• Tabletop Exercises

• Functional Exercises
• Full-Scale

• Limited-Scale

Methods
E x e r c i s e s  &  T e s t s

• Use quantifiable metrics to validate 
the operability of an IT system or 
system component as specified in 
the plan.

• Conduct them as close to an 
operational environment as possible.

• The scope can vary.
• Individual system components 

• Entire systems 

• Comprehensive tests involving many 
systems

Tests
E x e r c i s e s  &  T e s t s

• Can help indicate problems in 
personnel training or in plans and 
procedures.
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• Simulate an emergency to validate 
the viability of one or more aspects 
of a plan.

• Scenario-driven

• Involve personnel with roles and 
responsibilities in the plan meeting 
to validate the content of the plan.

• Often have additional situations 
presented to the personnel during 
the exercise.

Exercises
E x e r c i s e s  &  T e s t s

• Can identify gaps and 
inconsistencies within plans and 
procedures.

• Can identify where personnel need 
additional training or changes to 
existing training.

• Discussion-based exercises

• Personnel meet and discuss their roles and responses for an 
emergency scenario.

• A facilitator presents the scenario and asks participants 
questions to initiate discussion.

• Do not involve deploying equipment or other resources.

Tabletop Exercises
E x e r c i s e s  &  T e s t s
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• Personnel validate their operational readiness for 
emergency scenarios.

• Designed to exercise the functional aspects of the plan:
• Roles and responsibilities of team members

• Procedures

• Assets

• Allow staff to execute their roles and responsibilities as they 
would in an actual situation.

Functional Exercises
E x e r c i s e s  &  T e s t s

• FFIEC defines a security incident as 
"the attempted or successful 
unauthorized access, use, 
modification, or destruction of 
information systems or customer 
data."

• Some BCP tests only address the 
availability of systems or data to 
ensure a business function or 
process can either continue or be 
restarted.

BCP vs IRP
E x e r c i s e s  &  T e s t s
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Business Continuity Plan

BCP vs IRP
E x e r c i s e s  &  T e s t s

Business 

Continuity

Exercises 

& Tests

Incident 

Response

Exercises 

& Tests

Documenting 
Exercises & Tests
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Unplanned
E x e r c i s e s  &  T e s t s

• Often the best exercises and tests of 
your plan is when it is put into action 
during an actual event or business 
disruption. 

• Record these situations and results of 
the events.
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• Record dates and locations

• Compare objectives and results

• Material deviations from the plans

• Problems identified and lessons learned

• Assignment of responsibility for timely resolution of 
issues identified

After Action Review
E x e r c i s e s  &  T e s t s
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Scenarios
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• Management should develop realistic exercise and test 
scenarios based on risk.

• Provide participants with situations that will inspire responses 
to help achieve the exercise objectives.

• Consider threats that could affect third-party service providers.

• Include communication processes with applicable 
stakeholders.

Developing Scenarios
E x e r c i s e s  &  T e s t s

• Tandem Scenarios

• NIST Computer Security Incident Handling Guide

• FDIC Cyber Challenge

• Create your template for common scenarios

Template Scenarios
E x e r c i s e s  &  T e s t s
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W H O  S A I D  T H E  Q U O T E

“Tests are often performed as part of standard operational 

activities, such as restoring a backup, moving a server from 

one room to another, upgrading or patching operating 

systems or applications, or changing hardware components 

[…]. Combining tests with operational activities is generally 

more efficient than performing them separately and is also 

less likely to negatively impact operations.”

- N I S T  S P  8 0 0 - 8 4

Operational Activities
E x e r c i s e s  &  T e s t s
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Incidents

• Associate Incidents with an Exercise/Test

• Only available for customers with both BCP and IM 
subscriptions

• Validate your action plans and processes

Associating Incidents
E x e r c i s e s  &  T e s t s
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• Don’t affect global metrics

• Excluded from global downloads

• Clearly identified as tests

• New search filters

Test Incidents
E x e r c i s e s  &  T e s t s
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• Average Time to Report

• Average Time to Respond

• Average Time to Resolve

• Average Incident Lifespan

Global Incident Metrics
E x e r c i s e s  &  T e s t s
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• Incidents by Occurrence Date

• Metrics

• Incidents by Severity

Peer Analysis
E x e r c i s e s  &  T e s t s
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Reporting
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• IRP - Exercise & Test Program

• BCP - Exercise and Test Program

Program & Policy
E x e r c i s e s  &  T e s t s

• Purpose

• Objectives

• Policy

• Frequency

• Responsibilities

Program & Policy
E x e r c i s e s  &  T e s t s

45

46



3/31/2022

24

• Enter a future Schedule Date for planned exercises/tests

• Future tests are included in downloads

• Search by Status

• Set Reminder Notifications on the exercise/test

Plan
E x e r c i s e s  &  T e s t s

• Word, PDF, and Excel downloads
• Download Documents Page

• Exercises & Tests Index Page

• Included in BCP and IRP downloads

• Incident Download
• Summary

• Details

Documents
E x e r c i s e s  &  T e s t s
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Training

• What qualifies as a security incident? 

• How can security incidents affect the organization?

• Their part of the IRP

• Preventing Security Incidents

• Detecting Security Incidents

• Responding to Security Incidents

Employee Training
S e c u r i t y  I n c i d e n t  M a n a g e m e n t  T r a i n i n g  C o u r s e
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• FFIEC IT Exam Handbooks
• Business Continuity Management

• Information Security

• Architecture, Infrastructure, and 
Operations

Guidance
E x e r c i s e s  &  T e s t s

• NIST SP 800-61 R2
• Computer Security Incident Handling 

Guide

• NIST SP 800-84
• Guide to Test, Training, and Exercise 

programs for IT Plans and Capabilities

?
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https://ithandbook.ffiec.gov/media/296178/ffiec_itbooklet_businesscontinuitymanagement_v3.pdf
https://ithandbook.ffiec.gov/media/274793/ffiec_itbooklet_informationsecurity.pdf
https://ithandbook.ffiec.gov/media/402799/ffiec_itbooklet_aio.pdf
https://nvlpubs.nist.gov/nistpubs/specialpublications/nist.sp.800-61r2.pdf
https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-84.pdf


3/31/2022

27

Fill out the 
survey to get 
your sticker!

D O N ’ T  F O R G E T !

T H A N K S  F O R  J O I N I N G !

Testing Your 
Operational 

Resilience

T a n d e m  G e n e r a l  M a n a g e r

Brady Cook
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Many Birds, One Stone: Using Asset-Based Risk 
Assessments for More Than Your Assets

T A N D E M

Samantha Torrez, Tandem

Phishing Psychology

R I S K  &  C O M P L I A N C E

Leticia Saiid, CoNetrix / Tandem

The ISO’s Guide to Managing Ransomware

C Y B E R S E C U R I T Y

Alyssa Pugh, Tandem
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