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Phishing 
Psychology

L e t i c i a  S a i i d

Disclaimer
A  F E W  T H I N G S  F I R S T

This presentation is for information only. 
Evaluate risks before acting based on ideas from this presentation.

This presentation contains opinions of the presenters.
Opinions may not reflect the opinions of Tandem.

This presentation is proprietary.
Unauthorized release of this information is prohibited.
Original material is copyright © 2022 Tandem.
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Leticia
Saiid
S e c u r i t y + ,  C h i e f  o f  S t a f f
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• What is phishing?

• What does effective phishing look like?

• Is there a better way to educate on phishing?

• Preparing for Phishing

Agenda
L E T ’ S  A N S W E R  S O M E  Q U E S T I O N S

How involved are 
YOU in 
cybersecurity 
education?
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What is Phishing?

How Phishing Works

open-source 
intelligence 
gathering
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2 out of 3 Ransomware 
Attacks Begin with Phishing

https://www.nytimes.com/2021/05/08/us/politics/cyberattack-colonial-pipeline.html
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https://www.nytimes.com/2021/05/08/us/politics/cyberattack-colonial-pipeline.html
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C O L O N I A L  P I P E L I N E  H A C K E R S ’  S T A T E M E N T

“We are apolitical, we do not participate in geopolitics, 
do not need to tie us with a defined government and 
look for other our motives. Our goal is to make money 
and not creating problems for society. From today, 
we introduce moderation and check each company 
that our partners want to encrypt to avoid social 
consequences in the future.”

https://www.theverge.com/2021/5/10/22428996/colonial-pipeline-ransomware-attack-apology-investigation

What does effective 
phishing look like?
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https://www.theverge.com/2021/5/10/22428996/colonial-pipeline-ransomware-attack-apology-investigation
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The failure 
rate for this
template in 
Tandem is

10%
1.6%

Sent: 2813  |  Fail Rate: ___%
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The failure 
rate for this
template in 
Tandem is

10%
25%

Sent: 1514  |  Fail Rate: ___%

NEW OFFICE CHAIR ORDER (LINK)

Which message has a higher % of failures?

Sent: 1514  |  Fail Rate: ___%1 2

Sent: 374  |  Fail Rate: 18.98% Sent: 2746  |  Fail Rate: 0.66%
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Sent: 2813  |  Fail Rate: 1.6% Sent: 1514  |  Fail Rate: 25%

Is there a better way to 
educate on phishing?
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When You Receive an Email…

C H E C K  F O R  C L U E S B E W A R E  O F  T A C T I C S

Things which 

are clearly 

wrong with 

the email.

Distractions 

to make you 

act without 

thinking.
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How to
catch a 
phisher:

A

T

C

C

H

Clues

And

Tactics

Can

Help

Phishing
Checklist

Tandem.App/PH-Checklist
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https://tandem.app/ph-checklist
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Clues

• Links and Attachments

• Unfamiliar Sender

• Unexpected Email

• Errors

• Familiar yet Unusual

• Personal Topic

Phishing Clues
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Can you find 
the clues?

Unfamiliar sender

Links and/or attachments

Unexpected email

Can you find 
the clues?

Personal topic
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Can you find 
the clues?

Unfamiliar sender

Familiar yet unusual

Familiar yet unusual
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• Links and Attachments

• Unfamiliar Sender

• Unexpected Email

• Errors

• Familiar yet Unusual

• Personal Topic

Phishing Clues

Tactics
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Urgency

Loss

Reciprocation

Authority

Familiarity

Popularity

Phishing Tactics

https://youtu.be/cFdCzN7RYbw

Influence: The Psychology 
of Persuasion
2 0 0 6 ,  U P D A T E D  2 0 2 1

D R .  R O B E R T  B .  C I A L D I N I
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https://youtu.be/cFdCzN7RYbw
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R E D U C E  U N C E R T A I N T Y

L O S S

F A M I L I A R I T YA U T H O R I T Y P O P U L A R I T Y

R E C I P R O C A T I O N U R G E N C Y

Phishing Tactics Are Designed to:
M O T I V A T E  A C T I O N

N
A

T
U

R
A

L
 

A
U

T
O

M
A

T
IO

N

SOURCE: Influence - The Psychology of Persuasion by Dr. Robert Cialdini

“[Shortcuts] tell us when compliance with a request 
is likely to be correct and beneficial.”

“The form and pace of modern life is not allowing us 
to make fully thoughtful decisions […] Sometimes 
the issues may be so complicated, the time so tight, 
the distractions so intrusive, the emotional arousal 
so strong, or the mental fatigue so deep that we are 
in no cognitive condition to operate mindfully. 
Important topic or not, we have to take the 
shortcut.”
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LOSS
T O  M O T I V A T E  A C T I O N

L O S S
T O  M O T I V A T E  A C T I O N
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URGENCY
T O  M O T I V A T E  A C T I O N

U R G E N C Y

T O  M O T I V A T E  A C T I O N
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RECIPROCATION
T O  M O T I V A T E  A C T I O N

RECIPROCATION

T O  M O T I V A T E  A C T I O N
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AUTHORITY
T O  R E D U C E  U N C E R T A I N T Y

A U T H O R I T Y

R E D U C E  U N C E R T A I N T Y
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FAMILIARITY
T O  R E D U C E  U N C E R T A I N T Y

F A M I L I A R I T Y

R E D U C E  U N C E R T A I N T Y

43

44



3/31/2022

23

POPULARITY
T O  R E D U C E  U N C E R T A I N T Y

Social Conformity – Brain Games
https://www.youtube.com/watch?v=o8BkzvP19v4
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https://www.youtube.com/watch?v=o8BkzvP19v4
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P O P U L A R I T Y

R E D U C E  U N C E R T A I N T Y

Urgency

Loss

Reciprocation

Authority

Familiarity

Popularity

Phishing Tactics
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Preparing for 
Phishing

Phishing
Checklist

Tandem.App/PH-Checklist

BOOK RECOMMENDATION

The Checklist Manifesto
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https://tandem.app/ph-checklist
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Give Timely and Specific Feedback

From: John Doe <jdoe@tandem.com>
Sent: Tuesday, March 29th, 2022 8:00 AM
To: Leticia Saiid <lsaiid@conetrix.com>
Subject: FWD: From Tandem Conference

Hello valued attendee,

I hope you are as excited for the event as I am.

Here is a copy of your event registration… Pls review & fill out attached form 
BEFORE 12:00 TODAY.

Reg0329.html (7KB)

Unfamiliar 
Domain

Unexpected Email

Familiar but unusual

Errors

Urgency

Links & Attachments

Unfamiliar sender

T I M E L Y  A N D  S P E C I F I C  F E E D B A C K

Reciprocation

Familiarity
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Respond Appropriately

C L I C K E D ?C E R T A I N ?N O T  S U R E ?

• Navigate on your 
own.

• Do some research.

• Confirm with the 

sender via another 

method.

• Mark as “Junk.”

• Block the sender.

• Permanently delete.

• Contact IT.

Report it
to IT 

immediately.

https://info.greathorn.com/report-2020-end-user-phishing-report/

Legitimate, but reported as “Phishing” 
55% of the time.

Phishing, but reported as “Legitimate” 
53% of the time.

G R E A T H O R N  S T U D Y
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https://info.greathorn.com/report-2020-end-user-phishing-report/
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Phishing

Learn More

• What is phishing?

• What does effective 
phishing look like?

• Is there a better way to 
educate on phishing?
C.A.T.C.H.

• Preparing for Phishing

Recap
W H A T  W E  C O V E R E D

?
A N Y  Q U E S T I O N S ?
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https://tandem.app/phishing-security-awareness-software
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Fill out the 
survey to get 
your sticker!

D O N ’ T  F O R G E T !

U
p

c
o

m
in

g
 S

e
s

s
io

n
s

So You’re an Admin…

T A N D E M

Cory Faust, Tandem

CoNetrix Technology Engineers: A Panel Discussion

R I S K  &  C O M P L I A N C E

Rob Garrison, Brad Copeland, & Mike Richline, CoNetrix Technology 

Better Your Communication Between Technical & 
Non-Technical People

C Y B E R S E C U R I T Y

Brad Landis & Brian Whipple, Tandem
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