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The ISO’s Guide 
to Managing 
Ransomware

A L Y S S A  P U G H

Disclaimer
A  F E W  T H I N G S  F I R S T

This presentation is for information only. 
Evaluate risks before acting based on ideas from this presentation.

This presentation contains opinions of the presenters.
Opinions may not reflect the opinions of Tandem.

This presentation is proprietary.
Unauthorized release of this information is prohibited.
Original material is copyright © 2022 Tandem.
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Alyssa Pugh
C I S M ,  S E C U R I T Y +

T A N D E M  G R C  C O N T E N T  M A N A G E R

• The Problem with Ransomware

• Managing the Risk of Ransomware

• Communicating about Ransomware

• Questions & Answers

Agenda
H E R E ’ S  T H E  P L A N
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The Problem with  
Ransomware

( I T ’ S  A  B I T  O F  A  P R O B L E M )

Ransomware Definition
C Y B E R S E C U R I T Y  &  I N F R A S T R U C T U R E  S E C U R I T Y  A G E N C Y  ( C I S A )

“Ransomware is an ever-evolving form of malware designed 
to encrypt files on a device, rendering any files and the 

systems that rely on them unusable. Malicious actors then 
demand ransom in exchange for decryption. Ransomware 
actors often target and threaten to sell or leak exfiltrated 

data or authentication information if the ransom is not paid.”

https://us-cert.cisa.gov/ncas/tips/ST19-001
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Let’s Make a Deal
( H I N T :  I T ’ S  N O T  A S  F U N  A S  T H E  G A M E  S H O W )

1 2 3

https://us-cert.cisa.gov/kaseya-ransomware-attack
https://www.bloomberg.com/news/articles/2021-04-14/nba-s-houston-rockets-face-cyber-attack-by-ransomware-group
https://www.nytimes.com/2021/05/08/us/politics/cyberattack-colonial-pipeline.html
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https://us-cert.cisa.gov/kaseya-ransomware-attack
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Hackers’ Statement
C O L O N I A L  P I P E L I N E

“We are apolitical, we do not participate in geopolitics, 
do not need to tie us with a defined government and look for 

other our motives. Our goal is to make money and not 
creating problems for society. From today, we introduce 

moderation and check each company that our partners want 
to encrypt to avoid social consequences in the future.”

https://www.theverge.com/2021/5/10/22428996/colonial-pipeline-ransomware-attack-apology-investigation
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Average downtime due to ransomware.

7 DAYS

https://securityandtechnology.org/wp-content/uploads/2021/04/IST-Ransomware-Task-Force-Report.pdf

21 DAYS

Cryptocurrency value paid to ransomware 
attackers since the start of 2020.

$650 MILLION

https://blog.chainalysis.com/reports/2022-crypto-crime-report-preview-ransomware/

$1.3 BILLION
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https://blog.chainalysis.com/reports/2022-crypto-crime-report-preview-ransomware/

Average 2021 ransomware payment size.

$25,000

https://blog.chainalysis.com/reports/2022-crypto-crime-report-preview-ransomware/

$118,000
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https://blog.chainalysis.com/reports/2022-crypto-crime-report-preview-ransomware/

In the first half of 2021, cybersecurity authorities in the 
United States and Australia observed ransomware threat 
actors targeting “big game” organizations—i.e., perceived 
high-value organizations and/or those that provide critical 
services—in several high-profile incidents. However, 
ransomware groups suffered disruptions from U.S. 
authorities in mid-2021. Subsequently, the FBI observed 
some ransomware threat actors redirecting ransomware 
efforts away from “big-game” and toward mid-sized 
victims to reduce scrutiny.

C I S A  A L E R T  ( A A 2 2 - 0 4 0 A )

https://www.cisa.gov/uscert/ncas/alerts/aa22-040a
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T H E  T A K E A W A Y

The problem with ransomware is three-fold:

1. Ransomware is one of few threats which 
can compromise the confidentiality, 
integrity, and availability of your systems 
and data simultaneously.

2. Ransomware is expensive (and at times 
impossible) to fully remediate.

3. Ransomware actors are shifting their 
focus towards organizations, like yours.

Managing the Risk 
of Ransomware

W H A T  A R E  Y O U  G O I N G  T O  D O  A B O U T  I T ?
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Likelihood
of an event’s occurrence

Potential Impact
of the event’s consequences

Risk

Effective risk management focuses 
on reducing the likelihood and 

potential damage of ransomware.
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Reducing Likelihood

Know How It Gets In
R E D U C I N G  L I K E L I H O O D

Phishing

1
Vulnerabilities

2
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Phishing

Click a Link

Open an Attachment

Respond with 
Answers

Forward the 
Email

Call a Number 
for Assistance

R E D U C I N G  L I K E L I H O O D

Phishing

Direct Malware 
Installation

Compromised 
Credentials

R E D U C I N G  L I K E L I H O O D
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Phishing Training
R E D U C I N G  L I K E L I H O O D

https://tandem.app/state-of-cybersecurity-report

36%
One-on-One 

Training

40%
Live Training 
Presentations

81%
Video Training

82%
Informative / 

Educational Emails

97%
Simulated Phishing 

Emails

E F F I C I E N C Y

E F F E C T I V E N E S S

Phishing Training
R E D U C I N G  L I K E L I H O O D

Make it specific. 1

Make it relevant.2

Make it personal. 3
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Vulnerabilities

Shadow IT

Remote 
Systems

R E D U C I N G  L I K E L I H O O D

Unpatched Systems

Missing Controls

Lack of 
Monitoring

Vulnerabilities
R E D U C I N G  L I K E L I H O O D

Know what you have.
(IT Asset Management) 1

Know how it gets updated.
(Patch & Vulnerability Management)2

Know your controls work.
(Assurance & Testing) 3

27

28



3/31/2022

15

As ISOs, the best 
protection we 
have against 
ransomware 
attacks starts 
with the basics.

T H E  T A K E A W A Y

Reducing Potential Damage
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Controls
R E D U C I N G  P O T E N T I A L  D A M A G E

Access 
Controls

Network 
Segmentation 
/ Air Gapping

Behavior-Based 
Anti-Malware

Data 
Backups

Cyber 
Insurance*

* https://static.rusi.org/247-op-cyber-insurance.pdf

HAPPY WORLD
BACKUP DAY!

https://worldbackupday.com
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Incident Response Plan
R E D U C I N G  P O T E N T I A L  D A M A G E

Analysis

Recovery

Post-IncidentEradication

ContainmentDetection
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Report Ransomware
R E D U C I N G  P O T E N T I A L  D A M A G E

W H O
needs to be notified?

W H A T
needs to be done?

W H E N
does it need reported?

H O W
is best to report?

Analysis
R E D U C I N G  P O T E N T I A L  D A M A G E

Access Events 2

RDP Network Connections3

Encrypted Data 4

System Logs1

Decryption Key5
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Containment
R E D U C I N G  P O T E N T I A L  D A M A G E

Check 
Backup 

Data

2

Isolate 
Affected 
Systems

1

Create an 
Image of 

the System

3

Reset 
Compromised 

Passwords

4

Next Steps
R E D U C I N G  P O T E N T I A L  D A M A G E

Eradicate 1

Recover2

Postmortem 3
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R E S O U R C E  D O W N L O A D

Ransomware 
Incident Checklist

Tandem.App/Ransomware-KEYS

Communicating 
about Ransomware

W I T H  S E N I O R  M A N A G E M E N T

39
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https://tandem.app/ransomware-keys
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T H E  T A K E A W A Y

Ransomware resources 
are difficult to justify 
because the business 
value occurs when 
ransomware doesn’t.

Three Tips
C O M M U N I C A T I N G  A B O U T  R A N S O M W A R E

Be ClearBe PreciseBe Objective

41

42



3/31/2022

22

Session Recap
T A K E A W A Y S

Renew your focus on mitigating the risk of ransomware.

Implement controls to reduce likelihood and potential damage, such as:

• Security Awareness Training
• IT Asset Management
• Patch & Vulnerability Management
• Assurance & Testing
• Access Controls

• Network Segmentation
• Behavior-Based Anti-Malware
• Cyber Insurance
• Air-Gapped Data Backups
• Incident Response Plan

Communicate objectively, precisely, and clearly with management.

Have fun.

?
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Fill out the 
survey to get 
your sticker!

D O N ’ T  F O R G E T !

T H A N K S  F O R  J O I N I N G !

The ISO’s Guide to 
Managing Ransomware

C I S M ,  S E C U R I T Y +

T A N D E M  G R C  C O N T E N T  M A N A G E R

Alyssa Pugh
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So You’re an Admin…

T A N D E M

Cory Faust, Tandem

CoNetrix Technology Engineers: A Panel Discussion

R I S K  &  C O M P L I A N C E

Rob Garrison, Brad Copeland, & Mike Richline, CoNetrix Technology 

Better Your Communication Between Technical & 
Non-Technical People

C Y B E R S E C U R I T Y

Brad Landis & Brian Whipple, Tandem
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