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Understanding 
the Value of 
Your SIEM and 
SOC

M I K E  R I C H L I N E

Disclaimer
A  F E W  T H I N G S  F I R S T

This presentation is for information only. 
Evaluate risks before acting based on ideas from this presentation.

This presentation contains opinions of the presenters.
Opinions may not reflect the opinions of Tandem.

This presentation is proprietary.
Unauthorized release of this information is prohibited.
Original material is copyright © 2022 Tandem.
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Mike
Richline
A R E A  M A N A G E R

C O N E T R I X  T E C H N O L O G Y
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• What are SOC and SIEM?

• Role in Cybersecurity Strategy

• Reasonable Expectations

• Questions & Answers

Agenda
H E R E ’ S  T H E  P L A N

What are SOC and SIEM?
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What is a SOC?

Not a “SOCK” or a “SOC 2”

What is a SOC?

Security Operations Center

“A centralized function within an 
organization employing people, processes, 
and technology to continuously monitor and 
improve an organization's security posture 
while preventing, detecting, analyzing, and 
responding to cybersecurity incidents.”
Source: McAfee

7

8



3/31/2022

5

What is a SOC?

Security Operations Center

• Monitors for Threats

• Provides Context

• Makes Decisions

What is a SIEM?

Security Information Event Management

“Security Information and Event Management 
(SIEM) is software that improves security 
awareness of an IT environment by combining 
security information management (SIM) and 
security event management (SEM). SIEM 
solutions enhance threat detection, 
compliance, and security incident 
management through the gathering and 
analysis of real-time and historical security 
event data and sources.”
Source: McAfee
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What is a SIEM?

Security Information Event Management

• Software or Appliance

• Gathers and Analyzes Logs

• Produces Alerts
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• Domain Controller 

• Firewalls

• All Security Suites (EDRs)
• Symantec\Norton\Traditional AV

• Cylance\Crowdstrike\Defender

• Office 365 

• Core Application Servers
• SQL

• Exchange

• Business Critical

• Internet-Exposed Servers

• Routers

• Switches

• Proxy Servers\Web Filters

• DNS Logs (?)

• VPN Endpoints

• SDWan Devices

• Hypervisor Hosts

• WLAN Gear and Access Points

What Goes into Your SIEM? 
H E R E  A R E  A  F E W  E X A M P L E S
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SOC & SIEM’s Role in 
Cybersecurity Strategy
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“Burnout might be 
the most critical 
cybersecurity risk 
facing organizations 
in 2022.”

O W E N  H U G H E S   |   S E N I O R  E D I T O R ,  Z D n e t

more likely to ignore
security best practices
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SOC & SIEM

Raw Security 
Logs

SIEM 
Technology

SIEM 
Management

Security 
Operations Center

Respond, Report, 
Comply

H O W  T H E Y  W O R K  T O G E T H E R

Reasonable Expectations 
for Your SOC & SIEM
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What Should I Expect
F R O M  A  W E L L - T U N E D  S O C  A N D  S I E M

Data 
Accessibility

1
SIEM 

Flexibility

2
Helpful 

Reporting

4
Skilled SIEM 

Operators

3

Heath Bowlin
C O N E T R I X  T E C H N O L O G Y

S E N I O R  N E T W O R K  E N G I N E E R

“I’m not saying I’m Batman, but me and Batman have never 
been seen in the same room together.” - Heath
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Cybersecurity Monitoring
B Y  C O N E T R I X  T E C H N O L O G Y

Raw Security 
Logs

SIEM 
Technology

SIEM 
Management

Security 
Operations Center

Respond, Report, 
Comply

SIEM-as-a-Service SOC

• 2,200 Built-in Reports

• Custom Reports as Needed

• Report Bundles for Ease of Use

• Pre-Built Compliance Bundles

Reports
B Y  C O N E T R I X  T E C H N O L O G Y
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S T O P  B Y  T H E  B O O T H  T O  M E E T

?
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Fill out the 
survey to get 
your sticker!

D O N ’ T  F O R G E T !

T H A N K S  F O R  J O I N I N G !

Understanding the Value 
of Your SIEM and SOC

A R E A  M A N A G E R

C O N E T R I X  T E C H N O L O G Y

mrichline@conetrix.com

Mike Richline
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Testing Your Operational Resilience

T A N D E M

Brady Cook, Tandem

A Chat with Your Friendly Examiner

R I S K  &  C O M P L I A N C E

Ruth Norris, Texas Department of Banking

Cybersecurity Session

C Y B E R S E C U R I T Y

TBD
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