
4/1/2022

1

Testing, B-C-P

S a v a n n a h  R i c h a r d s o n Disclaimer
A  F E W  T H I N G S  F I R S T

This presentation is for information only. 
Evaluate risks before acting based on ideas from this presentation.

This presentation contains opinions of the presenters.
Opinions may not reflect the opinions of Tandem.

This presentation is proprietary.
Unauthorized release of this information is prohibited.
Original material is copyright © 2022 Tandem.

1 2



4/1/2022

2

Savannah
Richardson
T a n d e m  S o f t w a r e  S p e c i a l i s t “Differences of habit and language are nothing at all 

if our aims are identical and our hearts are open.”
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• Emergency Checklist

• Cross-training Matrix

• Testing Critical Vendors & Updating 
Contact Information

Agenda
H E R E ’ S  T H E  P L A N

(BCP)

Business Continuity Plan
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“As a manager of 
business, you have a lot 
of pride. But you also got 
a lot of responsibility. 
None greater perhaps, 
than your need to be sure, 
that your small or large 
business is secure in the 
event of a loss.”

A n g e l o  G r o t t i – T h e  O f f i c e  

Emergency Checklists

7 8



4/1/2022

5

• Determine reasonably foreseeable threats
• Perform risk assessments 

• Impact Scenarios
• Natural Disaster/Elemental

• Cybersecurity 

• Physical 

• Recovery Phases 
• Preparedness 

• Response 

• Recovery 

Checklist Formula
T h e  R i g h t  S t e p s

• Preparedness
• Notification to proper parties and assessment of situation

• Response 
• Implementation of operating requirements within a not business-as-usual situation

• Recovery
• Steps involved for returning to normal operations

Checklist Formula
T h e  R i g h t  S t e p s
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Cross-Training Matrix
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Cross Training Matrix Defined

• The cross-training is 
primarily concerned 
with ‘knowledge’.

• Who has the 
knowledge to perform 
the tasks.

Order of Succession Defined

• Primarily concerned 
with ‘authority’ 

• who has the authority to take 
their place and make decisions 
in their absence
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“When Michael is 
gone, Jim is in 
charge. When Jim is 
gone, Andy and I are 
in charge. When 
Andy is gone, you 
answer to me.”

D w i g h t  S c h r u t e – T h e  O f f i c e  

Create standard operating procedures 2

Opportunities to job shadow or observe3

Perform new function with support 4

Key skill sets, tasks, and team members1

Cross-Training Program
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Testing Critical 
Vendors & Updating 
Contact Information

Testing Critical Vendors & Updating Third 
Party Contact information 

Identify Critical 
Vendors 

Test Vendor’s 
BCP
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https://secure.tan
dem.app/Videos

How to Cut Your 
Vendor Due 
Diligence Process 
in Half

https://ithandbook.ffiec.gov/it-
booklets/business-continuity-
management.aspx

VII.I Third-Party Service 
Provider Testing
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Testing Critical Vendors & Updating 
Contact information 

Identify Critical 
Vendors 

Test Vendor’s 
BCP

Update Contact 
Information

“All vendors are 
third parties, but 
not all third 
parties are 
vendors.”

T a n d e m  S u p p o r t
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• Third Parties
• Regulators

• Emergency Services

• Law Enforcement

• Utility Providers

• Government Agencies

• Local Media

Vendors vs Third-Parties
H o w  T a n d e m  d e f i n e s  t h e s e  t e r m s

• Vendors
• Vendor Contracts

• Perform risk 
assessments

• Gather due diligence 

• Conduct reviews
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• Emergency Checklist
• Impact scenarios

• Recovery phases

• Tandem BCP emergency checklist

• Cross-training matrix
• Don’t just document it, implement it

• Testing Vendors & Updating Contact Information 
• Identify critical vendors

• Test vendor BCP

• Importance of updating vendor and third party contact information

Summary
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? Fill out the 
survey to get 
your sticker!

D O N ’ T  F O R G E T !
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T H A N K S  F O R  J O I N I N G !

Testing, B-C-P

T a n d e m  S o f t w a r e  S p e c i a l i s t

Savannah Richardson
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LUNCH & PRIZE DRAWING

C L O S I N G  S E S S I O N
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