
Best Practices for 
Mitigating Risks of a 
Digital Experience Platform



Agenda
• Define Digital Experience Platform (DXP)

• Discuss types of risks

• Explore risk mitigation

• Develop an action plan



What is a 

DXP?

A digital experience platform

(DXP) is an integrated set of 

core technologies that support 

the composition, management, 

delivery and optimization of 

contextualized digital 

experiences.1

1. https://www.gartner.com/en/marketing/glossary/digital-experience-platform-dxp-
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Types of Risk

Compliance Availability Security



Compliance



Compliance

• ADA

• Speedbumps 

• Privacy Laws



WCAG/ADA/508
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How to 
Mitigate 
the Risk?

• Start with a design system

• Developers use browser plug ins as they 

develop

• Use an automated scanning tool

• Train content editors

• Add Workflow Automation





How to 
Mitigate 
the Risk?

• Start with a design system

• Use Browser Plug-Ins when Developing

• Use Automated Scanning Tools

• Use Workflow



Speed Bumps

Leaving Our Website

• By continuing to this link, you will be leaving our 

website and entering the Wild West of the internet.

• Some other legal stuff we have to say because you 

are leaving the comfort and security of our website 

to another website that we have no control over.

Stay on This Page Continue



Speed Bumps

• Disclosure statements on links to third-party sites

• Reduce user confusion about ownership of sites

• Can be difficult to manage the URLs that don’t need the speed 
bump

• Manage a whitelist in the DXP



Privacy Laws

• Laws are changing

• Some requirements like 
GDPR and state specific 
laws are being rolled out 
more nationally

• Cookie acceptance banners

• Site privacy policies



Availability



DDOS

• Distributed Denial of Service

• Availability issue

• Use Cloudflare



Security



• Broken Access Control

• Cryptographic Failures

• Injection

• Insecure Design

• Security Misconfiguration

• Vulnerable and Outdated 
Components

• Identification and Authentication 
Failures

• Software and Data Integrity

• Security Logging and Monitoring 
Failures

• Server-Side Request Forgery





• Use the roles, permissions, groups built 
into the DXP

How to 
Mitigate 
the Risk?

Broken Access Control1





• Use the roles, permissions, groups built 
into the DXP

• Use roles, groups in CRM/External 

• Protect API endpoints in Headless 
scenarios

Broken Access Control

How to 
Mitigate 
the Risk?

1
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Cryptographic Failures

• Protect data in transit and at rest

• Turn off older, weaker TLS

• When sending data to other systems, use 
encryption

How to 
Mitigate 
the Risk?

2



• Use the API from the DXP, don’t write SQL 
queries

• Use a firewall to monitor the URLsHow to 
Mitigate 
the Risk?

Injection3



Insecure Design

• Use a partner with a secure software 
development lifecycle

• Use a library of tested components/patterns

• Use a partner experienced in working with the 
DXP

• Use a partner experienced in working with FIs

• Ask for the due diligence packet

• Ask about code management and deployment

• Data in Zapier, power automate, etc.
(PII In history logs)

How to 
Mitigate 
the Risk?

4





Security Misconfiguration

• Missing appropriate security hardening 
across any part of the application stack

• Unneeded features enabled

• Missing Security Headers
• HTTP Strict Transport Security (HSTS)

• Content Security Policy (CSP)

• Cross Site Scripting Protection (X-XSS)

• X-Frame-Options

• X-Content-Type-Options

How to 
Mitigate 
the Risk?

5







• Keep your CMS/DXP up to date

• Regular Vulnerability Scanning

• Microsoft Defender for Cloud

• Open-source vs Closed

How to 
Mitigate 
the Risk?

Vulnerable and Outdated 
Components

6



• Use MFA everywhere

• Use password managers

• Don’t roll your own authentication, use 
Azure AD

• Remove access to CMS and all 
components for employees who depart

How to 
Mitigate 
the Risk?

Identification 
and Authentication Failures

7



• Vulnerabilities in npm packages

• Establish review process for code and config

• Ensure CI/CD pipeline has appropriate controls
How to 
Mitigate 
the Risk?

Software and Data
Integrity

8



• Add audit logging to you DXP

• Log API events

• Review history logs from other systems, i.e. 
automation

• Use Cloudflare for monitoring

How to 
Mitigate 
the Risk?

Security Monitoring 
and Logging

9



• SSRF flaws occur whenever a web 
application is fetching a remote resource 
without validating the user-supplied URL. 

• It allows an attacker to coerce the 
application to send a crafted request to an 
unexpected destination.

How to 
Mitigate 
the Risk?

Sever-Side 
Request Forgery10
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Develop an Action Plan

• Be proactive in talking with marketing team

• Document the systems used including CMS/DXP and other 
components

• Document data flow

• Review OWASP Top 10 to see what is relevant

• Incorporate findings into incident response plan

• Test, improve, repeat



Fill out the 
survey to get 
your sticker!

D O N ' T F O R G E T !



Questions?
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Thanks for joining!

Dusty Ellis
Customer Success Manager

Smooth Fusion

Brad Hunt
President

Smooth Fusion


