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The Lazy 
Auditor’s Guide 
to Regulation

C H R I S T O P H E R  H I D A L G O

Disclaimer
A  F E W  T H I N G S  F I R S T

This presentation is for information only. 
Evaluate risks before acting based on ideas from this presentation.

This presentation contains opinions of the presenters.
Opinions may not reflect the opinions of Tandem.

This presentation is proprietary.
Unauthorized release of this information is prohibited.
Original material is copyright © 2022 Tandem.
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Christopher
Hidalgo
I T I L - F ,  A u d i t  a n d  S e c u r i t y  
C o n s u l t a n t

What do you 
mean by
“lazy auditor’s 
guide”?
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What do you 
mean by
“resourceful
auditor’s 
guide”?

• Security Practitioners new to Financial Institutions

• Governance, Risk, and Compliance (GRC) Analysts

• CIOs and CTOs that assume the ISO role

• The Compliance Officer with too many hats

This Guide is for…
H E R E ’ S  T H E  P L A N
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• Regulation vs. Guidance vs. Frameworks

• The FFIEC Approach

• The NIST Approach

• The Community Approach

• Recap

Agenda
H E R E ’ S  T H E  P L A N

Regulation vs. 
Guidance vs. 
Frameworks

T H E  L A Z Y  A U D I T O R ’ S  G U I D E  T O  R E G U L A T I O N
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Definitions
R E G U L A T I O N  V S .  G U I D A N C E  V S .  F R A M E W O R K S

Regulation

Listed in the Code of 
Federal Regulations 
(CFR). 

Rules that must be 
followed by financial 
institutions with 
examination.

Guidance

Provided by the Federal 
Financial Institutions 
Examination Council 
(FFIEC) specifically for 
financial institutions but 
are not regulation. 

Close interpretations to 
what examiners evaluate 
to meet regulatory 
compliance. 

Frameworks

Often provided by 
vendors, government 
entities, or independent 
organizations.

Provide recommendations 
based on industry best 
practices. 

1. A written information security 
program/strategy

2. Risk assessment and management
3. Access controls for customer 

information systems
4. Physical access control for areas 

containing customer information
5. Encryption of customer 

information either stored or 
transmitted electronically

6. Change-control procedures
7. Dual control procedures, 

segregation of duties, and 
employee background checks

8. Security monitoring systems to 
detect unauthorized access to 
customer information

9. Incident-response program to 
address security incidents 
effectively

10.Methods to provide protection 
from physical destruction of 
customer information

The CFR Interagency Guidelines Simplified
R E G U L A T I O N  V S .  G U I D A N C E  V S .  F R A M E W O R K S

Kegerreis, Davis, Schiller, and Wrozek (2020). IT Auditing: 

using controls to protect information assets (Third edition)
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The FFIEC Approach
T H E  L A Z Y  A U D I T O R ’ S  G U I D E  T O  R E G U L A T I O N

• Pros
• Good coverage of the Interagency Guidelines 

Sections in the CFRs

• Sections include specific security program 
components

• Foundational to understanding the rest of the 
FFIEC booklets

• Cons
• More conceptual than prescriptive

• References to other documents are aging 
since 2016 release

Information Security Booklet
T H E  F F I E C  A P P R O A C H
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Strategies
T H E  F F I E C  A P P R O A C H

Preview the 
Text

1
Review 

Summaries

2
Evaluate and 

Plan

4
Identify 

Gaps

3

Guidance 101: Tips to Analyze Difficult Documentation (Alyssa Pugh)

• Preview the Text
• Read the Table of Contents

• Read the Introduction section

• Read the Action Summaries
• Drops the page count down to 22 Action 

Summaries

• Gives you a quick “Are we doing this 
already?” gut check

• Identify Gaps
• For areas that didn’t pass the gut check, 

review those sections and their booklet 
references to evaluate and plan how to get 
there

Strategies Applied
T H E  F F I E C  A P P R O A C H
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• Pros
• Coverage spans the FFIEC booklets

• Controls pull from the action summary areas 
with prescriptive tools

• Questionnaire format gives you a measurable 
gap analysis for your information security 
program

• Built to convey results and status updates to 
executives

• Cons
• Like the Information Security booklet, 

references to other documents have been 
superseded by new booklets

The Cybersecurity Assessment Tool
T H E  F F I E C  A P P R O A C H

The Cybersecurity Assessment Tool
T H E  F F I E C  A P P R O A C H

FFIEC Cybersecurity Assessment Tool (p.4)
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The Cybersecurity Assessment Tool
T H E  F F I E C  A P P R O A C H

FFIEC Cybersecurity Assessment Tool (p.8)

Bonus: Tandem Cybersecurity Pro
T H E  F F I E C  A P P R O A C H

Download Documents > Gap Analysis
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Bonus: Tandem Cybersecurity Pro
T H E  F F I E C  A P P R O A C H

Download Documents > Gap Analysis

The NIST Approach
T H E  L A Z Y  A U D I T O R ’ S  G U I D E  T O  R E G U L A T I O N
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• Pros
• Designed for critical infrastructure 
• Breaks down an InfoSec Program into 5 parts
• Plenty of additional resources

• Quick Start Guide

• Informational References

• Major influence for the FFIEC CAT
• Helpful for ISOs (vISOs) already familiar with 

the framework
• Updates with evolving technologies (planned 

revisions for 2022)

• Cons
• Categories (Activities) and Subcategories 

(Outcomes) may not match 1:1 with FFIEC 
requirements

The NIST Cybersecurity Framework
T H E  N I S T  A P P R O A C H

Strategies
T H E  N I S T  A P P R O A C H

Prioritize and 
Scope your 

program

1
Create your 
Framework 

Profile

2
Evaluate and 

Plan

4
Identify 

Gaps

3

NIST Cybersecurity Framework Version 1.1 (p. 14)

21

22



3/29/2022

12

The NIST Cybersecurity Framework
T H E  N I S T  A P P R O A C H

https://www.nist.gov/cyberframework/online-learning/components-framework

The NIST Cybersecurity Framework
T H E  N I S T  A P P R O A C H

NIST Cybersecurity Framework Version 1.1 (p. 6)
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The NIST Cybersecurity Framework
T H E  N I S T  A P P R O A C H

https://www.nist.gov/cyberframework/online-learning/informative-references

The NIST Cybersecurity Framework
T H E  N I S T  A P P R O A C H

https://www.nist.gov/cyberframework/critical-infrastructure-resources
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FFIEC CAT to NIST CSF Mapping
T H E  N I S T  A P P R O A C H

FFIEC CAT, Appendix B

FFIEC CAT to NIST CSF Mapping
T H E  N I S T  A P P R O A C H

FFIEC CAT, Appendix B
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Bonus: NIST to Tandem Mapping
T H E  N I S T  A P P R O A C H

Support Dashboard > Resources

The Community 
Approach

T H E  L A Z Y  A U D I T O R ’ S  G U I D E  T O  R E G U L A T I O N
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• Pros
• Custom version of the NIST CSF designed for 

financial institutions
• Familiar NIST Functions along with 

Governance and Supply/Dependency 
Management

• Questionnaire format gives you a measurable 
gap analysis for your information security 
program 

• Includes references that span across FFIEC 
Booklets, CAT, and NIST CSF

• Cons
• Still very new since release in 2018 by the 

FSSCC to being maintained by the Cyber Risk 
Institute (CRI) as of 2020.

Cyber Risk Institute’s The Profile
T H E  C O M M U N I T Y  A P P R O A C H

Strategies
T H E  C O M M U N I T Y  A P P R O A C H

Determine 
Impact Tier

1
Assess 
against 

Diagnostic 
Statements

2
Develop and 
implement a 

plan

4
Identify 

Gaps

3
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Cyber Risk Institute’s The Profile
T H E  C O M M U N I T Y  A P P R O A C H

Cyber Risk Institute’s The Profile
T H E  C O M M U N I T Y  A P P R O A C H
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Cyber Risk Institute’s The Profile
T H E  C O M M U N I T Y  A P P R O A C H

Cyber Risk Institute’s The Profile
T H E  C O M M U N I T Y  A P P R O A C H
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• Regulation vs. Guidance vs. Frameworks

• The FFIEC Approach

• The NIST Approach

• The Community Approach

Recap
T H E  L A Z Y  A U D I T O R ’ S  G U I D E  T O  R E G U L A T I O N

?
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Fill out the 
survey to get 
your sticker!

D O N ’ T  F O R G E T !

T H A N K S  F O R  J O I N I N G !

The Lazy Auditor’s 
Guide to Regulation

I T I L - F ,  A u d i t  a n d  S e c u r i t y  
C o n s u l t a n t

Christopher Hidalgo
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Testing, B-C-P

T A N D E M

Savannah Richardson, Tandem

Problem Solving vs. Problem Finding: Responding to 
IT/GLBA Exam and Audit Findings

R I S K  &  C O M P L I A N C E

Joseph Ellis, CoNetrix Security

• Kegerreis, Davis, Schiller, and Wrozek (2020). IT Auditing: using controls to protect 
information assets (Third edition)

• Guidance 101: Tips to Analyze Difficult Documentation (Alyssa Pugh). 
https://secure.tandem.app/Videos/Index

• Implementing the NIST Cybersecurity Framework (Udemy Course) by Jason Dion and Kip 
Boyle (Mentioned on slide 21)

• https://www.nist.gov/cyberframework/online-learning/components-framework (slide 23)

• https://www.nist.gov/cyberframework/online-learning/informative-references

• https://www.nist.gov/cyberframework/critical-infrastructure-resources

• Cyber Risk Institute’s The Profile https://cyberriskinstitute.org/the-profile/

Slide References
T H E  L A Z Y  A U D I T O R ’ S  G U I D E  T O  R E G U L A T I O N
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