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Not So Hidden 
Wireless Network

Luke Deavenport, Jack Davies

Cybersecurity

• This presentation is for information only. 
Evaluate risks before acting based on ideas from this presentation.

• This presentation contains the opinions of the presenters.
Opinions may not reflect the opinions of Tandem.

• This presentation is proprietary.
Unauthorized release of this information is prohibited.
Original material is copyright © 2024 Tandem.D
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Coffee Shop?

Speakeasy?

Outline

WPA2 Attack 2

Rogue Access Points3

WPA2-Enterprise Attack 4

Terms1

Take Aways5
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Terms

Access 
Point

An Access Point provides 
a wireless signal (SSID)

Client

A Client is a device 
looking to connect to the 
Access Points

Handshake

The process for a client to 
authenticate to an access 
point

Wireless Handshake

Access Point 
asks for 

Password
Client asks to 
Join Network

Client Provides 
a password

Handshake 
Capture

7

8



4/3/2024

5

Legal?
1. Permission is required.

2. The only part that is illegal (without 
permission) is saving the traffic that 
is captured.

3. If you connect to our test routers, you 
give us permission to store the data.

Passwords
1. Encrypted, only as strong as the 

password

2. Dictionary is used for password 
cracking

3. Password captured is what the client 
provides
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WPA2 ATTACK

A hidden network 
keeps me safe, right?
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Wireless Handshake (Hidden)

Client is 
searching for 

network
Client Provides 

a password

Access Point asks for 
SSID and a Password

Are you my Network?
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iOS and Android warnings:

Proximity
• Near the original wireless 

network

• Can be conducted if the 
SSID is hidden or seen

• Wait for someone to 
connect

Away from the Network
• Anywhere

• Original wireless network is 
likely hidden

• Rely on clients automatically 
connecting

Avenues of Attack
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• WPA2-E utilizes a RADIUS 
server for authentication

• Most commonly the RADIUS 
server is associated to Active 
Directory

• Credentials will be sent to 
any familiar network

WPA2-Enterprise

Radius Certificate

For a device to trust a RADIUS server,
a certificate needs to be available.

If that certificate is self-signed,
a ‘speedbump’ is presented to the user.
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Going Rogue

Fake Access Point

Easy to setup

Can be set up anywhere!

WPA2-Enterprise Attack
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Passwords vs Certificate Authentication

Certificates:

• Installed per device

• More secure than passwords

• If captured, the attacker 
would need proximity access

Passwords:

• Typically AD Integrated

• Needs to be long to be secure

• Susceptible to remote attacks

WPA2-Enterprise Threat Summary

IF:

• WPA2-E network SSID is 
hidden

• Uses Active Directory 
credentials

• Device are set to 
automatically connect

AD credentials are susceptible to 
being captured anywhere users go.
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Takeaways

Strong 
Passwords

1
Do not hide 

the SSID

2
Train users

4
Use 

Certificates

3

Questions?
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