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AI: New Frontiers 
of Risk and 

Security
Steve Koinm – CISSP, CCSK, SAS-

AP – CISO Pure IT
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Serves as the internal CISO for Pure IT and as a virtual CISO or 
CIO to many clients. Active in providing assessments and 
roadmaps for our clients in People, Process, Technology, and 
Business Management. A resource to financial institutions 
because of his extensive knowledge of the industry, Business 
Operations, IT and Security. Serves as an advisor to financial 
institution Boards who need to provide a credible challenge 
to their technology teams and a regular speaker at security 
and financial services industry conferences throughout the 
country. 
CISSP, CCSK, SAS-AP and on Advisory Board of the NCU-ISAO.

Steve Koinm 
CISSP, CCSK, SAS-AP
Steve.Koinm@pureITcuso.com
CISO, Co-Founder & 
VP of Professional Services

Transforming Banks and Credit 
Unions into Technology Institutions 

with Financial Services
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Pure IT CUSO
•Solutions are empty without Strategy

Partners with the Financial Services Industry
Vendor independent
Walking alongside FI’s on the Digital Journey
Assessment, Roadmap
Remediation, Implementation
Managed Services
Professional Managed Services (vCIO, vCTO, vCISO)
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What is AI?

• Natural Language Processing (NLP)
• Large Language Models (LLM)
• Generative Predictive Text (GPT)

• Predictive Modeling
• Insights from past data
• Business Intelligence
• Detailed or High-Level Views

• Computer Vision
• Pulling data from Images
• Generating Images
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Create an image of a 55 year old man with a white beard and short mustache and mischievous 
smile riding an orange Harley bagger through curvy mountain roads wearing a black leather 
jacket, sunglasses, and half helmet with the Harley Davidson logo on them.



GPT – Generative Predictive Text

• Automation
• Human replacement? 
• willrobotstakemyjob.com

• Hallucinations
• Adapt
• Safeguards
• Align Values
• 100% Human Generated Content 



GPT – Generative Predictive Text

• The Good and the Bad
• Knowledge
• Sift through Data
• Deal with skills shortages
• Create flawless emails
• Appear as a native speaker
• Social media profile
• Show bias
• Disseminate propaganda
• Collect Data
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• Shadow IT
• Innovation and use cases
• Internal implementations vs Free Web versions
• Microsoft Copilot
• Bound by the tenant
• Follows your account security
• Follows your Data Governance

Adoption of AI
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Data Governance
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• What does AI Policy development look like?  What is a good AI 
policy?

• How do you do a thorough risk assessment on the use of AI?
• How do we foster innovation of using AI without losing control?
• How to keep AI from being a free for all within each business 

unit?
• AI enriches information with Web Searches. Can that info be 

used to contextualize what someone was doing or the PII I’m 
protecting?

• Especially in the free versions of GPTs, we worry about 
erroneous inputs changing what the AI believes.

The AI Questions
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• Use commercial versions of AI
• Copilot follows the Privacy and Data Governance
• It is integrated into the current tools 
• Provides a way for the IT Department to mange AI
• Lives within your tenant’s data

• Don’t find the use case, instead find a pilot group
• Discuss together what people have discovered
• Push it out as it is adopted – start small and iterate
• Don’t be all about the ROI, but find the ROI after adoption

Some AI Suggestions
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Thank You

•    281 – 378 - 7777

•   pureitcuso.com

•   info@pureitcuso.com


