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Agenda

Here's the Plan

- Introduction

- 2023 Cybersecurity Report by Tandem
- 2024 Survey

- Questions
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Training

https://tandem.app/state-of-cybersecurity-report
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About the Report

TIMEFRAME

This survey was conducted
between July 10, 2023 and
August 31, 2023.
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PARTICIPANTS

All 288 survey participants
work for a financial institution
based in the United States.
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AUTHOR

The survey was conducted by
Tandem, LLC. For more information
about Tandem, visit Tandem.App.
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Demographics

Financial Institutions Represented

INSTITUTIONS SURVEYED: TYPES INSTITUTIONS SURVEYED: ASSETS

Of those who responded, 70% work for a Most survey respondents were from small to medium
bank, 26% work for a credit union, and the sized regional community financial institutions, but
remaining participants work for other financial a good representation came from larger community
institutions (e.g., mortgage companies, trust institutions, with 39% of responding institutions
companies, etc.). reporting over $1 billion in assets.
@ Bank (70%) @ Less than $250M (14%)
@ Credit Union (26%) $250M - $500M
@ Other (4%) @ 3$500M-$1B (26%)
@ $1B-510B(36%)
@ More than $10B (3%)
Demographics
Roles & Responsibilities
Cybersecurity((:g"fn) ® 0000090006680 0006606060606060060606060600060801¢

Information Technology (59%) SoSosSllssoccccccsocccecacssss

Executive Management (26%) 280868040000 ¢6e009

Physical Security (18%) 255333332
Compliance (16%) ALAS54224
Audit (15%) S addddmad
Operations (13%) S AS&S848d4
Other (10%) AA&sd
Finance (6%) S.82
Board Member (4%) 2.8

Lending (2%) ]
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Structure
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Observations Diving further

Takeaways
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Major Topics

- Board Oversight
- Budget
- Cybersecurity Oversight

* Training

- Cybersecurity Tools & Frameworks
- Incident Response

- Vendor Management

- Emerging Technologies

- Cybersecurity Culture
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Board Oversight
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Board Oversight
FREQUENCY OF BOARD UPDATES
Monthly 30%
Quarterly 38%
Annually 29%
0% 10% 20% 30% 40% 50%
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Board Oversight

REPORTING FREQUENCY BY ASSET SIZE

@ Monthly
Less than $250M ® Quarterly

@® Annually
$250M - $500M @ Other

$500M -$18

$1B-$108B

More than $10B

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%
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Board Oversight
BOARD UPDATE FREQUENCY BY PRESENCE OF IT EXPERIENCED BOARD MEMBER
@ Quarterly or Monthly
Yes
@ Annually
@ Other
No
0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%
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Board Oversight

CONFIDENCE IN CYBERSECURITY POSTURE
BY BOARD REPORT FREQUENCY

Yes 73%

No
57%

0% 20% 40%

60%

25%

41%

80%

100%

@ Extremely
Confident

@ Moderately
Confident

@ slightly/Not
Confident
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Budget
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Budget

RELATIONSHIP OF CYBERSECURITY & IT BUDGETS

60% 56% —56%

® 2020
44%  43% ® 2021
0% @ 2022
@® 2023
~iB 11%
9 o,
7% 10%
0%
Cybersecurity has Cybersecurity has a shared Cybersecurity has line items
a dedicated budget budget with IT on the IT budget

[Pt
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BUDGET DEDICATION BY ISO INDEPENDENCE
The ISO and IT functions While the ISO and IT functions are The ISO is independent of IT and
are directly managed by the separate, both report to the same reports to the board directly or an
same person. senior management position. independent senior manager.
@ Dedicated budget for cybersecurity @ Shared budget with IT
18
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Budget

PLANS FOR NEXT YEAR'S CYBERSECURITY BUDGET

43% @ Same Budget

2023

|

More Budget
PIIIIIIIIIIIIII%%
2022
49%
- —
I -
2020 ‘
I -
2019 ‘
| +
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Cybersecurity
Oversight
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Cybersecurity Oversight

CIRCUMSTANCES NEGATIVELY IMPACTING CYBERSECURITY STRATEGY SUCCESS

Lack of time to manage daily tasks

Lack of time to analyze data

Lack of time to keep up with compliance

Lack of time to keep up with technology changes
Lack of skilled IT personnel or vendors

Lack of integration between security solutions
Lack of budget

Lack of security in our vendors

Lack of training resources

Lack of support from the Board or senior management

0% 10% 20% 30% 40% 50% 60%
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21
Lack of Time
What can | do?
o\
o Review Only so much
Be Realistic Current Tasks can be done
wr
22
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Cybersecurity Oversight

CIRCUMSTANCES NEGATIVELY IMPACTING CYBERSECURITY STRATEGY SUCCESS

Lack of time to manage daily tasks

Lack of time to analyze data

Lack of time to keep up with compliance

Lack of time to keep up with technology changes
Lack of skilled IT personnel or vendors

Lack of integration between security solutions
Lack of budget

Lack of security in our vendors

Lack of training resources

Lack of support from the Board or senior management

Cybersecurity Tools
& Frameworks
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Cybersecurity Tools & Frameworks

ADOPTION OF CYBERSECURITY FRAMEWORKS & TOOLS

Note: Not all frameworks and tools were asked about on prior surveys

100% ® 2019
@® 2020

o0 ® 2021

80% @® 2022
@ 2023

70%

60%

a2
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FFIEC CAT NIST (CSF or COBIT NTREX R-SAT CIS Controls I I
SP 800-53)
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NIST Cybersecurity Framework (CSF) 2.0

What changed?

- Broader focus (beyond just critical
infrastructure)

- New Governance Function Ny

_ . = Cybersecurity
- Bigger focus on Supply Chain ramework 2.0
- Implementation Examples

- Improved and expanded guidance on
implementing the CSF (profiles)

26
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Cybersecurity Culture
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Cybersecurity Culture

HOW DO YOU VIEW THE VENDOR MANAGEMENT PROGRAM
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Cybersecurity Culture

RELATIONSHIP OF VENDOR MANAGEMENT PROGRAM AND OTHER SECURITY PRACTICES

Confident in Board's

understanding 22% (Pu——

Confident in

cybersecurity training 67% (EEE———
Confident in overall - |

security posture & .

Cybersecurity budget 33% |

has increased

0% 10% 20% 30% 40% 50% 60% 70% 80% 90%

@ Compliance
only

Decision
driver
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4 Tandem

https://tandem.app/state-of-cybersecurity-report
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Questions?
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THANKS FOR JOINING!
The State of
[ ] [ ]
Cybersecurity in the
[ ] [ ]
Financial Industry
Russ Horn Ed McMurray
President General Manager
CoNetrix CoNetrix Security
rhorn@conetrix.com emcmurray@conetrix.com
linkedin.com/in/russhorn linkedin.com/in/emcmurray
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