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The State of 
Cybersecurity in the 
Financial Industry

Russ Horn & Ed McMurray

CYBERSECURITY

• This presentation is for information only. 
Evaluate risks before acting based on ideas from this presentation.

• This presentation contains the opinions of the presenters.
Opinions may not reflect the opinions of Tandem.

• This presentation is proprietary.
Unauthorized release of this information is prohibited.
Original material is copyright © 2024 Tandem.D
IS

C
LA

IM
ER

1

2



4/4/2024

2

Russ Horn
CISA, CISSP, CRISC

President

Ed McMurray
CISA, CISSP

General Manager, CoNetrix Security

• Introduction
• 2023 Cybersecurity Report by Tandem
• 2024 Survey
• Questions

Agenda
Here’s the Plan
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https://tandem.app/state-of-cybersecurity-report

About the Report
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Demographics
Financial Institutions Represented

Demographics
Roles & Responsibilities
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Observations

Structure

Diving further Takeaways

• Board Oversight
• Budget
• Cybersecurity Oversight
• Training
• Cybersecurity Tools & Frameworks
• Incident Response
• Vendor Management
• Emerging Technologies
• Cybersecurity Culture

Major Topics
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Board Oversight

Board Oversight
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Board Oversight

Board Oversight
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Board Oversight

Budget
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Budget

Budget
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Budget

Cybersecurity 
Oversight
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Cybersecurity Oversight

Lack of Time
What can I do?

Be Realistic
Review 

Current Tasks
Only so much 
can be done
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Cybersecurity Oversight

Cybersecurity Tools
& Frameworks
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Cybersecurity Tools & Frameworks

• Broader focus (beyond just critical 
infrastructure)

• New Governance Function
• Bigger focus on Supply Chain
• Implementation Examples
• Improved and expanded guidance on 

implementing the CSF (profiles)

NIST Cybersecurity Framework (CSF) 2.0
What changed?

https://tandem.app/blog/6-key-updates-in-the-nist-cybersecurity-framework-csf-2-0/
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Cybersecurity Culture

Cybersecurity Culture
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Cybersecurity Culture

https://tandem.app/state-of-cybersecurity-report
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Questions?

The State of 
Cybersecurity in the 
Financial Industry

Russ Horn
General Manager

CoNetrix Security

emcmurray@conetrix.com

linkedin.com/in/emcmurray

Ed McMurray

T H A N K S  F O R  J O I N I N G !

President

CoNetrix

rhorn@conetrix.com

linkedin.com/in/russhorn
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