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Your Guide to Effective 
Vulnerability & Patch Management

W E L C O M E  T O

Chris Brewer & Alyssa Pugh
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Evaluate risks before acting on ideas from this session.

• This presentation contains opinions of the presenters.
Opinions may not reflect the opinions of Tandem.

• This presentation is proprietary.
Unauthorized release of this information is prohibited.
Original material is copyright © 2023 Tandem.
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SESSION INFO

A U D I O / V I D E O
If you cannot hear sound or 
see the presentation now, 

adjust or change your settings.

S U R V E Y
At the end, fill out the 

survey for a chance to win 
an Amazon gift card.

R E S O U R C E S
The slides, a recording, and 

certificate of attendance 
will be sent via email.

Q U E S T I O N S
Use the “Questions” panel 
to chat with the presenter 

and Tandem team.

Audit Management

Vendor Management

Business Continuity Plan

Compliance Management

Cybersecurity

Identity Theft Prevention

Incident Management

Internet Banking Security

Phishing

Policies

Risk Assessment
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A B O U T  T H E  P R E S E N T E R S

Alyssa Pugh, CISM, Security+

GRC Content Manager
Tandem, LLC

LinkedIn.com/in/AlyssaPugh

Chris Brewer, VCP

Team Lead
CoNetrix Technology

LinkedIn.com/in/TheChrisBrewer
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What is the current asset size of 
your organization?
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https://linkedin.com/in/alyssapugh
https://linkedin.com/in/thechrisbrewer
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How would you describe your role 
at your organization?

https://www.malwarebytes.com/blog/news/2022/12/rackspace-confirms-it-suffered-a-ransomware-attack
https://www.bleepingcomputer.com/news/security/rackspace-confirms-play-ransomware-was-behind-recent-cyberattack/
https://techcrunch.com/2023/01/06/rackspace-ransomware-data-exchange/
https://www.rackspace.com/newsroom/rackspace-technology-hosted-exchange-environment-update
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https://www.malwarebytes.com/blog/news/2022/12/rackspace-confirms-it-suffered-a-ransomware-attack
https://www.bleepingcomputer.com/news/security/rackspace-confirms-play-ransomware-was-behind-recent-cyberattack/
https://techcrunch.com/2023/01/06/rackspace-ransomware-data-exchange/
https://www.rackspace.com/newsroom/rackspace-technology-hosted-exchange-environment-update
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More 
Vulnerabilities

More 
Scrutiny

More
Possibilities

W H Y  A R E  W E  H E R E ?

Vulnerability 
Management
Identifying, tracking, and 
remediating weaknesses.

Patch 
Management

Finding, testing, and 
applying patches.

Getting 
things 
fixed.

9

10



11/14/2023

6

Vulnerability 
Management
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How confident are you in your 
vulnerability management 

processes?
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F F I E C  B O O K L E T

Architecture, Infrastructure, 
and Operations

Acquire 
Information

Assess
Information

Act on
Information

Identify 
Vulnerabilities

Remediate
Vulnerabilities

Minimize 
Opportunity

F F I E C  A I O  B O O K L E T :  V U L N E R A B I L I T Y  M A N A G E M E N T

13

14



11/14/2023

8

W H E R E  A R E  Y O U R  W E A K N E S S E S ?

People Processes Technology

V U L N E R A B I L I T Y  M A N A G E M E N T :  C O M P L I A N C E

1 A documented process

2 Identify and prioritize by risk

3 Tracking and timely remediation

4 Authenticated / credentialed scans
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Authenticated Scans
“An essential tool to obtain accurate 
vulnerability information on covered 
devices by authenticating to scanned 
devices to obtain detailed and 
sensitive information about the OS 
and installed software, including 
configuration issues and missing 
security patches.”

https://ithandbook.ffiec.gov/it-booklets/architecture,-infrastructure,-and-operations/vi-
operations/vib-it-operational-processes/vib3-vulnerability-and-patch-
management/vib3(a)-vulnerability-management.aspx

+

A U T H E N T I C A T E D  S C A N S :  C O N T R O L S

1 Separation of Duties

2 Logical Security

3 Configuration Management

4 Log Review

5 Dedicated Account

6 Vendor Management
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https://ithandbook.ffiec.gov/it-booklets/architecture,-infrastructure,-and-operations/vi-operations/vib-it-operational-processes/vib3-vulnerability-and-patch-management/vib3(a)-vulnerability-management.aspx
https://ithandbook.ffiec.gov/it-booklets/architecture,-infrastructure,-and-operations/vi-operations/vib-it-operational-processes/vib3-vulnerability-and-patch-management/vib3(a)-vulnerability-management.aspx
https://ithandbook.ffiec.gov/it-booklets/architecture,-infrastructure,-and-operations/vi-operations/vib-it-operational-processes/vib3-vulnerability-and-patch-management/vib3(a)-vulnerability-management.aspx
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W H A T  T O  D O ?

Know Your 
Options

Know Your 
Systems

Know Your 
Weaknesses

R E S O U R C E

CISA Known 
Exploited 
Vulnerabilities 
Catalog

CISA.gov/KEV
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https://cisa.gov/kev
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We want to
hear from you.

Use the “Questions” panel to:

• Ask a question
• Send a chat
• Share a story
• Connect with us

Patch 
Management
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How confident are you in your 
patch management processes?

F F I E C  B O O K L E T

Architecture, Infrastructure, 
and Operations

“Part of vulnerability management is patch 
management. Patch Management is the 
systematic notification, identification, 
deployment, installation, and verification 
of OS and application software code 
revisions.”
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P A T C H  M A N A G E M E N T :  C O M P L I A N C E

1 Patching schedules and process

2 Patches are tested

3 Reports of missing security patches

4 Patch exception process

W H A T  N E E D S  P A T C H E D ?

B O T T O M  L I N E

Everything 
Needs Patched
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P A T C H  M A N A G E M E N T

Test Apply DocumentVerify
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Office & Non-Security 
Updates

“Patch Tuesday”
Updates

Preview Non-Security 
Updates

1 2 3 4
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The faster you install, 
the faster things can break.

But the longer you wait, 
the longer you’re vulnerable.

It’s all about risk.

Pilot 
Group

Apply 
Patches

Wait & 
See

Testing Your Patches
WHAT IS THE IDEAL PROCESS?
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install all the patches.

In 2023, there is very little 
reason why you would not
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Do you currently outsource your 
vulnerability or patch management?
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T H I R D - P A R T Y  C O N S I D E R A T I O N S

Request 
Reports

Independently 
Validate

Know Your 
Vendor

W H A T  T O  D O ?

Evaluate Your Risks1

Enable Automatic Updates 2

Ensure Patches are Installed3

Explore Outsourcing 4
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We want to
hear from you.

Use the “Questions” panel to:

• Ask a question
• Send a chat
• Share a story
• Connect with us

Cybersecurity 
Governance, 
Risk Management, 
and Compliance 
(GRC) Software

Tandem.App
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https://tandem.app/
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R E S O U R C E

Template Vulnerability 
and Patch Management 
Policy

Tandem.App/Patch-Policy-Download

Managed 
Technology 
Services and 
Network Support

CoNetrix.com/Technology
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https://tandem.app/patch-policy-download
https://conetrix.com/technology
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April 2 – 4, 2024
Dallas/Fort Worth Area

Tandem.App/KEYS

Your Guide to Effective 
Vulnerability & Patch Management

T H A N K S  F O R  J O I N I N G

Alyssa Pugh, CISM, Security+

apugh@tandem.app
LinkedIn.com/in/AlyssaPugh

Remember to complete the survey!

Chris Brewer, VCP

cbrewer@conetrix.com
LinkedIn.com/in/TheChrisBrewer
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https://tandem.app/keys
mailto:apugh@tandem.app
https://linkedin.com/in/alyssapugh
mailto:cbrewer@conetrix.com
https://linkedin.com/in/thechrisbrewer
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