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* This presentation is for information only.

Evaluate risks before acting on ideas from this session.

* This presentation contains opinions of the presenters.

Opinions may not reflect the opinions of Tandem.

* This presentation is proprietary.
Unauthorized release of this information is prohibited.
Original material is copyright © 2024 Tandem.
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SESSION INFO

AUDIO/VIDEO SURVEY RESOURCES

If you cannot hear sound or At the end, fill out the The slides, a recording, and
see the presentation now, survey for a chance to win certificate of attendance will be
adjust or change your settings. an Amazon gift card. sent via email.




Audit Management
Business Continuity Plan

Compliance Management

Cybersecurity

|dentity Theft Prevention
Incident Management
Internet Banking Security
Phishing

Policies

Risk Assessment

Vendor Management
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A CoNetrix company
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ABOUT THE PRESENTER

Brian Whipple
Marketing Manager

Brian has over 14 years of experience in
Marketing and is the Marketing Manager for
CoNetrix and Tandem. Since joining the CoNetrix
team, Brian has led the company to provide a
content-forward strategy by providing
educational content on cybersecurity for
CoNetrix customers. When not working to
provide value for customers, he enjoys spending
time with his wife and 4 children on their small
farm.

LinkedIn.com/in/dbrianwhipple
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* Incident Response
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DEMOGRAPHICS

Institution Type

7

m Bank
m Credit Union

m Other

Asset Size

= 4

= < $250M

$250 - $500M
= $500M - $1B
= $1B-$10B

m>S10B
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Roles & Responsibilities

Cybersecurity (71%)

Information Technology (60%)

Vendor Management (56%)

Risk Management (49%)

Physical Security (28%)

Executive Management (26%)

Compliance (21%)

Operations (18%)

Audit (16%)

Finance (4%)

Board Member (4%)

Lending (4%)

80% £ Tandem
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STAFFING

80% of institutions have 10 or less full-time IT or

information security professionals.

\ =

(25%)

6-10
(22%)

(18%)

11-15 (5%)
16 - 20 (5%)
21 - 30 (3%)
30+
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STAFFING

88% of institutions with <$250M have 1-2 full time
information security employees

== oo =30+
= 21-30
m16-20
m11-15
m6-10
m3-5
m1-2

80%

70%
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50%

40%

30%
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STAFFING

Institutions who report more frequently to the
Board tend to have more full-time employees.

. 1 - 5 Staff (84%) Reports More . 1 = 5 Staff (53%)
@® o6+ Staff (16%) Than Annually @ 6+ Staff (47%)

Reports Annually
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BOARD OVERSIGHT

40% of institutions meet with their Board of
Directors quarterly

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

®m Monthly = Quarterly Semiannually ®m Annually
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BOARD OVERSIGHT

49% of institutions that have <S250M in assets
report to their Board annually or semiannually.

Less than $250M
$250M - $500M

$500M - $S1B

$1B-$10B

More than S10B 50% 50%

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

® Monthly  mQuarterly m Semiannually or Annually

4 Tandem



Sarah Stevenson

VP of Regulatory Affairs
NASCUS




Incident Response




INCIDENT RESPONSE

19% of institutions said they had more cyber
attacks, while 50% had no increase or decrease.

Not Known

(8%)

4 Tandem



INCIDENT RESPONSE

15% of institutions experienced a data breach.

35% didn't know.

m Incident with Data Breach
m Incident with No Data Breach

= Not Known
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INCIDENT RESPONSE

55% of institutions are extremely or very confident
in ability to detect an incident.

9%

Extremely Confident - 8%
8%

45%

Very Confident 40%
47%
Mod ly Confid o =
%
oderately Confident o 43 o
37%
m 2024
Slightly Confident
Not at All Confident 1%
1%
0% 5% 10% 15% 20% 25% 30% 35% 40% 45% 50%
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Alvin Mills

VP of Information Security & Technology
Texas Bankers Association




Cybersecurity
Oversight




20% of institutions selected monitoring as their
most needed resource.

Monitoring 20%
Technology Upgrades 19%
GRC 18%
Cybersecurity Training 14%
Incident Response 11%
Business Continuity 7%
Independent Testing 4%
Other 3%
None of the Above 3%

0% 5% 10% 15% 20% 25%
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Institutions who are less confident in incident
detection are looking to increase monitoring.

24%
Monitoring

0% 9% 10% 15% 20% 25% 30%

m Less Confident m More Confident
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TOOLS & FRAMEWORKS

00% of institutions used the FFIEC CAT.

100%
m 2020

m 2021
m 2022
m 2023
m 2024

90%
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40%
30%
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10%
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FFIEC CAT NIST CSF or SP FDIC InTREx CSBS R-SAT CIS Controls FedLine Program CISA CPGs
800-53

0%
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TOOLS & FRAMEWORKS

28% of institutions use five or more cybersecurity
assessment tools and frameworks.
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VENDOR MANAGEMENT

41% of institutions said vendor management was
a focus in their most recent exam

Business Continuity
Incident Management
Oversight & Reporting

Policies
0% 5% 10% 15% 20% 25% 30% 35% 40% 45%
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VENDOR MANAGEMENT

26% of institutions said they had data lost or
exposed due to a vendor incident

7%

%
66% m 2023
m 2024
21%

Yes 21%
26%
2%
Unknown 10%
8%
0% 10% 20

% 30% 40% 50% 60% 70% 80% 90%
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VENDOR MANAGEMENT

33% use their vendor management program only
when making decisions for critical vendors.

2024

2023

2022 23% 38%
2021 24% 34%

0% 10% 20% 30% 40% 50% 60% 70%

11% m Drives Decisions for All Vendors
m Drives Decisions for Critical Vendors

Periodically References Guideline

13%

m Only Completed for Compliance

15%

12%
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80% 90% 100%
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Ruth Norris

Director of IT Examinations
Texas Department of Banking
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https://conetrix.com/Monitoring-eBook
https://tandem.app/report
https://tandem.app/vm-workbook

Fill out the survey for
a chance to win!

amazon
N
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THANKS FOR JOINING

The State of Cybersecurity in the
Financial Institution Industry

Brian Whipple
LinkedIn.com/in/dbrianwhipple

Ip

Remember to complete the survey!
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