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D E M O G R A P H I C S
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Staffing
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80% of institutions have 10 or less full-time IT or 
information security professionals.
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16 - 20 (5%)

21 - 30 (3%)

30+ (5%)

1 - 2
(33%)

3 - 5
(25%)

6 - 10
(22%)

11+
(18%)
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information security employees
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S T A F F I N G

1 - 5 Staff (84%)

6+ Staff (16%)
Reports Annually Reports More

Than Annually

1 - 5 Staff (53%)

6+ Staff (47%)

Institutions who report more frequently to the 
Board  tend to have more full-time employees.
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Board Oversight
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26% 40% 6% 21%
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Monthly Quarterly Semiannually Annually

40% of institutions meet with their Board of 
Directors quarterly
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49% of institutions that have <$250M in assets 
report to their Board annually or semiannually.
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Incident Response



I N C I D E N T  R E S P O N S E

More
(19%)

Same
(50%)

Less
(24%)

Not Known 
(8%)

19% of institutions said they had more cyber 
attacks, while 50% had no increase or decrease.



I N C I D E N T  R E S P O N S E
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15% of institutions experienced a data breach. 
35% didn’t know. 
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55% of institutions are extremely or very confident 
in ability to detect an incident.
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Cybersecurity 
Oversight



C Y B E R S E C U R I T Y  O V E R S I G H T
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20% of institutions selected monitoring as their 
most needed resource.



C Y B E R S E C U R I T Y  O V E R S I G H T

Institutions who are less confident in incident 
detection are looking to increase monitoring.

17%

24%

0% 5% 10% 15% 20% 25% 30%

Monitoring

Less Confident More Confident
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Tools & Frameworks
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90% of institutions used the FFIEC CAT.
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28% of institutions use five or more cybersecurity 
assessment tools and frameworks.
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Vendor 
Management



V E N D O R  M A N A G E M E N T

4%
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Oversight & Reporting

Incident Management
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41% of institutions said vendor management was 
a focus in their most recent exam



V E N D O R  M A N A G E M E N T
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26% of institutions said they had data lost or 
exposed due to a vendor incident
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33% use their vendor management program only 
when making decisions for critical vendors.
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