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SESSION INFO

A U D I O / V I D E O
If you cannot hear sound or 
see the presentation now, 

adjust or change your settings.

S U R V E Y
At the end, fill out the 

survey for a chance to win 
an Amazon gift card.

R E S O U R C E S
The slides, a recording, and 

certificate of attendance will be 
sent via email.

Q U E S T I O N S
Use the “Questions” panel 
to chat with the presenters 

and Tandem team.

Audit Management

Vendor Management

Business Continuity Plan

Compliance Management

Cybersecurity Assessment

Identity Theft Prevention

Incident Management

Internet Banking Security

Phishing

Policies

Risk Assessment
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currently work for?
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What is your organization’s
asset size?
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Session Topics

• Background

• Frameworks Overview

• Comparing Frameworks

• How to Pick a Framework

• Tandem Cybersecurity Assessment

• Wrap Up & Resources

Background
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B A C K G R O U N D

JUN 2015

FFIEC CAT 
v1.0

MAY 2017

FFIEC CAT 
v1.1

AUG 2019

FFIEC 
Guidance

FEB 2013

Executive 
Order 13636

OCT 2016

FFIEC CAT 
FAQ

AUG 2024

FFIEC CAT 
Sunset Stmt.

https://tandem.app/blog/a-complete-history-of-the-ffiec-cat

https://www.ffiec.gov/sites/default/files/media/press-
releases/2024/cat-sunset-statement-ffiec-letterhead.pdf

FFIEC CAT 
Sunset Statement

Sunset Date: August 31, 2025
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Frameworks Overview
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What frameworks are you 
considering as a replacement for 

the FFIEC CAT?
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T H E  F R A M E W O R K S

NIST Cybersecurity Framework (CSF)

CISA Cybersecurity Performance Goals (CPGs)

Cyber Risk Institute (CRI) Profile

Center for Internet Security (CIS) Controls

Other Frameworks

N I S T  C Y B E R S E C U R I T Y  F R A M E W O R K  ( C S F )
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• Author: National Institute of Standards and Technology 
(Government Agency – Dept. of Commerce)

• Published: February 2014  |  Last Updated: February 2024

• In Response To: Executive Order 13636

• Target Audience: Critical Infrastructure Sectors
(including the Financial Sector)

N I S T  C Y B E R S E C U R I T Y  F R A M E W O R K  ( C S F )

https://www.nist.gov/cyberframework

N I S T  C Y B E R S E C U R I T Y  F R A M E W O R K  ( C S F )

https://csrc.nist.gov/Projects/cybersecurity-framework/Filters#/csf/filters

“Outcomes”
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https://www.cisa.gov/sites/default/files/2023-01/eo-13636-improving-critical-infrastructure-cybersecurity-508.pdf
https://www.cisa.gov/topics/critical-infrastructure-security-and-resilience/critical-infrastructure-sectors
https://www.nist.gov/cyberframework
https://csrc.nist.gov/Projects/cybersecurity-framework/Filters#/csf/filters
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C I S A  C Y B E R S E C U R I T Y  P E R F O R M A N C E  G O A L S  ( C P G S )

C I S A  C Y B E R S E C U R I T Y  P E R F O R M A N C E  G O A L S  ( C P G S )

• Author: Cybersecurity and Infrastructure Security Agency 
(Government Agency – Dept. of Homeland Security)

• Published: October 2022  |  Last Updated: February 2023

• In Response To: July 2021 National Security Memorandum

• Target Audience: Critical Infrastructure

https://www.cisa.gov/cross-sector-cybersecurity-performance-goals-cpgs

17
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https://www.whitehouse.gov/briefing-room/statements-releases/2021/07/28/national-security-memorandum-on-improving-cybersecurity-for-critical-infrastructure-control-systems/
https://www.cisa.gov/cross-sector-cybersecurity-performance-goals-cpgs
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C I S A  C Y B E R S E C U R I T Y  P E R F O R M A N C E  G O A L S  ( C P G S )

Simplicity

Built-In 
Consulting

Helpful 
Guidance

C I S A  F I N A N C I A L  S E C T O R - S P E C I F I C  G O A L S  ( S S G s )

https://www.cisa.gov/cross-sector-cybersecurity-performance-goals
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C R I  P R O F I L E

C R I  P R O F I L E

• Author: Cyber Risk Institute (Non-Profit Organization)

• Formerly Known As: FSSCC Cybersecurity Profile

• Published: October 2018  |  Last Updated: February 2024

• In Response To: Industry Cybersecurity Needs

• Target Audience: Financial Institutions

https://cyberriskinstitute.org/the-profile/
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C R I  P R O F I L E

“Extended” EmphasisDiagnostic Statements Four Tiers

Tier 1 – National/Super-National Impact
Tier 2 – Subnational Impact
Tier 3 – Sector Impact
Tier 4 – Localized Impact

C R I  P R O F I L E

GV.RM-05.02
The organization establishes minimum requirements for its third-parties that include how 
the organizations will communicate and coordinate in times of emergency, including:

1. Joint maintenance of contingency plans;
2. Responsibilities for responding to incidents, including forensic investigations;
3. Planning and testing strategies that address severe events in order to identify 

single points of failure that would cause wide-scale disruption; and
4. Incorporating the potential impact of an incident into their BCM process and 

ensure resilience capabilities are in place.

ID.RA-03.02
The organization solicits and considers threat intelligence received from the organization's 
stakeholders, service and utility providers, and other industry and security organizations.

PR.PS-01.02
The organization's systems are configured to provide only essential capabilities to 
implement the principle of least functionality.
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C I S  C O N T R O L S

C I S  C O N T R O L S

• Author: Center for Internet Security (Non-Profit Organization)

• Formerly Known As: SANS Top 20, Consensus Audit Guidelines (CAG)

• Published: February 2009  |  Last Updated: June 2024

• In Response To: DoD Contractor Data Breaches

• Target Audience: Defense Contractors / Critical Infrastructure

https://www.cisecurity.org/controls
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C I S  C O N T R O L S

Implementation 
Groups Widely Adopted

https://tandem.app/state-of-cybersecurity-report

25%

Highly Supported

Q: Do I have to use one of these four frameworks?

A: Not necessarily. The FFIEC encourages a standardized approach to 
assessing cybersecurity preparedness. While the sunset statement 
listed four possible options for this, “supervised financial institutions 
may also consider use of industry developed resources,” as long as 
the frameworks “support an effective control environment and are 
commensurate with [the institution’s] risk.”

https://www.ffiec.gov/news/press-releases/2024/an-09-29
https://www.ffiec.gov/news/press-releases/2019/pr-08-28
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O T H E R  F R A M E W O R K S
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How many cybersecurity frameworks 
are you currently using?
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K E Y  T A K E A W A Y

There are a lot of good 
cybersecurity frameworks 
out there. Whichever you 
choose, you’re taking a 
step in the right direction.

Comparing Frameworks

31
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C O M P A R I N G  F R A M E W O R K S

EncryptionAuthenticationTraining

C O M P A R I N G  F R A M E W O R K S :  T R A I N I N G

N I S T  C S F C I S A  C P G s C R I  P R O F I L E C I S  C O N T R O L S

PR.AT-01
Personnel are provided awareness 
and training so they possess the 
knowledge and skills to perform 
general tasks with security risks in 
mind.

PR.AT-02
Individuals in specialized roles are 
provided awareness and training so 
they possess the knowledge and 
skills to perform relevant tasks with 
security risks in mind.

2.I Basic Cybersecurity Training
At least annual trainings for all 
organizational employees and 
contractors that cover basic security 
concepts, such as phishing, business 
email compromise, basic operational 
security, password security, etc., as 
well as foster an internal culture of 
security and cyber awareness.

New employees receive initial 
cybersecurity training within 10 days 
of onboarding and recurring training 
on at least an annual basis.

2.J OT Cybersecurity Training
In addition to basic cybersecurity 
training, personnel who maintain or 
secure OT as part of their regular 
duties receive OT-specific 
cybersecurity training on at least an 
annual basis.

PR.AT-01.01
All personnel receive cybersecurity awareness training upon hire and on a regular basis.

PR.AT-01.02
Cybersecurity awareness training includes, at a minimum, awareness of and 
competencies for data protection, personal data handling, compliance obligations, working 
with third parties, detecting cyber risks, and how to report any unusual activity or incidents.

PR.AT-01.03
Cybersecurity awareness training is updated on a regular basis to reflect risks and threats 
identified by the organization, the organization's security policies and standards, 
applicable laws and regulations, and changes in individual responsibilities.

PR.AT-01.04
As new technology is deployed or undergoes change that also requires changes in 
practices, all impacted personnel (e.g., end-users, developers, operators, etc.) are trained 
on the new system and any accompanying technology and cybersecurity risks.

PR.AT-02.01
Mechanisms are in place to ensure that the personnel working with cybersecurity and 
technology (e.g., developers, DBAs, network admins, etc.) maintain current knowledge and 
skills related to changing threats, countermeasures, new tools, best practices, and their 
job responsibilities.

PR.AT-02.02
High-risk groups, such as those with elevated privileges or in sensitive business functions 
(including privileged users, senior executives, cybersecurity personnel and third-party 
stakeholders), receive cybersecurity situational awareness training for their roles and 
responsibilities.

PR.AT-02.03
All personnel (employee and third party) are made aware of and are trained for their role 
and operational steps in response and recovery plans.

PR.AT-02.04
The organization maintains and enhances the skills and knowledge of the in-house staff 
performing incident management and forensic investigation activities.

PR.AT-02.05
All third party staff receive cybersecurity awareness and job training sufficient for them to 
perform their duties and maintain organizational security.

PR.AT-02.06
The organization has established and maintains a cybersecurity awareness program 
through which the organization's customers are kept aware of new threats and 
vulnerabilities, basic cybersecurity hygiene practices, and their role in cybersecurity, as 
appropriate.

PR.AT-02.07
The organization's governing body (e.g., the Board or one of its committees) and senior 
management receive cybersecurity situational awareness training to include appropriate 
skills and knowledge to: 
1. Evaluate and manage cyber risks;
2. Promote a culture that recognizes that staff at all levels have important 

responsibilities in ensuring the organization's cyber resilience; and
3. Lead by example.

PR.AT-02.08
Where the organization's governing authority (e.g., the Board or one of its committees) 
does not have adequate cybersecurity expertise, they should have direct access to the 
senior officer responsible for cybersecurity and independent sources of expertise to 
discuss cybersecurity related matters.

CIS Control 14
Establish and maintain a security awareness program to influence behavior among the 
workforce to be security conscious and properly skilled to reduce cybersecurity risks to 
the enterprise.

CIS Control 14.1
Establish and maintain a security awareness program. The purpose of a security 
awareness program is to educate the enterprise’s workforce on how to interact with 
enterprise assets and data in a secure manner. Conduct training at hire and, at a minimum, 
annually. Review and update content annually, or when significant enterprise changes 
occur that could impact this Safeguard.

CIS Control 14.2
Train workforce members to recognize social engineering attacks, such as phishing, 
business email compromise (BEC), pretexting, and tailgating. 

CIS Control 14.3
Train workforce members on authentication best practices. Example topics include MFA, 
password composition, and credential management.

CIS Control 14.4
Train workforce members on how to identify and properly store, transfer, archive, and 
destroy sensitive data. This also includes training workforce members on clear screen and 
desk best practices, such as locking their screen when they step away from their 
enterprise asset, erasing physical and virtual whiteboards at the end of meetings, and 
storing data and assets securely.

CIS Control 14.5
Train workforce members to be aware of causes for unintentional data exposure. Example 
topics include mis-delivery of sensitive data, losing a portable end-user device, or 
publishing data to unintended audiences.

CIS Control 14.6
Train workforce members to be able to recognize a potential incident and be able to report 
such an incident.

CIS Control 14.7
Train workforce to understand how to verify and report out-of-date software patches or 
any failures in automated processes and tools. Part of this training should include 
notifying IT personnel of any failures in automated processes and tools.

CIS Control 14.8
Train workforce members on the dangers of connecting to and transmitting data over 
insecure networks for enterprise activities. If the enterprise has remote workers, training 
must include guidance to ensure that all users securely configure their home network 
infrastructure.

CIS Control 14.9
Conduct role-specific security awareness and skills training. Example implementations 
include secure system administration courses for IT professionals, OWASP® Top 10 
vulnerability awareness and prevention training for web application developers, and 
advanced social engineering awareness training for high-profile roles.

33
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C O M P A R I N G  F R A M E W O R K S :  A U T H E N T I C A T I O N

PR.AA-03
Users, services, and hardware are 
authenticated

2.B Minimum Password Strength
Organizations have a system-
enforced policy that requires a 
minimum password length of 
15 or more characters for all 
password-protected IT assets, and all 
OT assets where technically feasible. 
Organizations should consider 
leveraging passphrases and 
password managers to make it easier 
for users to maintain sufficiently long 
passwords. In instances where 
minimum password lengths are not 
technically feasible, compensating
controls are applied and recorded, 
and all login attempts to those assets 
are logged. Assets that cannot 
support passwords of sufficient 
strength length are prioritized for 
upgrade or replacement.

2.H Phishing-Resistant MFA
Organizations implement MFA for 
access to assets using the strongest 
available method for that asset.

PR.AA-01.01
Identities and credentials are actively managed or 
automated for authorized devices and users (e.g., removal 
of default and factory passwords, password strength 
requirements, automatic revocation of credentials under 
defined conditions, regular asset owner access review, etc.).

PR.AA-02.01
The organization authenticates identity, validates the 
authorization level of a user before granting access to its 
systems, limits the use of an account to a single individual, 
and attributes activities to the user in logs and transactions.

PR.AA-03.01
Based on the risk level of a user access or a specific 
transaction, the organization defines and implements 
authentication requirements, which may include multi-factor 
or out-of-band authentication, and may adopt other real-time 
risk prevention or mitigation tactics.

PR.AA-04.01
Access credential and authorization mechanisms for 
internal systems and across security perimeters (e.g., 
leveraging directory services, directory synchronization, 
single sign-on, federated access, credential mapping, etc.) 
are designed to maintain security, integrity, and authenticity.

PR.AA-05.02
The organization institutes controls over privileged system 
access by strictly limiting and closely managing staff and 
services with elevated system entitlements (e.g., multi-
factor authentication, dual accounts, privilege and time 
constraints, etc.)

PR.AA-05.03
The organization institutes controls over service account 
(i.e., accounts used by systems to access other systems) 
lifecycles to ensure strict security over creation, use, and 
termination; access credentials (e.g., no embedded 
passwords in code); frequent reviews of account ownership; 
visibility for unauthorized use; and hardening against 
malicious insider use.

CIS Control 4.10
Enforce automatic device lockout following a predetermined 
threshold of local failed authentication attempts on portable end-user 
devices, where supported. For laptops, do not allow more than 20 
failed authentication attempts; for tablets and smartphones, no more 
than 10 failed authentication attempts. Example implementations 
include Microsoft® InTune Device Lock and Apple® Configuration 
Profile maxFailedAttempts.

CIS Control 5.2
Use unique passwords for all enterprise assets. Best practice 
implementation includes, at a minimum, an 8-character password for 
accounts using Multi-Factor Authentication (MFA) and a 14-character 
password for accounts not using MFA.

CIS Control 6.6
Establish and maintain an inventory of the enterprise’s authentication 
and authorization systems, including those hosted on-site or at a 
remote service provider. Review and update the inventory, at a 
minimum, annually, or more frequently.

CIS Control 7.5
Perform automated vulnerability scans of internal enterprise assets 
on a quarterly, or more frequent, basis. Conduct both authenticated 
and unauthenticated scans.

CIS Control 12.7
Require users to authenticate to enterprise-managed VPN and 
authentication services prior to accessing enterprise resources on 
end-user devices.

CIS Control 13.9
Deploy port-level access control. Port-level access control utilizes 
802.1x, or similar network access control protocols, such as 
certificates, and may incorporate user and/or device authentication.

CIS Control 16.11
Leverage vetted modules or services for application security 
components, such as identity management, encryption, and auditing 
and logging. Using platform features in critical security functions will 
reduce developers’ workload and minimize the likelihood of design or 
implementation errors. Modern operating systems provide effective 
mechanisms for identification, authentication, and authorization and 
make those mechanisms available to applications. Use only 
standardized, currently accepted, and extensively reviewed 
encryption algorithms. Operating systems also provide mechanisms 
to create and maintain secure audit logs.

N I S T  C S F C I S A  C P G s C R I  P R O F I L E C I S  C O N T R O L S

C O M P A R I N G  F R A M E W O R K S :  E N C R Y P T I O N

PR.DS-01
The confidentiality, integrity, and 
availability of data-at-rest are 
protected

PR.DS-02
The confidentiality, integrity, and 
availability of data-in-transit are 
protected

PR.DS-04
The confidentiality, integrity, and 
availability of data-in-use are 
protected

2.K Strong and Agile Encryption
Properly configured and up-to-date 
transport layer security (TLS) is 
utilized to protect data in transit, 
when technically feasible. 
Organizations should also plan to 
identify any use of outdated or weak 
encryption, update these to 
sufficiently strong algorithms, and 
consider managing implications of 
post-quantum cryptography.

PR.DS-01.01
Data-at-rest is protected commensurate with the criticality and 
sensitivity of the information and in alignment with the data 
classification and protection policy (e.g., through the use of 
encryption, authentication, access control, segregation, masking, 
tokenization, and file integrity monitoring).

PR.DS-01.03
The organization defines and implements controls for the protection 
and use of removable media (e.g., access/use restrictions, 
encryption, malware scanning, data loss prevention, etc.)

PR.DS-02.01
Data-in-transit is protected commensurate with the criticality and 
sensitivity of the information and in alignment with the data 
classification and protection policy (e.g., through the use of 
encryption, authentication, access control, masking, tokenization, and 
alternate transit paths).

PR.DS-10.01
Data-in-use is protected commensurate with the criticality and 
sensitivity of the information and in alignment with the data 
classification and protection policy (e.g., through the use of 
encryption, authentication, access control, masking, tokenization, 
visual shielding, memory integrity monitoring, etc.)

PR.PS-01.05
Acceptable encryption standards, methods, and management 
practices are established in accordance with defined industry 
standards.

PR.PS-01.06
The organization employs defined encryption methods and 
management practices commensurate with the criticality of the 
information being protected and the inherent risk of the technical 
environment where used.

PR.PS-01.08
End-user mobile or personal computing devices accessing the 
organization's network employ mechanisms to protect network, 
application, and data integrity, such as "Mobile Device Management 
(MDM)" and "Mobile Application Management (MAM)" technologies, 
device fingerprinting, storage containerization and encryption, 
integrity scanning, automated patch application, remote wipe, and 
data leakage protections.

PR.IR-01.05
Remote access is carefully controlled (e.g., restricted to defined 
systems, access is actively managed (e.g., session timeouts, logging, 
forced disconnect, etc.), and encrypted connections with multi-factor 
authentication are used).

CIS Control 3.6
Encrypt data on end-user devices containing sensitive data. Example 
implementations can include: Windows BitLocker®, Apple FileVault®, 
Linux® dm-crypt.

CIS Control 3.9
Encrypt data on removable media.

CIS Control 3.10
Encrypt sensitive data in transit. Example implementations can 
include: Transport Layer Security (TLS) and Open Secure Shell 
(OpenSSH).

CIS Control 3.11
Encrypt sensitive data at rest on servers, applications, and databases. 
Storage-layer encryption, also known as server-side encryption, 
meets the minimum requirement of this Safeguard. Additional 
encryption methods may include application-layer encryption, also 
known as client-side encryption, where access to the data storage 
device(s) does not permit access to the plain-text data. 

CIS Control 11.3
Protect recovery data with equivalent controls to the original data. 
Reference encryption or data separation, based on requirements.

CIS Control 15.4
Ensure service provider contracts include security requirements. 
Example requirements may include minimum security program 
requirements, security incident and/or data breach notification and 
response, data encryption requirements, and data disposal 
commitments. These security requirements must be consistent with 
the enterprise’s service provider management policy. Review service 
provider contracts annually to ensure contracts are not missing 
security requirements.

CIS Control 16.11
Leverage vetted modules or services for application security 
components, such as identity management, encryption, and auditing 
and logging. Using platform features in critical security functions will 
reduce developers’ workload and minimize the likelihood of design or 
implementation errors. Modern operating systems provide effective 
mechanisms for identification, authentication, and authorization and 
make those mechanisms available to applications. Use only 
standardized, currently accepted, and extensively reviewed 
encryption algorithms. Operating systems also provide mechanisms 
to create and maintain secure audit logs.

N I S T  C S F C I S A  C P G s C R I  P R O F I L E C I S  C O N T R O L S
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Overlap is not equal.
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When do you plan to transition to 
another framework?
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K E Y  T A K E A W A Y

Similar structures and 
goals don’t mean identical 
controls or requirements.

How to Pick a Framework 

39
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T H E  B E S T  C Y B E R S E C U R I T Y  F R A M E W O R K

Matches Size & Complexity 

Easy to Understand

Cost Friendly

Familiar to Stakeholders

Easy to ReportEasy to Implement

S I Z E  &  C O M P L E X I T Y  

41
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E A S Y  T O  U N D E R S T A N D

1

Clear Language

2

Actionable Steps

3

Prioritized Structure

E A S Y  T O  I M P L E M E N T   |   L E N G T H

318

153

106

38

0 50 100 150 200 250 300 350

CRI Profile

CIS Controls

NIST CSF

CISA CPGs
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E A S Y  T O  I M P L E M E N T   |   F L E X I B I L I T Y

No Yes

Not Applicable
Yes – 

Risk Based
Yes – 

Compensating ControlNo Partial Yes

Not Applicable Fully ImplementedNot Implemented Partially Implemented

Not Started ImplementedScoped In ProgressNot Applicable

C O S T  F R I E N D L Y  

Control Costs

$

Time Costs

$

Vendor Costs

$
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Will a vendor be helping you with your 
cybersecurity assessments?

F A M I L I A R  T O  S T A K E H O L D E R S

Information Technology (IT)

Board of Directors

Senior Leadership

External Auditors

Regulators

Vendors (e.g., MSP, consultants, etc.)
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F A M I L I A R  T O  S T A K E H O L D E R S

https://tandem.app/state-of-cybersecurity-report

90%

70%

24%

9%
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30%
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50%

60%

70%

80%

90%

100%

FFIEC CAT NIST CSF CIS Controls CISA CPGs

2020

2021

2022

2023

2024

The more familiar a framework is, 
the smoother the adoption process.

49
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E A S Y  T O  R E P O R T  

Summary Reports Executive-Level Data Charts & Graphs

K E Y  T A K E A W A Y

The best framework is the 
one that fits. Choose what 
works for your team, your 
size, and your goals, and 
makes your life a little 
easier along the way.
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Tandem Cybersecurity 
Assessment

E A R L Y  R E L E A S E

Tandem Cybersecurity 
Assessment Software

Tandem.App/Cybersecurity

53
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T A N D E M  C Y B E R S E C U R I T Y  A S S E S S M E N T

• Enable frameworks

• Create assessments

• Compare with peers

• Review dashboards and reports

• Send reminders with tasks

S I G N  U P
Tandem.App/Cybersecurity

F R E E P R O

• Copy assessments

• Upload file attachments

• Edit and Read Only access

• Filter peer results

• Create custom documents
(Coming soon!)

S P E C I A L  P R I C I N G
Request a quote and sign before May 1st

Wrap Up & Resources
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https://tandem.app/cybersecurity
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C Y B E R S E C U R I T Y  F R A M E W O R K  Q U I Z

F R E E  R E S O U R C E

“Which Cybersecurity 
Framework Should I 

Choose?” Quiz

Tandem.App/Quiz

57
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https://tandem.app/quiz
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T H A N K S  F O R  J O I N I N G

Remember to complete the survey!

Replacing the FFIEC CAT:
A Guide to Cybersecurity Frameworks

Savannah Richardson, ITRF
GRC Content Analyst

Tandem, LLC
srichardson@tandem.app

LinkedIn.com/in/Savannah-Lee-Richardson

Alyssa Pugh, CISM, CRISC, Security+
GRC Content Manager

Tandem, LLC
apugh@tandem.app

LinkedIn.com/in/AlyssaPugh

Sign up for free: Tandem.App/Cybersecurity

Take the quiz: Tandem.App/Quiz
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mailto:srichardson@tandem.app
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