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About the Cover

In this year’s survey, we asked participants to rate the maturity of their
cybersecurity governance, risk management, and compliance programs.
To reflect the varying levels of maturity across key cybersecurity activities,
the cover features an equalizer display. Much like adjusting the levels on

a soundboard, institutions continue to strengthen different areas of their
programs over time. From left to right, the equalizer bars represent the
maturity of business continuity, incident response, information security
policies, risk assessments, security awareness training, and vendor
management. Learn more about these findings on Page 17.
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Introduction

Welcome

In 2026, cybersecurity governance, risk management,
and compliance (GRC) is an ever-moving target for
financial institutions. New technologies are moving
fast, while legacy systems, long-standing processes,
and regulatory expectations still require careful
management.

These mixed signals can leave many people wondering:
“"Are we the only ones trying to make sense of all this?”
Tandem surveyed more than 300 cybersecurity GRC
professionals working at financial institutions across the
United States. In our analysis, we saw a clear pattern:
community financial institutions are working through
many of the same competing priorities, uncertainties,
and changes.

This shared experience helped shape our report. What
follows is a look at how community financial institutions,

like yours, are actually running their cybersecurity
programs.

Key Findings
This year's results point to six recurring themes:

+  Programs are broadly mature, but the areas rated
lowest are often the hardest ones to validate.

+ A strong cybersecurity culture and engaged
leadership go hand in hand with healthy programs.

+  Small teams carry a wide and growing range of
cybersecurity responsibilities.

+  Artificial intelligence is now part of daily operations,
and with this comes new challenges.

+  Third-party risk shows up in maturity ratings,
examination priorities, and operational disruptions.

+  Cybersecurity framework adoption continues to shift
following the FFIEC CAT sunset.

Each theme is explored in the following sections.

© 2026 TANDEM, LLC

Method

Respondents were invited to participate through
Tandem’s email communications. Participation was
voluntary and respondents were not randomly selected
from the industry as a whole.

The survey was conducted between
35 June 1, 2026 and August 3, 2026.

<> All 306 respondents work for a financial
ﬂ institution based in the United States.

Survey results were reviewed by a team of cybersecurity
experts and analysts at Tandem. This report highlights
notable trends, changes over time, and meaningful
patterns observed in the data. Observations reflect

the most significant results and may not include

every response option or every comparison analyzed.
Percentages are rounded to the nearest whole number,
so totals may not always equal 100%.

All findings were self-reported and were not
independently verified. As with many survey-based
studies, correlations between responses may be
influenced by common-method bias, in which a
participant’s overall perceptions affect how they respond
across multiple questions.

Year-over-year comparisons draw on separate samples
in each survey year and may reflect differences in
respondent composition, as well as underlying changes
in industry practices.

How to Read This Report

This report is organized around the three functions of a
cybersecurity program: governance, risk management,
and compliance. Within each topic, you'll find three
recurring elements.

+  Observation
An overview of direct findings from the results.

*  TuningIn
Insights to highlight trends and cross references.

+  Takeaway
Practical recommendations to cut through the noise.



Demographics

Institution Types Asset Sizes

Of those who responded, 74% work for a bank, 21% Survey respondents represented a wide range of

work for a credit union, and the remaining respondents institution sizes. A majority (56%) came from institutions
work for other financial institutions (e.g., farm credit with less than $1 billion in assets, while 44% were from
institutions, mortgage companies, trust companies). institutions with $1 billion or more in assets.

@ Bank (74%) Less than $250M (17%)

@ Credit Union (21%) $250M - $500M (18%)

Other (5%) $500M - $1B (21%)

$1B - $5B (37%)

$5B - $10B (3%)

More than $10B (4%)

Roles & Responsibilities

Survey respondents worked primarily within cybersecurity / information security, Most cybersecurity
vendor management, business continuity, and information technology roles. GRC professionals wear
Respondents were asked to select all that applied. many hats. Nearly four

in five respondents

(78%) reported holding
Cybersecurity (73%) ©00000000000000000000000000000000000( twoormoreroles,and
more than half (54%)
selected four or more.

VendorManagement(53%) ©0000000000000000000000000(

Businesscontinuity(sz%) 00 000000000000000000000000

|nf0rmat|0|"lTeChnO|Ogy(52°/) 00 0000000000000 00606060000000 ‘»“»‘@.‘»‘ﬂ‘

A I I R R R o B, B, B, B,

Risk Management (42%)  dadadhdnddhdndi i i i i e B B . .

Senior Management (39%) ASSSSSSSS2222222223) o ., B, B .

Project Management (28%) i %‘%%%%

Physical Security (24%) Saeaaassssss o, 0, B, B, .
Compliance (22%)  iairindririnnirind o 6. 6. .

Audit(17%) 00000000«

Operations (16%) e ss

Board Member (6%)  dadndn @ 4+roles (54%)
H o, [ ¥ 1
Lending (4%) dnen @ 2:+roles (78%)
Finance (4%)  dndn 1 role (22%)
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Governance

In the context of this report, governance refers to how a financial institution directs, supports, and oversees its
cybersecurity program. Looking at trends in Board oversight, personnel, budgeting, and culture provides some of the

clearest signals about an institution’s cybersecurity posture.

Board Oversight

The Board of Directors is ultimately responsible for overseeing the institution’s cybersecurity program and ensuring risk is
managed in a safe and sound manner. To better understand how this responsibility is carried out in practice, we looked at

trends in cybersecurity experience and reporting cadence.

Observation
Most Boards lack a director with cyber experience.

71% of survey respondents reported their institution’s
Board of Directors does not include a director with
formal cybersecurity qualifications or expertise, such
as relevant professional experience, certifications, or
academic credentials.

@ Ves ® No Unknown

BOARD MEMBER CYBER EXPERIENCE

9%

© 2026 TANDEM, LLC

Tuning In

Among institutions with less than $1 billion in assets,
16% reported having a director with formal cybersecurity
qualifications or expertise, compared to 24% of
institutions with $1 billion or more in assets.

While most institutions in both groups reported lacking
cybersecurity expertise on the Board, larger institutions
were more likely to report having Board members with
experience.

CYBER EXPERIENCE BY ASSET SIZE

<$1B 16% 79% 5%
=$1B 24% 61% 15%



Observation

Board cybersecurity reporting occurs regularly.

Reporting is an important part of Board oversight, as it is how most Boards stay informed of cybersecurity updates.
Annual reporting was the most common individual cadence, cited by 34% of respondents. However, more than half of

institutions (53%) reported providing cybersecurity updates at least quarterly, indicating many Boards receive information
more frequently than once per year.

BOARD CYBERSECURITY REPORT FREQUENCY

34%
31%
22%
G
1
D
D
1
1
7% D
. — 5%
] —————— S A
_ 1 1 1
1 e J
Annually Semiannually Quarterly Monthly As Needed Unknown

Tuning In

Institutions with at least one Board member who has formal cybersecurity experience tend to report cybersecurity
information more frequently. Among institutions with Board-level cybersecurity expertise, 64% report to the Board
quarterly or monthly, compared to 50% of institutions without such expertise.

REPORT FREQUENCY BY BOARD MEMBER CYBERSECURITY EXPERIENCE

24% 38% 35% 31% 29% 19%

Annually Quarterly Monthly

@ Board Member with Experience @ Board Member without Experience
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Takeaway

While the survey results do not establish causation, they do suggest a meaningful

relationship between Board cybersecurity expertise and cybersecurity oversight.

+ Institutions with at least one Board member who has cybersecurity expertise

were more likely to report to the Board quarterly or monthly. While this isn’t

a surprising finding, it does indicate Board members with cybersecurity

backgrounds may be more comfortable engaging in conversations about
cyber risk, asking informed questions, and encouraging regular discussions

about cybersecurity.

+ Institutions without Board members who have cybersecurity expertise

are in good company. Most survey respondents reported their Boards do

not include cybersecurity experts, especially among smaller community
institutions. In those cases, management often helps fill the gap by providing
reporting that translates cybersecurity activities, risks, and priorities into

terms directors can use for decision-making.

At the end of the day, cybersecurity expertise may help directors engage more

confidently in cybersecurity discussions, but effective oversight starts with Board
members who stay informed, ask questions, and remain engaged in cybersecurity

discussions.

Board Member Resource

Want to help your Board get more value from

cybersecurity reporting? Download our resource,

A Board Member's Guide to Cybersecurity Assessments,

to learn how directors can interpret assessment results,
ask better questions, and confidently oversee cybersecurity
risk regardless of which framework your institution uses.

Download the Resource: Tandem.App/Board

© 2026 TANDEM, LLC

The Board's Role in Cybersecurity Assessments
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Introduction

RISK COVERAGE

About the FFIEC C|

FFIEC CAT Timeline
2013
Exccunme e 13636
e e devcopment

4 Tandem*

A Board Member's
Guide to Cybersecurity
Assessments



https://tandem.app/board

Personnel

Staffing plays a key role in cybersecurity governance, shaping how the institution’s cybersecurity program is implemented
and managed. To better understand how institutions resource these efforts, we looked at trends in staffing levels and
expected changes to cybersecurity personnel over the next 12 months.

Observation

Cyber programs are often supported by small teams.

Over a third (36%) of survey respondents reported
relying on just one or two full-time IT, information
security, and cybersecurity professionals.

Two-thirds of respondents (67%) reported having
five or fewer and a significant majority of institutions
(82%) reported employing 10 or fewer full-time staff
supporting these functions.

Tuning In

Cybersecurity staffing generally grows alongside the
size and complexity of the institution. Institutions
with less than $250 million in assets overwhelmingly
reported having one to two full-time IT, cybersecurity,
and information security professionals, while larger
institutions were more likely to report larger teams.
Institutions with $1 billion or more in assets were
far more likely to report staffing levels above 10
employees.

FULL-TIME STAFF BY ASSET SIZE

Less than $250M

$250M - $500M 63%
$500M - $1B 30%
$1B-$5B 9% 28%
$5B - $10B 22%
More than $10B 8%

® -2 ® 35 ® 6-10

NUMBER OF FULL-TIME STAFF

="
| 36% |
67% of institutions run IT and
| 31% | security with five people or fewer
| |
| |
| |
| |
| |
l l 15%
| |
| I 7%
' ' 3% 3% 4%
| |
o=_=

1-2 3-5 6-10 11-15 16-20 21-30 >30

92% 8%
37%
53% 16%
27% 18% 9% 7%
44% 1% 11% 11%
67%
11-15 16 - 20 21-30 >30
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Observation
Staffing is expected to remain stable or grow.

More than half of institutions (54%) expect no planned
changes to their cybersecurity staffing and outsourcing
model over the next year. Among those anticipating
changes, expansion is the major theme, whether through
additional employees (21%) or greater reliance on
outsourced services (25%).

ANTICIPATED STAFFING CHANGES

No Changes 54%

Increase Outsourcing _ 25%
Increase Staff - 21%

Decrease Staff I 1%

Decrease Outsourcing I 1%

Takeaway

Tuning In

Among respondents who selected more than one
answer option, the only combination reported at
meaningful levels was increasing both in-house
staff and outsourced services (8%). This suggests
that when institutions anticipate changes to both
staffing models, they are more likely to expand
both internal and external resources, rather than
choose one over the other.

MULTIPLE CHANGES

=

Institutions
that plan to
8 O/ increase both
(@) in-house staff
and outsourced
services.

The survey data paints a picture of an industry that wants to do more with the resources it currently has. While some
institutions are preparing to grow by adding staff or expanding outsourced support, most expect their cybersecurity

staffing model to look much the same a year from now.

This reality creates two different challenges:

+ Institutions planning to grow must determine where additional people or services will have the greatest impact, often
combining internal personnel who bring organizational expertise with outsourced providers who bring specialized

expertise and capacity.

+ Institutions planning to maintain must carefully balance day-to-day operational responsibilities with strategic
cybersecurity initiatives, making intentional decisions about where time and resources are invested.

In both cases, what matters most is not the size of the team, but whether the institution has the right personnel resources

to effectively manage cybersecurity risk.

© 2026 TANDEM, LLC
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Budgeting

Budgeting provides insight into how institutions prioritize and fund cybersecurity initiatives. To better understand how
financial institutions manage their budgets, we looked at how cybersecurity funding is allocated and how institutions
expect their IT and cybersecurity budgets to change in the future.

Observation Observation

Cyber funding is typically integrated with IT budgeting. Most institutions expect cyber budgets to increase.
Most institutions fund cybersecurity through their More than half of respondents (56%) reported their
broader IT budgeting process. A majority of respondents institution’s 2026 cybersecurity budget was, or was
(62%) reported that cybersecurity funding is included expected to be, higher than in 2025. An additional 25%
within the IT budget, either as a defined line item (28%) reported spending was expected to remain about the
or without being tracked separately (34%). Only 14% of same, while only 3% anticipated a decrease.

institutions maintain a dedicated cybersecurity budget
separate from IT.

CYBERSECURITY FUNDING MODEL ANTICIPATED BUDGET CHANGES

14% Dedicated Cybersecurity Budget

28%

34%

7%
8%

9%

12

Dedicated Line ltem in IT Budget

Funding Included in IT Budget

] 16%
As-Needed Funding for Major Projects 3%
I No Formal Funding or Budget
Uibaaiein More Same Less Unknown
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Tuning In

Institutions with an established path for cybersecurity funding were more likely to expect budget growth than those
without one. Growth expectations peaked among institutions that track cybersecurity as a defined line item within the IT
budget (73%). That compares with 56% of those that include it in the IT budget without tracking it separately, and 35% of
those with no formal cybersecurity budget.

LIKELIHOOD OF BUDGET GROWTH BY CURRENT FUNDING MODEL

Dedicated Line Item in IT Budget 73%
As-Needed Funding for Major Projects 65%
Funding Included in IT Budget 56%
Dedicated Cybersecurity Budget 50%
No Formal Funding or Budget 35%

Unknown 25%

@ Share of Respondents Anticipating Budget Growth

Takeaway

For many financial institutions, the survey data shows cybersecurity investments are commonly planned and funded
alongside other technology priorities. In practice, this integrated approach can provide several benefits.

It reinforces that cybersecurity is a core technology investment.
It reflects the overlap between IT and cybersecurity spending.
It streamlines technology planning and investment decisions.

However, integrated budgeting can also make cybersecurity priorities less visible. Regardless of how cybersecurity

spending is categorized, institutions should ensure cybersecurity needs are considered alongside other technology
priorities when investment decisions are made.

© 2026 TANDEM, LLC
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Culture

Leadership sets the tone at the top, and that tone helps shape cybersecurity culture. To better understand this
relationship, we looked at how respondents describe their institution’s cybersecurity culture and how those perceptions
align with confidence in the institution’s overall cybersecurity posture.

Observation Observation

Most institutions report an established cyber culture. Most are also confident in their cybersecurity posture.
While 20% of respondents reported a strong culture in Nearly two-thirds of respondents (65%) reported

which cybersecurity is deeply embedded throughout being extremely or very confident in their institution’s
the organization, the largest group (67%) described cybersecurity posture, with another third indicating

an established culture, where cybersecurity receives moderate confidence. Only a small minority expressed
consistent attention and support. The remainder (13%) low confidence, suggesting most institutions view their
reported a developing or reactive culture. cybersecurity program positively.
CYBERSECURITY CULTURE CYBERSECURITY POSTURE CONFIDENCE

@ Extremely (9%)
@ Very (56%)
Moderately (33%)

@ Slightly (2%)

@ Strong (20%)
@ Established (67%)
Developing (11%)

@ Reactive (2%)

What We Mean by “Culture”

When respondents answered the question about culture, the following definitions were used.

@ Strong Culture. Cybersecurity is deeply embedded in our culture. We integrate it into planning, budgeting, and
daily operations, and it plays a central role in organizational strategy.

@ Established Culture. Cybersecurity is important and well-supported. We consistently invest attention and
resources into cybersecurity, though it is not a primary driver of organizational strategy.

Developing Culture. Cybersecurity is necessary for compliance. We focus on meeting regulatory and
examiner expectations while managing operational risk effectively.

@ Reactive Culture. Cybersecurity is treated as an operational necessity. We address cybersecurity needs only
in response to business requirements or specific events.
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Tuning In

Respondents who reported high confidence (i.e., Extremely Confident or Very Confident) in their cybersecurity posture also
strongly tended to define their cybersecurity culture as strong or established. Together, these groups accounted for 60% of
all survey responses, compared to just 4% for institutions with developing cultures and virtually none for those reporting a
reactive culture.

CULTURE AND CONFIDENCE

Extremely Confident Very Confident Moderately Confident Slightly Confident
Strong Culture | 14% | 2% 0%
| |
Developing Culture 1% 0%
Reactive Culture 0% 0% 1% 1%

Takeaway

While things like culture and confidence may be difficult to quantify, the survey results suggest a meaningful relationship
between the two. Institutions with a strong culture were also much more likely to express high confidence in their
cybersecurity posture.

«  For institutions with a “Strong” or “Established” culture, it is important to maintain momentum. Culture is not a
permanent achievement or something to recertify annually. Continue to revisit the priorities and practices that helped
build a positive cybersecurity culture in the first place.

+  For institutions with a “Developing” or “Reactive” culture, small improvements can have a big impact. Integrating
cybersecurity concepts into day-to-day decision-making and business processes can help strengthen culture over
time and encourage more consistent awareness of cybersecurity across the institution.

Cybersecurity culture influences how people prioritize and discuss cybersecurity issues. While it may be a softer metric
than budgets or staffing, it remains an important part of an institution’s cybersecurity program governance.

© 2026 TANDEM, LLC 15



Risk Management

In the context of this report, risk management refers to how an institution identifies, assesses, and responds to
cybersecurity risk. Looking at trends in program maturity, training, incident response, vendor management, and emerging
risks provides some of the clearest signals about an institution’s ability to manage risk effectively.

Program Maturity

A cybersecurity program provides the structure through which institutions manage and oversee cybersecurity risk
management activities. To better understand program development and maturity, we looked at how respondents manage
their cybersecurity program and assess their progress.

Observation

Cyber programs are managed formally. PROGRAM MANAGEMENT METHODS

Nearly all respondents reported having

a formal method for managing their 46% 42% 8%

cybersecurity program.

Dedicated GRC software and hybrid
approaches account for the vast

majority of responses (88%)' while onIy . GRC Software @ Documents & Spreadsheets

8% reported sole reliance on documents

and spreadsheets. @ Hybrid Approach Internally Developed Tools (2%)
Tuning In

The use of software-supported program CONFIDENCE BY PROGRAM MANAGEMENT METHOD

management was consistent across

institution types and asset size.

Approximately 89% of banks and 85% Documents

of credit unions reported using either & Spreadsheets
third-party GRC software or a hybrid

approach.
GRC Software 67%

Institutions relying solely on documents
and spreadsheets reported lower
confidence in their overall cybersecurity
posture; however, these results do not
establish a direct relationship between
the tools used and overall confidence.

42%

@ High Confidence (i.e., Very or Extremely Confident)
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Observation

Cybersecurity program components are well established with room to grow.

Respondents generally reported strong levels of maturity across key cybersecurity program components. Between
89% and 96% rate each component as either somewhat or very mature. Security awareness training and information

security policies (52%) received the highest “very mature” ratings, while information security risk assessment and vendor
management programs (35%), and incident response plans (33%) were less frequently viewed as very mature.

CYBERSECURITY PROGRAM MATURITY

Security Awareness Training 52% 42% 6% o Very Mature

@® Somewhat Mature
Information Security Policies 52% 44%

@ Not Mature

Business Continuity Plan 37% 53% 9%

Unknown
Info. Security Risk Assessment 35% 56% 8%
Vendor Management Program 35% 54% 10%

Incident Response Plan 33% 59%

Tuning In

Institutions that report a strong cybersecurity culture are also more likely to report a mature
cybersecurity program. Across every program area evaluated, respondents from institutions
with a strong culture were more likely to rate their program as at least somewhat mature
than those from institutions with developing cultures. Some of the largest differences were
observed in risk assessments (97% vs. 77%), policies (100% vs. 80%), vendor management
(93% vs. 74%), and incident response (95% vs. 80%). @ Established Culture

@ Strong Culture

Developing Culture

PROGRAMS RATED AT LEAST SOMEWHAT MATURE BY CULTURE

98% .. 100% ggg, 97% 9
95% 93% 90, 92% 93% 919 95% 94%
83% o 83% o
Security Information Business Information Vendor Incident
Awareness Security Continuity Security Risk Management Response
Training Policies Plan Assessment Program Plan

© 2026 TANDEM, LLC 17



Takeaway

As a GRC software company, we recognize that we bring a particular perspective
to this topic. However, the results align with what we've seen for years:

Managing a cybersecurity program through spreadsheets, folders, and email
can work for a while, but it becomes much more difficult as programs mature.

Dedicated GRC tools provide capabilities that are difficult to replicate with
shared network locations alone, including structured data, role-based access
controls, automated notifications, instant reporting, integrations, and access to
security and compliance expertise. These capabilities help institutions organize
information, show progress, and communicate results more effectively.

As cybersecurity program components mature, the processes and tools used to
manage them need to mature, as well.

Mature programs need mature tools.

Tandem helps financial institutions replace

spreadsheets, shared folders, and disconnected

tools with software designed specifically for = Policies
cybersecurity governance, risk management,

and compliance.

Information Security + Open

Information Security Policies Dashboard

Manage assessments, policies, vendors, ' Poiicy Category Overview v Policy Approval by Category
incidents, business continuity, and more from a _ e P——
single platform built by cybersecurity experts. \

Pocies

Tandem.App/Demo )

Upcoming Tasks Reports Overview

— hdmosane  — Physeal Techneat

See what your cybersecurity program can look like with Tandem.


https://tandem.app/demo
https://tandem.app/demo

Security Awareness Training

Effective security awareness training programs involve educating employees to identify cybersecurity risks and make
informed security decisions in their daily work. Among all program components measured in the survey, security
awareness training received the highest maturity ratings. To better understand what highly mature programs look like in
practice, we looked at training effectiveness, delivery formats, topics covered, target audiences, and training cadence.

Observation
Strong security awareness programs rely on multiple training methods.

Respondents reported using an average of more than three different training formats, with simulated phishing (99%),
online learning (94%), and educational communications (80%) being the most common.

TRAINING METHODS

Simulated Phishing Exercises 99%
Online or Video-Based Learning 94%
Educational Communications 80%

One-on-One Training (As Needed) 59%

Printed Materials 40%

Live Instructor-Led Training 39%

Observation Tuning In
Two to five hours of annual training is most common. Among institutions that conduct simulated
phishing exercises, monthly testing emerged
A majority of respondents (56%) reported requiring between two as the standard cadence (59%). Nine in ten
and five hours of security awareness training annually, making it respondents reported performing phishing tests
the most common approach by a significant margin. on at least a quarterly basis.
TIME SPENT ON TRAINING PHISHING TEST FREQUENCY
@ <1 Hour(14%) @ Weekly (7%)
@ 2-5Hours (56%) @ Monthly (59%)
@ 6-10Hours (15%) @ Quarterly (24%)
@ 11-20Hours (8%) @ Semiannually (2%)

> 20 Hours (3%) Annually (4%)

Unknown (3%) Other (4%)
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Observation
Emerging threats have become mainstream training content.
While phishing and social engineering remain nearly universal training topics (99%), a large majority of institutions also

include emerging risks such as artificial intelligence and deepfakes (84%). Notably, emerging risks were covered more
frequently than remote work security (73%), incident reporting procedures (68%), and role-specific training (37%).

TRAINING TOPICS

Phishing & Social Engineering Awareness 99%
Acceptable Use of Technology Resources 91%
Emerging Risks (e.g., Al, Deepfakes) 84%

Authentication Best Practices 78%

Remote Work & Mobile Device Security 73%

Incident Reporting Procedures 68%

Role-Specific Training 37%

Tuning In

While role specific training was reported by only 37% of respondents, it was more common among institutions with
mature training programs. Approximately 45% of respondents rating their training “very mature” included role-specific
content, compared with 29% of those rating it “somewhat mature.”

ROLE-SPECIFIC TRAINING BY PROGRAM MATURITY

Very Mature %ﬂ
Somewhat Mature ﬂ

I
I
Not Mature 17% l
I
I
I

Overall (37%)
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Observation

Training programs prioritize the workforce.

Security awareness training is nearly universal among
employees, with 98% of respondents reporting that employees
receive training. Many institutions extend training to other
internal audiences, including Boards (49%) and senior

management (36%), as well as external audiences, like
customers or members (25%).

TRAINING AUDIENCES

INTERNAL
Board Members 49%
Senior Management 36%

Employees 98%

EXTERNAL
Customers/Members 25%

Third Parties 2%

[y

Takeaway

Tuning In

Institutions that view cybersecurity as part of
their culture seem to be more likely to extend
that focus beyond the institution. Participation in
customer and member cybersecurity education
increased from 17% among respondents with
developing cultures to 32% among those with
strong cultures.

CUSTOMER TRAINING BY CULTURE

Overall (25%)

17%

Strong Established  Developing
Culture Culture Culture

Most institutions report having a well-established security awareness training program, and survey data suggests these
efforts tend to mature alongside cybersecurity culture. Maturity does not necessarily mean “do more training” or “create
individualized content for every role.” Instead, the strongest programs focus on the people and activities most closely

connected to the institution’s risks.

+  For institutions with established programs, maturity may come from refining the program, not expanding it. Keep
content timely, relatable, and connected to the institution’s cybersecurity risks.

+  For institutions with developing programs, maturity does not have to happen all at once. Start by identifying your
highest-priority risks. Then, select training topics and methods most likely to influence behavior.

At the end of the day, an effective security awareness training program is not defined by how much training is provided,
but by whether it helps build a culture where cybersecurity becomes part of how people think and make decisions.

© 2026 TANDEM, LLC
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Incident Management

Incident management is the process of detecting, responding to, and recovering from incidents. Among all cybersecurity
program components measured in the survey, incident response programs received the lowest maturity ratings. To better
understand how financial institutions are approaching incident response, we looked at changes in cybersecurity incident
volume, experiences with specific types of incidents, and confidence in detecting incidents as they occur.

Observation CHANGE IN INCIDENT VOLUME

Incident volume has remained relatively stable.
@ More (14%)
Nearly six in ten institutions (59%) reported
experiencing the same number of cybersecurity
incidents as the previous year. Among the remaining
respondents, 14% reported more incidents and 17%
reported fewer incidents, indicating no clear shift in
overall incident volume.

Same (59%)
@ rFewer(17%)

Unknown (10%)

Tuning In

While most respondents reported no change in 2026, the broader trend suggests cybersecurity incidents remain a
consistent reality for financial institutions. Nearly three-quarters of respondents (73%) reported the same or more
incidents than the previous year.

YEAR-OVER-YEAR CHANGE IN INCIDENT VOLUME

2024

59%

@® 2025

50% @ 2026

27%
24%

19%

10% 10%

8%

More Same Fewer Unknown
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Observation
Most believe training lowers incident risk. TRAINING REDUCES RISK OF INCIDENTS

Respondents were asked to indicate the extent
to which they agreed or disagreed with the
following statement:

14%
“My financial institution’s cybersecurity training
directly reduces the risk of incidents.”

A significant majority of respondents (85%)
agreed or strongly agreed, while only 1%

disagreed, suggesting most institutions view @ stonglyAgree @ Agree Neutral @ Disagree
training as an effective risk-reduction measure.

Tuning In

Nearly all respondents from institutions with a strong cybersecurity culture (97%) and most from institutions with a very
mature incident response plan (91%) agreed training reduces risk of cybersecurity incidents.

TRAINING IMPACT BY CULTURE TRAINING IMPACT BY IRP MATURITY

Strong Culture ﬁ 97% Very Mature ﬁ 91%
Established Culture ﬁ 87% Somewhat Mature ﬁ 81%
Developing Culture q 54% Not Mature ﬁ 76%

However, this belief was not associated with more favorable incident trends. Institutions that believed training directly
reduces risk were just as likely to report an increase in incidents as those that were less convinced (15% vs. 14%). This
does not diminish the importance of training, but it does reinforce the need for a layered cybersecurity program.

INCIDENT VOLUME BY TRAINING IMPACT

@ More Incidents

Agree or 15% 68% 17%

Strongly Agree @ samelncidents
@ rewerincidents

Ngutral or 14% 57% 29%

Disagree
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Observation INCIDENT DETECTION CONFIDENCE

Many are confident in incident detection.
@ Extremely Confident (8%)

Most respondents expressed confidence in their @ Very Confident (51%)
institution’s ability to detect a cybersecurity incident while

it is happening. Nearly six in ten (59%) reported being @  Moderately Confident (33%)
either “very confident” or “extremely confident,” while Slightly Confident (8%)

another 33% reported being “moderately confident.”

Tuning In

Institutions with stronger cybersecurity cultures and more mature incident response programs were more likely to express
high confidence in their ability to detect incidents. High confidence was reported by 72% of respondents with a strong
culture, compared with 49% of those with a developing culture. Similarly, respondents with very mature incident response
plans (69%) were more likely to express high confidence than those with lower plan maturity (48%).

DETECTION CONFIDENCE BY CULTURE DETECTION CONFIDENCE BY MATURITY
Culture 72% Mature 69%
/ /
/, //
Culture / Mature /
/ /
/ /

Culture L Mature D

@ High Confidence (i.e., Very or Extremely Confident) == === Trendline
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Observation
Al-enabled fraud affected one in six institutions.

Sixteen percent of respondents reported experiencing a
fraud incident involving Al-generated or Al-assisted content,
such as deepfakes, voice cloning, or synthetic identities, in
the past 12 months. While most institutions (72%) reported
no such incidents, the results suggest that Al-enabled fraud
has become a real-world challenge for many institutions.

ARTIFICIAL INTELLIGENCE INCIDENTS

@ VYes(16%)
@ No(72%)

Unknown (11%)

Observation
One in three impacted by third-party incident.

More than one-third of respondents (35%) reported
experiencing at least one significant impact from a third-
party incident during the past 12 months. The most common
outcome was an operational disruption rather than data
exposure (i.e., compromise, loss, or exposure of data).

THIRD-PARTY INCIDENT IMPACTS

Internal Data Exposure lr- |

35% reported at

Customer Data Exposure l ' least one third-party
| | incident impact.
Internal Disruption | 13% | Respondents could
select all that apply.

| |
Service Disruption
L J,

Unknown 6%

© 2026 TANDEM, LLC

Tuning In

Institutions reporting higher cybersecurity
incident volumes were more likely to report
Al-related incidents. Specifically, 35% of
respondents reporting more incidents
experienced an Al-related incident, compared
with about 15% of those reporting stable or
declining incident volumes.

Al INCIDENTS BY VOLUME

More Same Fewer

Tuning In

When third-party incidents occur, they rarely fit
into a single category. Among respondents who
reported experiencing significant third-party
incident impacts, nearly one-third (31%) reported
multiple adverse impacts, with 7% experiencing
disruptions to both customer-facing services
and internal operations.

MULTIPLE IMPACTS

Institutions
affected by

3’] O/ a third-party
(0] incident that
reported multiple
adverse impacts.
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Takeaway

Of the six cybersecurity program components evaluated, incident response received the fewest “very mature” ratings
(33%). Assessing maturity in this area presents a unique challenge. Institutions need a plan, but documentation alone
cannot show how well the plan will work under pressure.

Institutions looking to strengthen their plans should focus on these areas:

Test the plan. Use exercises to rehearse your response activities and validate confidence in detection capabilities,
escalation procedures, and decision-making.

Prepare for broader impacts. Al-enabled fraud, third-party disruptions, and other incidents may impact several
operational areas at once.

Turn experience into improvement. If an incident occurs, use the opportunity to strengthen procedures, clarify
responsibilities, and update employee training.

Each encounter should leave the institution better prepared to limit disruption and respond effectively to future events.

Be ready before an incident happens.

@ Keep incident records organized

= Incident Management 4y Tandem L

«— Track response actions from start to finish

Distributed Denial of Service Attack

Incident Info »

o , = p,q Use scenarios to host tabletop exercises

0

Tandem.App/IM >

Prepare to handle incidents with Tandem Incident Management. Tandemr


https://tandem.app/im
https://tandem.app/im

Cyber Insurance

Cyber insurance has become a key part of incident management, allowing organizations to transfer a portion of an
incident’s financial risk. To better understand the current state of cyber insurance, we looked at whether institutions carry
cyber insurance coverage, how premiums have changed, and trends in claim filing.

Observation

Nearly every institution carries cyber insurance.

Nearly all respondents (96%) reported that their
institution maintains a cyber insurance policy,
while only 1% reported having no coverage.

CYBER INSURANCE COVERAGE

Institutions that
reported carrying

9 6 O/ a cyber insurance
) policy.

Observation

Cyber insurance costs trend upward.

Among respondents who knew how their
premiums changed at the most recent renewal,

58% reported an increase and 38% reported
premiums stayed about the same.

INSURANCE PREMIUM CHANGE
. @ Significant Increase (1%)
@ Moderate Increase (23%)

Slight Increase
No Change (38%)

@ slight Decrease (4%)

© 2026 TANDEM, LLC

Tuning In

While many factors influence cyber insurance pricing,
respondents with stable or declining premiums were more
likely to describe their incident response programs as “very
mature” than respondents reporting premium increases
(42% vs. 29%).

IRP MATURITY BY PREMIUM CHANGE

Increase 29% 61% 10%

No Change o ® ®
or Decrease 42% 53% S

@ Very Mature @ Somewhat Mature @ Not Mature

Tuning In

Respondents who reported an increase in cyber insurance
premiums were also more likely to report an increase in their
anticipated cybersecurity spending (68% vs. 51%), as a whole.
While this relationship does not explain the increase, it does
suggest that rising insurance costs are often part of a larger
cybersecurity spending picture.

BUDGET GROWTH BY PREMIUM CHANGE

No Change
or Decrease

51%

@ Reported Anticipated Budget Increase
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Observation
Few reported filing insurance claims.

Despite near-universal adoption, only 7% of
respondents reported filing a claim on their
cyber insurance in the past 24 months.

Tuning In

A cybersecurity incident is any event that
compromises the confidentiality, integrity,
or availability of systems or data. While

not every cybersecurity incident is likely to
result in an insurance claim, responding to
an incident often requires time, effort, and
resources from the institution, regardless of
whether a claim is filed.

This distinction is evident in the results.
Among those who reported experiencing Al-
related fraud or third-party incident impacts,
83% did not report filing a claim.

A similar pattern emerged when comparing
claim activity to incident volume trends.
Even among respondents who reported
experiencing more incidents over the past
12 months, only 15% reported filing a
claim. Claim rates were even lower among
institutions reporting the same number of
incidents (6%) or fewer incidents (4%).

Takeaway

CYBER INSURANCE CLAIM STATUS

7

% 83% 10%

@® ClaimFiled @ No Claim Filed Unknown

CLAIMS BY INCIDENT IMPACT

17% 83%

CLAIMS BY INCIDENT VOLUME

More 15% 85%

Same ¥ 94%

Fewer [i&4 96%

Cyber insurance is now common among financial institutions, but coverage alone does not determine how well an
institution can manage the financial impact of a cybersecurity event or incident. The value of a cyber insurance policy
depends on whether the institution understands its coverage and knows how to use the policy when an incident occurs.

When evaluating cyber insurance coverage, institutions should consider the following:

Review how the policy fits into the incident response process. Institutions should know when the carrier must be
notified, who is responsible for initiating a claim, and what documentation may be required.

Understand the terms before an incident occurs. Coverage limits, exclusions, deductibles, and requirements to use
approved legal counsel or response providers can affect how an institution responds to an incident.

Plan for costs or events that may fall outside the policy. Not every incident results in a claim. Even covered events
may involve expenses that are not fully reimbursed. Institutions should be prepared to absorb some costs as part of

incident recovery.

Cyber insurance should support a prepared incident response program, not replace one. Institutions that understand their
coverage and plan for uninsured costs are likely to be better positioned to handle financial impacts of an incident.
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KEYS Conference

April 6 - 8,2027 | The Overton Hotel | Lubbock, Texas

Knowledge Essential to Your Security

Each spring, Tandem customers gather for three days of learning, connection, and collaboration designed to help IT and
information security professionals stay current, share experiences, and strengthen their programs with real-world insights.

@) EXPERT INSIGHT
= Hear from industry leaders, Tandem experts, and your peers.

9 HANDS-ON LEARNING
Build practical skills through educational sessions and workshops.

@ FOCUSED CONTENT
Explore the latest in cybersecurity governance, risk management, and compliance.

8?;3 FUN & GAMES
Compete, connect, and enjoy friendly challenges throughout the event.

Learn More & Register Now

Tandem.App/KEYS )

Tune in to cybersecurity at the 2027 KEYS Conference. 0 Tandemr


https://tandem.app/keys
https://tandem.app/keys

Vendor Management

Vendor management is the process of overseeing third-party relationship risk throughout the vendor lifecycle. Among
all cybersecurity program components measured in the survey, vendor management was also one of the lowest rated
in terms of reported maturity. To better understand current practices, we looked at the number of vendors institutions
manage, monitoring cadence, and evaluated third-party artificial intelligence (Al) risk.

Observation
Managing large vendor populations is the norm.
Financial institutions often manage a substantial number of third-party relationships. Nearly half of all respondents (47%)

reported maintaining over 100 vendors, including 16% with more than 200 vendors. Even so, 73% of all respondents
reported 20 or fewer critical vendors.

NUMBER OF VENDORS NUMBER OF CRITICAL VENDORS
< 50 (26%) <10 (43%)

@ 51-100(21%) 11-20 (30%)

@ 101-150(21%) ® 21-30(11%)

@ 151-200(10%) ® 31-50(6%)
@ >200(16%) ® >50(6%)

Unknown (5%) Unknown (3%)

Tuning In

Institution size often influences the scale of a vendor management program. Among institutions with less than $1
billion in assets, 41% managed 50 or fewer vendors, while only 10% managed more than 150. In contrast, half (50%)
of institutions with $1 billion or more in assets reported more than 150 vendors. Similarly, 88% of smaller institutions
reported 20 or fewer critical vendors, compared to 62% of larger institutions.

TOTAL VENDORS BY ASSET SIZE CRITICAL VENDORS BY ASSET SIZE

<$1B 28% 20% 10% <$1B
=$1B 15% 24% 50% =81B 23% 15%

<50 @ 51-100 @® 01-150 @ >150 <20 ® 21-40 ® -4
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Observation
Monitoring practices tend to follow two distinct approaches.

Vendor monitoring practices tended to group around two primary approaches: annual reviews (52%) and continuous
monitoring (29%). All other monitoring frequencies combined accounted for less than one-fifth of responses.

VENDOR MONITORING PRACTICES

Continuously

3%4% 4% 5% 3% Monthly

Quarterly

Semiannually
Annually
As Needed / Other

Unknown

Tuning In

An observable relationship exists between vendor monitoring frequency and perceived program maturity. Institutions
conducting continuous monitoring reported the highest percentage of very mature vendor management programs (42%)
and the lowest percentage of not mature programs (3%).

Annual monitoring followed closely, with 33% reporting very mature programs and 11% reporting not mature programs. By

comparison, institutions using other monitoring frequencies reported not mature programs nearly twice as often as those
conducting annual reviews.

PROGRAM MATURITY BY MONITORING FREQUENCY

@ Very Mature
Continuously 42% 54% 3% @ Somewhat Mature

Annually 33% 56%

All Other 32% 49% 19%

@ Not Mature

Need help monitoring your vendors?
Connect with a Tandem partner.

Tandem.App/Partner-Program »
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https://tandem.app/partner-program

Observation
Vendor Al oversight practices remain uneven.

Many institutions are still developing their approach to vendor artificial intelligence (Al) governance. More than half of
respondents (53%) reported evaluating vendor Al use during vendor selection, making it the most common vendor Al
oversight practice.

No other Al oversight activity was reported by more than one-third of respondents. At the same time, 33% reported
reviewing vendor Al use informally on a case-by-case basis, and 12% reported that vendor Al use is not currently
assessed.

VENDOR Al OVERSIGHT PRACTICES

Vendor Al use is evaluated during vendor selection 53%
Vendor Al use requires completion of Al-specific due diligence 31%

Vendor Al use requirements are included in new vendor contracts 23%

Vendor Al use has been evaluated in existing vendor contracts 19%

Vendor Al use is reviewed informally on a case-by-case basis 33%

Vendor Al use is not currently assessed 12%

Unknown 8%

Tuning In

Sixty-one percent of respondents reported at least one formal process for evaluating vendor Al use. At the same time,
19% selected both formal and informal responses, indicating that vendor Al governance practices may vary across
vendors, use cases, or stages of the relationship lifecycle. Only 42% reported exclusively formal approaches, while 38%
reported only informal, nonexistent, or unknown vendor Al oversight practices.

VENDOR Al OVERSIGHT FORMALITY

@ Formal Only

Both Formal & Informal

@ nformal Only

Neither

32 2026 CYBERSECURITY GRC REPORT FOR THE FINANCIAL INSTITUTION INDUSTRY



Takeaway

Many institutions manage a large number of vendor relationships, but not every vendor requires the same level of
oversight. The challenge is in making sure the right oversight happens at the right time.

To increase the maturity of your vendor management program:

+ Establish a consistent cadence. Ad hoc processes make it easier for important tasks to fall through the cracks.
Schedule due diligence, contract reviews, and monitoring activities on a regular basis or use available tools to perform
continuous monitoring.

+  Perform due diligence with a purpose. Rather than treating every vendor the same, focus your due diligence efforts
on the nature of the services they provide, the system and data they can access, and the risks they introduce.

+  Make Al part of the conversation. As vendors continue to incorporate Al into their products and services, it is
important for vendor managers to include questions about Al use within existing selection, due diligence, contract
review, and monitoring processes.

Vendor management is ultimately an ongoing process, not a point-in-time exercise. Regular reviews and meaningful due
diligence help institutions stay informed as vendors, services, and technologies change.

TANDEM VENDOR MANAGEMENT

Manage third-party risk with confidence.

Tandem Vendor Management helps organizations

manage third-party risk throughout the entire relationship. e
From planning and due diligence to contract management, = Vendor Management L@ e
ongoing monitoring, and termination, Tandem keeps o oo

information, documents, reviews, and reporting e e oo .
organized in one place. =

F oper

Vendor Highest Overall Risk Vendor Significance

Reports Next Events

a6r30/z09

Simplify third-party oversight with Tandem Vendor Management.


https://tandem.app/vm
https://tandem.app/vm

Artificial Intelligence

Artificial intelligence (Al) is an emerging cybersecurity risk that financial institutions are actively working to manage. To
better understand current practices, we looked at Al adoption rates, the most popular Al tools, unapproved Al usage, and
the common concerns institutions have about the use of Al.

Observation

Half of institutions have formally adopted Al.

Half of respondents (50%) reported Al tools have been formally approved for use by their institution, and 54% reported
actively testing or evaluating Al tools. Despite this progress, governance challenges remain, with 16% of respondents
reporting informal Al use by employees without formal approval or oversight.

Al USE IN FINANCIAL INSTITUTIONS

54%
50%

Al tools have Al tools are
been formally being tested or
approved evaluated
Tuning In

Survey results show a notable shift in Al
adoption over the past year. Institutions
reporting formally approved Al use
increased from 27% in 2025 to 50% in
2026, while the percentage prohibiting
Al decreased from 32% to 9%.

@® 2025 @ 2020

16%
9%
6%
| B
Al tools are Al tools are Other Unknown
being used prohibited

informally

YEAR-OVER-YEAR Al POSTURE

Formally
Approved

Prohibited
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Observation
Microsoft Copilot leads Al tool adoption.

Microsoft Copilot was by far the most widely adopted Al tool, with four
in five respondents (80%) reporting that it is being formally used, tested,
or evaluated. OpenAl ChatGPT ranked a distant second at 35%, followed
by Anthropic Claude at 23%. Adoption levels for other Al tools were
substantially lower.

Al TOOL ADOPTION RATES

80%
35%
23%
%
16% 139, 13%
. . . =
A« ¢ x Q& o Q
O Q S v Q &
OQ\ 6\6 @ Q)Q’b & 3 S b\y
& < o o C & 3
S ¥ K i S S &
O N
& & S < S
K\ R N <2,\o 2
» &
<

Observation

Approved Al policies are now common.

The vast majority of respondents (90%) reported having an approved Al
policy, including 68% with a standalone Al policy and 22% that address Al

within existing policies.

APPROVED Al POLICY

Yes, in a standalone policy (68%)

Yes, in existing policies (22%)

No (9%)

Unknown (1%)

© 2026 TANDEM, LLC

Tuning In

Microsoft Copilot’s lead continued
to grow (68% to 80%), while Claude
recorded the largest year-over-year
increase (2% to 23%). ChatGPT
remained widely used, though
reported adoption declined slightly
(39% to 35%).

YEAR-OVER-YEAR ADOPTION

® 2025 @® 2026

68%

]
— 80%
i

-

_—

—

2%

23%

39%

35%
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Observation
One in four institutions report shadow Al use.

More than one-quarter of respondents

(27%) reported discovering employees using
Al tools in unapproved ways during the past
12 months. While a majority (59%) reported no
known incidents of unapproved Al use,

an additional 13% were unsure.

SHADOW Al DISCOVERY
@ Ves(27%)

@ No(59%)

Unknown (13%)

Observation

Cybersecurity risks top the list of Al concerns.

Ninety-five percent of respondents reported
concerns about cybersecurity, data exposure,
and privacy. Concerns about inaccurate or
unreliable outputs (77%) and legal, regulatory, or
compliance exposure (71%) were also common.

TOP CONCERNS ABOUT Al USE

Cybersecurity, Data Exposure, or Privacy Concerns
95%

Inaccurate or Unreliable Outputs
77%

Legal, Regulatory, or Compliance Exposure
71%

Lack of Governance and Control
57%

Overreliance (i.e., “skill atrophy”)
44%

Loss of Competitive Advantage due to Limited Adoption

Tuning In

At first glance, this result may seem counterintuitive, but
unapproved Al use was reported more frequently by institutions
that have adopted or are evaluating Al. Among institutions with
approved or tested Al tools, 30% reported discovering shadow Al,
compared to 17% of institutions that had neither approved nor
tested Al. The difference may reflect higher levels of Al usage,
greater awareness of Al-related risks, or increased visibility into
how employees are using Al tools.

SHADOW Al DISCOVERY BY Al POSTURE

Formally Approved o
or Testing Al 30%

Neither Approved
Nor Testing Al

Tuning In

Al governance remains a work in progress, even among
institutions with formal programs. Ninety percent of respondents
reported having an Al policy, 84% provide training on emerging
risks such as Al, and 50% report having formally approved Al
tools for use. Despite these oversight and risk management
efforts, 57% of respondents still cited a lack of Al governance
and control as a concern.

Al GOVERNANCE ACTIVITIES AND CONCERNS
90%
2

Concerned about lack of
Al governance (57%)

An approved Al Training covers Al tools are
policy exists emerging risks like Al formally approved
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Takeaway

Al adoption and use continue to grow rapidly. Survey results suggest many institutions have moved beyond deciding
whether to allow Al and are now focused on managing how it is used. Institutions report some of their greatest concerns
with Al involve cybersecurity, governance, and oversight.

Rather than starting from scratch, an institution’s existing cybersecurity program can provide a practical starting point for
addressing many of these concerns.

+  Vendor management program. Evaluate, approve, and monitor Al vendors just like any other service provider.

+ Incident response plan. Ensure your plan addresses how the institution would respond to incidents involving
unauthorized disclosure or unapproved use of Al systems.

+  Security awareness training. Employees should understand which Al tools are approved, what information can be
entered into those tools, which use cases are acceptable, and how to request new tools or use cases.

For many institutions, the first step in managing Al risk is not about creating entirely new programs and processes.
Instead, focus on improving existing programs, ensuring they are ready for these emerging risks.

Using GenAl for GRC Functions

Artificial Intelligence Resource

Al is transforming how financial institutions operate,
and with new capabilities come new risks. Tandem'’s
Artificial Intelligence Risk Management Workbook

is designed to help institutions navigate those risks
and use Al responsibly.

The workbook includes educational content and
interactive worksheets on Al risk assessments,
policies, vendor management, employee training,
incidents, monitoring and reporting, and more. Use
the checkboxes and text fields to answer a series
of questions. Then, use the information you learn to
help you make informed decisions about Al.

Download the Workbook: Tandem.App/Al-Resources ; Artificial Intelligence

Risk Management
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Compliance

Compliance is how an institution aligns its cybersecurity program with regulatory expectations and established
frameworks. Looking at trends in framework adoption, examiner priorities, and compliance monitoring provides some of
the clearest signals about an institution’s preparedness for navigating the ever-changing regulatory landscape.

Cybersecurity Assessments

Cybersecurity assessments help financial institutions benchmark the effectiveness of their cybersecurity program against
industry standards and frameworks. To better understand current practices, we looked at the most common frameworks
used and how their use has changed over time.

Observation
The NIST CSF is now the most used cybersecurity framework.

More than two-thirds of financial institutions (69%) reported using the NIST Cybersecurity Framework (CSF) in their
cybersecurity assessments. Other commonly used frameworks included the CIS Controls (24%) and the Cyber Risk
Institute (CRI) Profile (20%). Despite last year’s growth, adoption of the CISA CPGs returned to a lower level this year (8%).

Although the FFIEC Cybersecurity Assessment Tool (CAT) was sunset in August 2025, more than one in four respondents
(27%) reported it remains part of their assessment process, underscoring its continued influence within the industry.
However, only a very small percent of respondents (3%) reported the FFIEC CAT as their only framework in use.

CYBERSECURITY FRAMEWORK USE

90% 2024

® 2025
73%
69% @® 2026

57%
50%

24% 3% 24% %
23 20% 23
15%
9% 8%
1%
NIST CSF FFIEC CAT CIS Controls CRI Profile CISA CPGs
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Tuning In
Framework use shifted considerably over the past year. Reported use of the FFIEC CAT, NCUA Automated Cybersecurity

Evaluation Toolbox (ACET), and CISA Cybersecurity Performance Goals (CPGs) saw a decrease in use. At the same time,
the other three frameworks mentioned in the FFIEC CAT Sunset Statement all increased in adoption.

CHANGE IN FRAMEWORK ADOPTION

FFIEC CAT 27% ) 73% @ Use Increase
NCUA ACET 1% OmmO) 15% @ Use Decrease
NIST CSF 57% QOu—) 69% No Change
CIS Controls 23% @ 24%
Note: The NIST Al RMF
CRI Profile 15% O 20% was not a response
option in the 2025 survey
CISA CPGs 8% Om——) 23% and was not submitted
by any respondent as
CSBS R-SAT 20% a write-in. The 2026
figure represents a first
NISTAIRMF () 11% measurement rather than

year-over-year growth.

Observation NUMBER OF FRAMEWORKS USED
Most institutions use more than one framework.
@ 1(39%)
While 39% of respondents reported using one framework, 61% @ 2(24%)
reported using two or more frameworks, and more than a third
(37%) reported using three or more frameworks in concert. @ 3(20%)
@ 4(8%)
Takeaway 5 (5%)
The FFIEC CAT sunset did not result in a one-for-one transition to 6+ (4%)

a new industry standard. While the NIST CSF has emerged as the
most widely used framework, institutions have adopted a variety
of approaches for performing cybersecurity control self-assessments.
If your institution is currently evaluating or has recently selected a new cybersecurity framework:

+  Ensure the framework fits your institution’s size, complexity, and risk. The best framework is one your institution can
consistently use to measure progress and support decision-making.

+  Prepare for changes in Board reporting. Help your stakeholders understand what is changing, what is not, and how
the institution’s cybersecurity posture will be communicated with the new framework.

+  Build on the work you've already done. Many frameworks include mappings to the FFIEC CAT. These mappings can
show how existing controls relate to new frameworks, making it easier to explain your transition to stakeholders.

Regulations, threats, technologies, and cybersecurity practices will continue to evolve. Choose a framework that provides
meaningful insight today and can evolve with your organization’s needs over time.

© 2026 TANDEM, LLC 39



Examination Priorities

Examination priorities provide insight into the areas regulators are emphasizing during IT and cybersecurity reviews. To
better understand current examination trends, we looked at what areas received the greatest focus from examiners during
recent supervision activity.

Observation
Examination focus was distributed across several key risk areas.

When asked to identify up to five areas of focus during a recent examination, respondents most often selected access
control (38%), business continuity (37%), and vendor management (36%). However, no single topic was identified by more
than 38% of respondents, suggesting examiner attention remains distributed across a broad range of cybersecurity and
compliance risks.

EXAMINATION PRIORITIES

Access Control (38%) (i) (I (D (D (D (D (B D (B ) ) () ) () & &' & &b
CIEOERSoevRez2Sn ¢ ¢ ¢ ¢ J§ ¢ ¢ ¢ § J § J ¢ J ]
Vendor Management (36%) () (I (D G G GD G G G D G G G G & O s
vun.&PatchmMgmt.(27%) (H S G G G G G G G G G G e
RiskAssessment(27%) (D D D D D G G I G G e e
Board Oversight (25%) () I G G G GG GG D G D .
Incident Response (21%) (D (D GO D D G D O O & &
IT Asset Mgmt. (21%) (D (I (D (D G (B D I A & &
Authentication(21%) (D D D G G D G G 2 2 &
Policies (19%) (il (I G G G G (D (O &I &
Assurance&Testing(19%) (D D D D D D D B B 8

The “Technical Controls” survey answer

Technical Controls (14%) (il (HI (D (D D G BB included mobile device management
(MDM), data loss prevention (DLP),
Artificial Intelligence (12%) (I (D (D (2D 2O encryption, network segmentation,

log management, and firewall controls.

Data Management (10%) () D (D O 29
Maintenance (8%) (D D D 9
Training (8%)
Project Management (6%)

Secure Development (3%)
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Tuning In
Artificial intelligence was selected as a top examination priority by 12% of respondents, up from 4% in 2025. While Al

remains a less common examination focus than other key areas, examiner attention to Al-related risks has increased
significantly over the past year.

EXAMINATION FOCUS ON ARTIFICIAL INTELLIGENCE

2025 4%

2026 — 12%

Takeaway

No single topic appears to be driving examiner attention. Exam areas are spread across several areas of focus, suggesting
regulators are taking a broad, risk-based approach rather than zeroing in on one issue.

What the data does tell us is that institutions preparing for their next exam should:

+  Focus on fundamentals. Access control, business continuity, and vendor management topped the list of examination
priorities, reinforcing the importance of maintaining strong foundational controls.

+ Keep documentation current. Examiners continue to evaluate risk assessments, Board reporting, policies, and other
governance activities. Well-maintained documentation helps demonstrate that cybersecurity risks are being actively
managed.

+  Be prepared to discuss emerging risks. While Al ranked lower overall, it was one of the fastest-growing examination
topics. Be ready to explain how your institution evaluates and manages new technologies and emerging threats.

Examination priorities will continue to evolve. Institutions that focus on building a strong cybersecurity program rather

than preparing for a specific examination topic will be better positioned to meet both cybersecurity and compliance
expectations over time.
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Compliance Monitoring
As the cybersecurity world changes, institutions must stay informed about how these changes may affect their

compliance programs. To better understand how organizations monitor these developments, we looked at how
respondents receive updates on compliance topics.

Observation
Institutions use multiple channels to stay current.
Compliance monitoring is supported by a mix of regulator-driven and industry-driven sources. Regulatory alerts (87%),

information-sharing organizations (81%), and industry events (78%) were the most frequently cited resources, while 74%
also subscribe to updates from vendors, service providers, or other third parties.

COMPLIANCE MONITORING CHANNELS

87% 81% 78% 74%

Regulatory Alert Information Sharing Industry Events, Third-Party Update
Subscriptions Organizations Conferences, or Webinars Subscriptions
o (o) (o) o
62% ( 38% 31% 16%
Industry Forums, News Auditor, Examiner, or Manual Monitoring of Compliance Event Tracking
Sources, or Associations Consultant Updates Government Publications Software
Tuning In MONITORING METHODS BY CULTURE

While developing cybersecurity programs are
often driven by compliance requirements,

institutions with stronger cybersecurity Established Culture

Strong Culture 47%

cultures reported the broadest use of

compliance monitoring methods. Nearly Developing Culture 23%
half (47%) of respondents with a strong

cybersecurity culture reported using six or

more monitoring methods, compared to 33%

of institutions with established cultures and

23% of those with developing cultures. @ Institutions Using 6+ Compliance Monitoring Methods
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Takeaway

Most institutions are not relying on a single source to stay current with compliance changes.
Instead, respondents reported using a variety of channels. While multiple sources can paint
a more complete picture, they can also increase the amount of information institutions must
review and process.

+  If your compliance monitoring program is mature, periodically reassess the sources you
monitor and focus on turning compliance updates into action.

«  If your compliance monitoring program is still developing, identify a trusted set
of sources, establish a consistent review process, and assign clear ownership for
monitoring and communicating changes.

Compliance is one part of a larger cybersecurity picture. The real value comes not only from

collecting the information, but from using it to make better decisions and strengthen your
cybersecurity program.

TANDEM CYBERSECURITY ASSESSMENT

Perform self-assessments with ease.
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Conclusion

At the beginning of this report, we asked the question: “Are we the only ones trying to make sense of all this?”
Based on the data, the answer is clearly no, but the data points to something more specific than shared struggle.

What the Data Shows

Institutions know their strengths and weaknesses.
Maturity ratings were strong, but they weren't flat.
Respondents rated security training and policies highest,
with incident response and vendor management among
the lowest. Those lower-rated areas share something

in common: they are difficult to validate. An incident
response plan cannot be proven until it is needed, and
third-party risk depends (at least in part) on factors
outside the institution’s control.

Culture and engagement have outsized influence.
Whether the topic was Board oversight, program
maturity, incident detection confidence, or compliance
monitoring, institutions describing a strong cybersecurity
culture and engaged leadership reported stronger
programs across nearly every measure, regardless of
team size or asset size.

Small teams are carrying a lot of weight.

Over a third of institutions have only one or two full-time
IT and cybersecurity staff, and 78% of respondents wear
two or more hats. Those same teams manage large
vendor populations, multiple frameworks, and a growing
list of Al considerations. It’s a picture of resourcefulness
under real resource constraints, and a reminder that
strategic prioritization matters more than ever.

Third parties are extending the risk perimeter.

More than a third of institutions (35%) reported a
significant impact from a third-party incident. Vendor
management drew among the lowest maturity ratings
in the survey and ranked among the top examination
priorities. As institutions rely more on outside vendors
(and those vendors rely more on Al), a growing share of
risk sits outside the institution.

Artificial intelligence became operational.

Approved Al use climbed from 27% to 50% in a year
while prohibition fell from 32% to 9%, and 90% now
have an Al policy. However, 95% still cite cybersecurity,
data exposure, and privacy as a concern, and 57%

still acknowledge concern about weak Al governance,
suggesting that policy has moved faster than practice.
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Cutting Through the Noise

With so many priorities competing for limited resources,
a few places stand out as good starting points:

+ Alittle evidence goes a long way. If certain areas
seem difficult to assess, you're not alone. Create
opportunities to test your assumptions. Run a
tabletop exercise. Review a critical vendor’s controls.
Pilot an Al use case and evaluate the results. When
a program feels theoretical, look for ways to make it
measurable.

+ Investin culture. A strong cybersecurity culture
doesn’t necessarily require a bigger budget or a
bigger team; it requires consistent attention from
leadership. Keep the Board engaged with regular
reporting, and make cybersecurity part of everyday
conversations, not just annual reviews.

+  Prioritize if your team is small. No team can do
everything perfectly, and lean teams have the least
room to experiment. Focus first on the areas with
the greatest potential impact rather than spreading
limited time evenly across every responsibility.

+  Treat vendor oversight as risk management, not a
compliance checkbox. As more risk lives outside
your institution, your vendor management program
needs to keep pace. Make sure critical vendors
receive real supervision, and start asking vendors
directly how they're using Al.

+  Get ahead of Al governance while it's still
manageable. Employees are already using Al tools,
approved or not. Institutions that build visibility into
both approved and unapproved use will be better
positioned than those waiting for policy to catch up
with reality.

Taken together, these findings point to a single
conclusion. The institutions navigating 2026 most
effectively aren’t the ones with the biggest budgets or
the largest teams. They're the ones focusing on the right
things and doing them to the best of their ability.
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About Tandem

Tandem, LLC is one of four companies owned by CoNetrix, LLC. We develop an online information security governance,
risk management, and compliance (GRC) web application designed to ease the burden of regulatory compliance and
ultimately, improve your security.

We chose the name Tandem because it works in partnership, in tandem, with you. You bring your knowledge of your
organization and your needs, Tandem brings a suite of 11 products built by cybersecurity experts to help you organize and
manage your information security program.

o

Q)

Ready to see how Tandem can help? Schedule a demo at Tandem.App/Demo.

AUDIT MANAGEMENT

Conduct and respond to audits through a unique
framework designed to help you manage, track,
and report on the results.

-,

BUSINESS CONTINUITY PLAN J
Define and outline plans and procedures to

effectively manage operations before, during,

and after a disaster.

COMPLIANCE MANAGEMENT
Identify, schedule, and track important
compliance projects and deadlines, such as
reporting, audits, training, and operations.

CYBERSECURITY ASSESSMENT
Complete cybersecurity control self-assessments
based on common frameworks. Report your
growth and peer comparison data to management.

IDENTITY THEFT PREVENTION
Create your Identity Theft Prevention Program
document, along with customizable employee
training for Identity Theft Red Flags.

INCIDENT MANAGEMENT

Prepare for security incidents by developing
an incident response plan. When incidents do
occur, track and document them throughout
your incident handling process.
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INTERNET BANKING SECURITY
Create digital banking risk assessments.
Offer education with expert-designed security
awareness materials.

PHISHING

Teach your employees to recognize and avoid
social engineering attacks by sending simulated
phishing emails and enrolling users in training.

POLICIES

Create and maintain your policies in Tandem.
Use our Information Security Policies set,
tailored for you through a questionnaire.

RISK ASSESSMENT

Perform information security and asset-based
risk assessments with our easy-to-follow format
and available templates.

VENDOR MANAGEMENT

Manage contracts, documents, risk
assessments, reviews, and other information
related to your third-party relationships.

coo
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