
Compliance Checklist

The items on this checklist provide recommendations for preparing to comply with the “Computer-Security 
Incident Notification Requirements for Banking Organizations and Their Bank Service Providers.” Work with 
your compliance and legal advisors to ensure the requirements of the rule are sufficiently addressed for your 
bank. Learn more about the rule.

Visit Tandem.App for more incident management resources.
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A B O U T

B A N K  T O  R E G U L A T O R

Identify your regulator contact.
To prepare for a notification incident, determine:
•  Who the regulator wants you to contact.
•  How you should contact them.

Update your incident response plan.
Ensure the plan addresses:
•  Determining when an incident is a “notification incident.”
•  Who is responsible for contacting your regulator.
•  When, how, and what communication will take place.

Review your incident management policy.
Ensure your incident management policy addresses 
communicating with applicable parties.

Train your incident response team.
Ensure individuals who respond to incidents are familiar 
with the requirements, the modifications to your plan, 
and their role in implementing it.

Document communications.
If you notify your regulator or receive notification from a 
service provider, make a note about the communication 
in your incident tracking system.

Provide feedback.
If you have feedback about the rule, you can submit it to 
your regulator or to the Office of Management & Budget.

S E R V I C E  P R O V I D E R  T O  B A N K

Review your existing contracts.
Determine if agreements with bank service providers:
•  Require notification of an incident ASAP.
•  Define designated points-of-contact.
If not, determine if an addendum or revision is needed.

Identify your bank service providers.
These are a specific, and often critical, subset of your 
third-party service providers. Learn more.

Train your designated contacts.
Ensure the individuals who may receive the notification 
(e.g., vendor managers, CEO, CIO, etc.) know what to do 
with it.

Review your vendor management program.
Ensure the program requires future contracts with bank 
service providers to comply with the requirements.

A F T E R  A N  I N C I D E N T

The following items help you prepare to report a notification incident 
to your primary federal regulator.

The following items help you prepare to receive reports of a bank 
service provider incident.

https://tandem.app/blog/the-new-incident-notification-rule-what-banks-need-to-know
https://tandem.app/blog/bank-service-company-act-bsca-frequently-asked-questions
https://www.federalregister.gov/documents/2021/01/12/2020-28498/computer-security-incident-notification-requirements-for-banking-organizations-and-their-bank#p-5
https://www.federalregister.gov/documents/2021/11/23/2021-25510/computer-security-incident-notification-requirements-for-banking-organizations-and-their-bank#p-251
https://tandem.app
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