
2/1/2022

1

A Banker’s Guide to Understanding 
the New Incident Notification Rule

WELCOME TO

Alyssa Pugh, CISM, Security+

GRC Content Manager
Tandem, LLC

Disclaimer

• This presentation is for information only. 
Evaluate risks before acting based on ideas from this 
presentation.

• This presentation contains opinions of the presenters.
Opinions may not reflect the opinions of Tandem.

• This presentation is proprietary.
Unauthorized release of this information is prohibited.
Original material is copyright © 2022 Tandem.

1

2



2/1/2022

2

Presentation Information

Audio
If you do not hear audio, 

turn up the volume on your device.

Questions
Submit via GoToWebinar

Resources
A link to the recording 

and slides will be sent via email.

Audit Management

Vendor Management

Business Continuity Plan

Compliance Management

Cybersecurity

Identity Theft Prevention

Incident Management

Internet Banking Security

Phishing

Policies

Risk Assessment

Social Media Management
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Alyssa Pugh, CISM, Security+

GRC Content Manager

P R E S E N T E R

Agenda

1. About the Rule

2. Bank to Regulator Notice

3. Service Provider to Bank Notice

4. Tandem Features & Updates

• Requirements
• Definitions
• Estimated Impact
• Preparing to Comply
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Computer-Security Incident 
Notification Requirements for 
Banking Organizations and Their 
Bank Service Providers

F I N A L  R U L E

https://www.federalregister.gov/documents/2021/11/23/2021-25510/computer-
security-incident-notification-requirements-for-banking-organizations-and-their-bank

• FDIC: 12 CFR Part 304 Subpart C
• FRB: 12 CFR Part 225 Subpart N
• OCC: 12 CFR Part 53

Poll
How familiar are you with the new Incident Notification Rule?

4%

23%

36%

29%

8%

I'm pretty much an expert.

I read through it once.

I skimmed it, but didn't dive in.

I read the title. Does that count?

What rule?
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https://www.federalregister.gov/documents/2021/11/23/2021-25510/computer-security-incident-notification-requirements-for-banking-organizations-and-their-bank
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About the Rule

Timeline

11/23/2021

Final Rule 
Published Date

04/01/2022

Final Rule 
Effective Date

01/12/2021

Proposed Rule 
Published Date

04/12/2021

Comments 
Closed Date

02/01/2022

You Are Here

05/01/2022

Mandatory 
Compliance Date

12/18/2020

Agencies 
Announce 

Proposed Rule

Tandem.App/KEYS
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Primary Federal 
Regulators
(FDIC, FRB, OCC)

Bank Service 
Providers

Banks

12

Develop a policy for escalating and reporting security 
incidents to the board, government agencies, law 
enforcement, and the institution’s primary federal and state 
regulator based on thresholds defined by the financial 
institution and applicable legal requirements.

https://ithandbook.ffiec.gov/it-booklets/management/iii-it-risk-management/iiic-risk-mitigation/iiic3-
information-security.aspx

M G T

Primary considerations for incident response include the 
following: […] How, when, and what to communicate outside 
of the institution, whether to law enforcement, regulatory 
agencies, information-sharing organizations, customers, 
third-party service providers, potential victims, or others.

https://ithandbook.ffiec.gov/it-booklets/information-security/iii-security-operations/iiid-incident-
response.aspx

I S

Incident response priorities include preservation of life, 
preservation of property, incident stabilization, and 
communicating with stakeholders (e.g., impacted personnel, 
third-party service providers, customers, regulators, law 
enforcement). […] The incident response team should 
coordinate communication with the noted stakeholders.

https://ithandbook.ffiec.gov/it-booklets/business-continuity-management/v-business-continuity-plan/vf-
other-components/vf1-incident-response.aspx

B C M

Management should implement processes to plan for and 
manage events, incidents, and problems. These processes 
should include the following: […] Maintaining contact 
information for individuals and groups (e.g., regulators, law 
enforcement, internal public relations, and affected lines of 
business) who should be notified and the circumstances 
under which they should be notified.

https://ithandbook.ffiec.gov/it-booklets/architecture,-infrastructure,-and-operations/vi-operations/vic-
service-and-support-processes/vic4-event,-incident,-and-problem-management.aspx

A I O

F F I E C  I N F O R M A T I O N  T E C H N O L O G Y  E X A M I N A T I O N  H A N D B O O K
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https://ithandbook.ffiec.gov/it-booklets/management/iii-it-risk-management/iiic-risk-mitigation/iiic3-information-security.aspx
https://ithandbook.ffiec.gov/it-booklets/information-security/iii-security-operations/iiid-incident-response.aspx
https://ithandbook.ffiec.gov/it-booklets/business-continuity-management/v-business-continuity-plan/vf-other-components/vf1-incident-response.aspx
https://ithandbook.ffiec.gov/it-booklets/architecture,-infrastructure,-and-operations/vi-operations/vic-service-and-support-processes/vic4-event,-incident,-and-problem-management.aspx
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1. Contact information for law enforcement and the regulator(s) is maintained 
and updated regularly.

2. Information about threats is shared with law enforcement and regulators
when required or prompted.

3. Procedures exist to notify customers, regulators, and law enforcement as 
required or necessary when the institution becomes aware of an incident 
involving the unauthorized access to or use of sensitive customer information.

B A S E L I N E

4. Regulators, law enforcement, and service providers, as appropriate, are 
notified when the institution is aware of any unauthorized access to systems 
or a cyber incident occurs that could result in degradation of services.

E V O L V I N G

5. Information is shared proactively with the industry, law enforcement, 
regulators, and information-sharing forums.

I N T E R M E D I A T E

https://www.ffiec.gov/pdf/cybersecurity/FFIEC_CAT_May_
2017_All_Documents_Combined.pdf

OR
PRESCRIPTIVE
Prescribes what should be done.

(Guidance)

DESCRIPTIVE
Details what you have to do.

(Rules)

13
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https://www.ffiec.gov/pdf/cybersecurity/FFIEC_CAT_May_2017_All_Documents_Combined.pdf
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Suspicious Activity Reports

F I N A L  R U L E  ( 1 9 9 6 )

• FDIC: 12 CFR Part 353
• FRB: 12 CFR Part 208 Subpart F
• OCC: 12 CFR Part 21 Subpart B

Interagency Guidance on Response 
Programs for Unauthorized Access […]

F I N A L  R U L E  ( 2 0 0 5 )

• FDIC: 12 CFR Part 364 Appendix B
• FRB: 12 CFR Part 208 Appendix D-2
• OCC: 12 CFR Part 30 Appendix B

F R A U D D A T A  B R E A C H

Comparisons

F R A U D

O P E R A T I O N A L  
F A I L U R E

D A T A  
B R E A C H

15

16



2/1/2022

9

Why a New Rule?

Early 
Awareness

Addressing the 
Threat

Facilitating 
Requests

Providing 
Guidance

Conducting 
Analysis

https://www.federalregister.gov/d/2021-25510/p-52

T A K E A W A Y

A significant operational failure may have 
extensive impact, not just on your bank, 
but on the greater banking industry.

17
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https://www.federalregister.gov/d/2021-25510/p-52
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Bank to Regulator 
Notice

W H O ?
Regulator-Designated 

Point of Contact

H O W ?
Email, Telephone, or 

Similar Methods

W H E N ?
ASAP and within 

36 Hours

F I N A L  R U L E
“A banking organization must notify the appropriate [FDIC/OCC supervisory office, or] Regulator-designated point of contact, about a notification 
incident through email, telephone, or similar methods that the Regulator may prescribe. The Regulator must receive this notification from the banking 
organization as soon as possible and no later than 36 hours after the banking organization determines that a notification incident has occurred.”

O F ?
Determining a 

“Notification Incident” 
Occurred

B A N K  T O  R E G U L A T O R R E Q U I R E M E N T S

19
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Notification 
Incident

Computer-Security 
Incident

B A N K  T O  R E G U L A T O R D E F I N I T I O N S

N I S T  D E F I N I T I O N

“A computer-security incident is an occurrence that results in actual 
or potential harm to the confidentiality, integrity, or availability of an information 
system or the information that the system processes, stores, or transmits; 
or constitutes a violation or imminent threat of violation of security policies, 
security procedures, or acceptable use policies.”

B A N K  T O  R E G U L A T O R D E F I N I T I O N S

F I N A L  R U L E

https://www.federalregister.gov/d/2021-25510/p-113

21

22

https://www.federalregister.gov/d/2021-25510/p-113
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F I N A L  R U L E
“Computer-security incident is an occurrence that results in actual harm to the confidentiality, integrity, and availability of an information system or the
information that the system processes, stores, or transmits.”

C O M P U T E R - S E C U R I T Y  I N C I D E N T

“Actual Harm” “Confidentiality, Integrity, 
and Availability”

“Information Systems or 
the Information”

B A N K  T O  R E G U L A T O R D E F I N I T I O N S

Notification 
Incident

Computer-Security 
Incident

B A N K  T O  R E G U L A T O R D E F I N I T I O N S

23

24
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F I N A L  R U L E
“Notification incident is a computer-security incident that has materially disrupted or degraded, or is reasonably likely to materially disrupt or degrade, 
a banking organization’s – (i) Ability to carry out banking operations, activities, or processes, or deliver banking products and services to a material 
portion of its customer base, in the ordinary course of business; (ii) Business line(s), including associated operations, services, functions, and 
support, that upon failure would result in a material loss of revenue, profit, or franchise value; or (iii) Operations, including associated services, 
functions and support, as applicable, the failure or discontinuance of which would pose a threat to the financial stability of the United States.”

N O T I F I C A T I O N  I N C I D E N T

“Computer-Security 
Incident”

1

3

2

Inability to operate - or - provide services to many customers.

Projected detrimental financial losses.

Possible impact to the financial stability of the U.S.

B A N K  T O  R E G U L A T O R D E F I N I T I O N S

B A N K  T O  R E G U L A T O R E X A M P L E S  O F  N O T I F I C A T I O N  I N C I D E N T S

1

2

3

4

5

6

7

Large-scale DDoS attack that disrupts 
customer account access for an 
extended time (e.g., 4+ hours).

Failed system upgrade or change that 
results in widespread user outages.

Unrecoverable system failure that results 
in activation of a bank’s BCP or DRP.

Computer hacking incident that disables
banking operations for an extended time.

Malware that poses an imminent threat to 
the banks’ core business lines or critical 
operations.

Ransomware attack that encrypts a 
core banking system or backup data.

“Consider, on a case-by-case basis, whether any significant 
computer-security incidents constitute notification incidents 
for purposes of notifying the appropriate agency.”

https://www.federalregister.gov/d/2021-25510/p-148

Core banking service provider
experiences widespread system outages 
with an undeterminable recovery time.

25

26

https://www.federalregister.gov/d/2021-25510/p-148
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Poll
Have you experienced a “notification incident” in the last year?

5%
2%

84%

9%

Yes, one

Yes, more than one

No

I don't know

B A N K  T O  R E G U L A T O R E S T M A T E D  I M P A C T

What is the agencies’ estimated number 
of total annual notification incidents?

0 5,0004,0003,0002,0001,000

https://www.federalregister.gov/d/2021-25510/p-235

150

Estimated Percent of Banks which will 
experience a Notification Incident in 20223%

27

28

https://www.federalregister.gov/d/2021-25510/p-235
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B A N K  T O  R E G U L A T O R E S T M A T E D  I M P A C T

https://www.federalregister.gov/d/2021-25510/p-241

“Overall, the agencies expect 
the benefits of the final rule to 

outweigh its small costs.”

3  H O U R S

A B O U T  T H E  R U L EB A N K  T O  R E G U L A T O R W H A T ’ S  M I S S I N G ?

N O T I C E  
R E Q U I R E M E N T S

R E S C I N D I N G  
N O T I C E S

R E C O R D K E E P I N G  
R E Q U I R E M E N T S

Do your best. Accidents happen. About that…

“A banking organization or bank service 
provider may update its original notification if it 

later determines that its initial assessments 
were incorrect or overcautious.”

“Other commenters discussed the need to 
obtain or retain copies of the notifications for 

recordkeeping purposes. The rule does not 
impose any recordkeeping requirements.”

“The notification is intended to serve as an early 
alert to a banking organization’s primary federal 

regulator about a notification incident. The 
agencies anticipate that banking organizations 

will share general information about what is 
known at the time of the incident. No specific 

information is required in the notification other 
than that a notification incident has occurred. 
The final rule does not prescribe any form or 

template.”

29

30

https://www.federalregister.gov/d/2021-25510/p-241
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F R E E  R E S O U R C E

Incident Tracking 
Form

Tandem.App/Incident-Tracking-Form

POP QUIZ
True or False: A “computer-security incident” is the same thing 

as a “notification incident.”

TrueA FalseB

31

32

https://tandem.app/incident-tracking-form
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P R E P A R I N G  T O  C O M P L YB A N K  T O  R E G U L A T O R

Identify your regulator contact.

Update your Incident Response Plan.

Review your Incident Management Policy.

Train your incident response team.

Identify your regulator contact.

Update your Incident Response Plan.

Review your Incident Management Policy.

Train your incident response team.

Service Provider 
to Bank Notice

33

34
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H O W ?
Any Reasonable 

Means

W H E N ?
ASAP

F I N A L  R U L E
A bank service provider is required to notify at least one bank-designated point of contact at each affected banking organization customer as soon as possible 
when the bank service provider determines that it has experienced a computer-security incident that has materially disrupted or degraded, or is reasonably likely 
to materially disrupt or degrade, covered services provided to such banking organization for four or more hours. (1) A bank-designated point of contact is an 
email address, phone number, or any other contact(s), previously provided to the bank service provider by the banking organization customer. (2) If the banking 
organization customer has not previously provided a bank designated point of contact, such notification shall be made to the Chief Executive Officer 
and Chief Information Officer of the banking organization customer, or two individuals of comparable responsibilities, through any reasonable means.

O F ?
Bank Service Provider 

Incident

S E R V I C E  P R O V I D E R  T O  B A N K R E Q U I R E M E N T S

T O ?
One Bank-Designated 
Point of Contact -or-

CEO and CIO at 
Affected Banks

W H O ?
Bank Service 

Providers 
(subject to BSCA)

S E R V I C E  P R O V I D E R  T O  B A N K D E F I N I T I O N S

3%

18%

38%

41%

How familiar are you with the Bank Service 
Company Act (BSCA)?

⏺ Very
⏺ Somewhat
⏺ Slightly
⏺ Not at All

Source: Third-Party Incident Handling | Tandem Webinar Poll (04/20/2021)

35
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S E R V I C E  P R O V I D E R  T O  B A N K D E F I N I T I O N S

Bank Service Company Act

F I N A L  R U L E

https://ithandbook.ffiec.gov/media/resources/3238/con-
12usc1861_1867c_bank_service_company_act.pdf

12 USC 1861-1867(c)

S E R V I C E  P R O V I D E R  T O  B A N K D E F I N I T I O N S

1. https://www.federalregister.gov/d/2021-25510/p-349
2. https://ithandbook.ffiec.gov/media/resources/3238/con-12usc1861_1867c_bank_service_company_act.pdf
3. https://uscode.house.gov/view.xhtml?req=(title:12%20section:1817%20edition:prelim)
4. https://www.fdic.gov/news/financial-institution-letters/2019/fil19019.html

B A N K  S E R V I C E  P R O V I D E R ¹

O R

“Bank Service Company” ²
(i.e., any corporation or LLC 

owned by banks)

“Person” ³
(i.e., individual, corporation, 

partnership, trust, association, etc.)

4

37
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https://ithandbook.ffiec.gov/media/resources/3238/con-12usc1861_1867c_bank_service_company_act.pdf
https://www.federalregister.gov/d/2021-25510/p-349
https://ithandbook.ffiec.gov/media/resources/3238/con-12usc1861_1867c_bank_service_company_act.pdf
https://uscode.house.gov/view.xhtml?req=(title:12%20section:1817%20edition:prelim)
https://www.fdic.gov/news/financial-institution-letters/2019/fil19019.html
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T H I R D  P A R T I E S

V E N D O R S

B A N K  S E R V I C E  P R O V I D E R S

S E R V I C E  P R O V I D E R  T O  B A N K D E F I N I T I O N S

Poll
How many bank service providers does your bank have?

41%

26%

9%

7%

17%

0 to 5

6 to 10

11 to 20

20+

I don't know

39

40
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S E R V I C E  P R O V I D E R  T O  B A N K D E F I N I T I O N S

F I N A L  R U L E
“A bank service provider is required to notify at least one bank-designated point of contact at each affected banking organization customer as soon 
as possible when the bank service provider determines that it has experienced a computer-security incident that has materially disrupted or degraded, 
or is reasonably likely to materially disrupt or degrade, covered services provided to such banking organization for four or more hours.”

B A N K  S E R V I C E  P R O V I D E R  I N C I D E N T

“Computer-Security Incident” “Disrupt or Degrade” “Four or More Hours”

W H Y ?

“Core banking service provider experiences widespread system outages 
with an undeterminable recovery time.”

41

42
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S E R V I C E  P R O V I D E R  T O  B A N K D E F I N I T I O N S

D O  I  H A V E  T O  U P D A T E  M Y  C O N T R A C T S ?
P R O B A B L Y  N O T *

Contracts may already 
address the requirements.

Banks are generally not 
responsible for bank service 

provider failure to notify.

Bank service providers must 
comply “regardless of current 

contract language.”

* B U T  I T  I S  A  G O O D  I D E A .

https://www.federalregister.gov/d/2021-25510/p-183

Poll
Do your contracts with bank service providers 

already address these provisions?

24%

37%

3%

36% Yes

Some

No

I don't know

43

44

https://www.federalregister.gov/d/2021-25510/p-183
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S E R V I C E  P R O V I D E R  T O  B A N K E X C E P T I O N S

F I N A L  R U L E
“The notification requirement in paragraph (a) of this section does not apply to any scheduled maintenance, testing, or software update previously 
communicated to a banking organization customer.”

Scheduled Maintenance, Testing, or 
Software Updates

*Unless it exceeds communicated parameters and becomes an incident.

https://www.federalregister.gov/d/2021-25510/p-185

S E R V I C E  P R O V I D E R  T O  B A N K E S T I M A T E D  I M P A C T

NAICS Industry Code 5415
Computer System Design 

and Related Services

Estimated Annual Percent 
of Bank Service Providers 

with an Incident

Annual Bank Service Provider 
Incidents

2.4K

https://www.federalregister.gov/d/2021-25510/p-262

45

46

https://www.federalregister.gov/d/2021-25510/p-185
https://www.federalregister.gov/d/2021-25510/p-262
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Train your designated contacts.Train your designated contacts.

Review your vendor management program.Review your vendor management program.

Review your existing contracts.Review your existing contracts.

Identify your bank service providers.Identify your bank service providers.

P R E P A R I N G  T O  C O M P L YS E R V I C E  P R O V I D E R  T O  B A N K

F R E E  R E S O U R C E

Bank Service 
Company Act 
(BSCA) Frequently 
Asked Questions

https://tandem.app/blog/bank-service-
company-act-bsca-frequently-asked-questions

47

48

https://tandem.app/blog/bank-service-company-act-bsca-frequently-asked-questions


2/1/2022

25

F R E E  R E S O U R C E

Compliance 
Checklist

Tandem.App/Incident-Notification-Rule-Checklist

P R E P A R I N G  T O  C O M P L YS U B M I T  F E E D B A C K

Note: All comments will become a matter of public record.

M A I L

E M A I L

F A X

D E T A I L S

James P. Sheesley, Asst. Executive Secretary
Attention: Comments
Federal Deposit Insurance Corporation
550 17th Street NW
Washington, DC 20429

comments@fdic.gov

N/A

Include “RIN 3064-AF59” in the subject line of 
your message.

F D I C

Chief Counsel’s Office
Attention: Comment Processing
Office of the Comptroller of the Currency
400 7th Street SW, Suite 3E-218
Washington, DC 20219

N/A

N/A

Include “OCC” and “Docket ID OCC-2020-
0038” in your comment.

O C C

Ann E. Misback, Secretary
Board of Governors of the Federal Reserve System
20th Street and Constitution Avenue NW
Washington, DC 20551

regs.comments@federalreserve.gov

202-452-3819 -or- 202-452-3102

Include “Docket No. R-1736 RIN 7100-AG06” in the 
subject line of your message.

F R B

49

50

https://tandem.app/incident-notification-rule-checklist
mailto:comments@fdic.gov
mailto:regs.comments@federalreserve.gov
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Tandem Features 
& Updates

Vendor 
Management

Incident 
Management

Policies

T A N D E M  F E A T U R E S  &  U P D A T E S

51

52
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R E C E N T  T A N D E M  U P D A T E S

Updated Incident Management Policy

Updated Vendor Management Policy

Updated Contract Review Template

New BSCA Compliance Category

Added New Terms to Glossary

Updated Incident Handling Process: Analysis

Updated Additional Documentation: Third-Party Communication

E X I S T I N G  T A N D E M  F E A T U R E S

I N C I D E N T  M A N A G E M E N T

Additional Documentation:
Third-Party Incidents

Learn More

53

54

https://secure.tandem.app/SoftwareUpdates/Show?id=1571
https://secure.tandem.app/SoftwareUpdates/Show?id=1572
https://secure.tandem.app/SoftwareUpdates/Show?id=1570
https://secure.tandem.app/SoftwareUpdates/Show?id=1506
https://secure.tandem.app/SoftwareUpdates/Show?id=1569
https://secure.tandem.app/SoftwareUpdates/Show?id=1569
https://secure.tandem.app/SoftwareUpdates/Show?id=1569
https://secure.tandem.app/SoftwareUpdates/Show?id=1485
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E X I S T I N G  T A N D E M  F E A T U R E S

I N C I D E N T  M A N A G E M E N T

Action Plan:
Third-Party Incidents

Read the Blog |   Download the Checklist

E X I S T I N G  T A N D E M  F E A T U R E S

I N C I D E N T  M A N A G E M E N T

Attach Files to Action Steps

55

56

https://tandem.app/blog/third-party-incident-response-playbook
https://ss-usa.s3.amazonaws.com/c/308484380/media/123356040fc634c47209539014475090/Third%20Party%20Incident%20Checklist.pdf
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E X I S T I N G  T A N D E M  F E A T U R E S

I N C I D E N T  M A N A G E M E N T

Exercise & Test Scenarios 
from the FDIC and NIST

Software Update |   Press Release

E X I S T I N G  T A N D E M  F E A T U R E S

I N C I D E N T  M A N A G E M E N T

Security Incident Management 
Training Course

Learn More

57

58

https://secure.tandem.app/SoftwareUpdates/Show?id=1562
https://tandem.app/news/tandem-receives-award-in-fdic-tech-sprint-on-resilience
https://secure.tandem.app/SoftwareUpdates/Show?id=1514
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C O M P L E T E  T H E  S U R V E Y
Answer “Yes” on Question 8

V I S I T  O U R  W E B S I T E
Tandem.App/Demos

March 30 – April 1, 2022
Allen, Texas

Tandem.App/KEYS

T R A C K S

• Tandem
• Risk & Compliance
• Cybersecurity
• Consulting

59

60

https://tandem.app/demos
https://tandem.app/keys
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Fill out the survey for
a chance to win!
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A Banker’s Guide to Understanding 
the New Incident Notification Rule

THANKS FOR JOINING

Alyssa Pugh, CISM, Security+

GRC Content Manager
Tandem, LLC

https://www.linkedin.com/in/alyssapugh/
https://tandem.app/speakers/Alyssa-pugh/
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https://www.linkedin.com/in/alyssapugh/
https://tandem.app/speakers/Alyssa-pugh/

