Decision Tree

Did the event jeopardize the confidentiality, integrity, or availability of

information or systems?

Would the event be classified as “substantial?”

Did the event disrupt or result in the compromise of one or more of
the following?

Business operations

Vital member services

A member information system
A network

Sensitive data

Did the event result from or occur due to one or more of the following?

A substantial loss of confidentiality, integrity, or availability
Unauthorized access to sensitive data
Exposure of sensitive data

Cyber attack

Vulnerability exploit

Credit Union Service Organization (CUSO) compromise
Cloud service provider compromise

Third-party data hosting provider compromise

A supply chain compromise

This would likely be classified as a This would likely NOT be classified as a
“reportable cyber incident.” “reportable cyber incident.”

Disclaimer: This is an educational resource and should not be taken as legal advice when determining if an incident
is a “reportable cyber incident” or not. Learn more at Tandem.App/Reportable-Cyber-Incident-Decision-Tree
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