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This report includes the results of a survey of cybersecurity professionals working in the financial institution 
industry. The survey resulted in 310 responses which led to several informative observations to help 
community financial institutions improve their cybersecurity posture.

P U R P O S E
The purpose of the survey was to discover information about:
• Board and senior management oversight of a financial institution’s cybersecurity program.
• How financial institutions manage cybersecurity.
• Financial resources provided to increase security posture.
• Training standards and best practices across the industry.
• The effectiveness of implemented best practices.
• Trends in cybersecurity and technology implemented by financial institutions.

M E T H O D
Survey results were reviewed by a team of cybersecurity experts and analysts at Tandem. The results 
displayed in this report feature trends across years and correlations between questions. Only significant 
answer options are represented in the observations. This means percentages are rounded to the nearest 
whole number and not all percentage totals in this report equal 100%.
To participate in future surveys, visit Tandem.App/Survey-Sign-Up.

A U T H O R
The survey was conducted by 
Tandem, LLC. For more information 
about Tandem, visit Tandem.App.

T I M E F R A M E
This survey was conducted 
between March 30, 2022 and 
June 30, 2022.

P A R T I C I P A N T S
All 310 survey participants 
work for a financial institution 
based in the United States.

About the Report

S T R U C T U R E
The report is structured into sections for each survey topic. Each topic is divided into three subsections to 
better share results. The subsections include:
• Observations, which provides an overview of findings from the survey.
• Diving further, which goes deeper into the observations by highlighting trends, cross-referencing 

responses across the survey, or by comparing responses with prior years.
• Takeaways, which provides a summary and some tangible recommendations for improving cybersecurity 

posture.

https://tandem.app/survey-sign-up
https://tandem.app
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Demographics
I N S T I T U T I O N S  S U R V E Y E D :  T Y P E S
Of those who responded, 76% work for a bank, 
16% work for a credit union, and the remaining 
participants work for other financial institutions 
(e.g., mortgage companies, trust companies, etc.).

R O L E S  &  R E S P O N S I B I L I T I E S
Survey participants worked primarily within cybersecurity or information technology roles. However, 
participants also reported serving in roles in operations, compliance, audit, and finance, with 5% of 
respondents serving as Board Members. Participants were asked to select all that applied.

I N S T I T U T I O N S  S U R V E Y E D :  A S S E T S
Most respondents were from regional community 
banks, but a good representation came from larger 
community institutions, with 21% of responding 
institutions reporting over $1 billion in assets.

Bank (76%)

Credit Union (16%)

Other (8%)

Less than $100M (9%)

$100M - $250M (15%)

$250M - $500M (34%)

$500M - $1B (19%)

$1B - $10B (19%)

More than $10B (2%)

Cybersecurity (75%)

Information Technology (62%)

Executive Management (30%)

Physical Security (28%)

Operations (24%)

Compliance (23%)

Audit (19%)

Finance (7%)

Board Member (5%)

Lending (3%)

0% 10% 20% 30% 40% 50% 60% 70% 80%
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Board Oversight
O B S E R V A T I O N S
This year represents the highest percent of participants who state the Board has someone with IT or 
cybersecurity experience, up 8% over last year’s survey. While this is a positive trend, most respondents still 
state their Board does not have anyone with IT or cybersecurity experience.

This year’s data also seems to indicate a direct correlation between more frequent reports to the Board and 
confidence in the institution’s overall cybersecurity posture.

W H A T  T H I S  M E A N S
It is becoming more common to 
have technology representation 

on the Board, but it is still only 
happening in 40% of institutions.

75%

50%

25%

0%
Yes No

W H A T  T H I S  M E A N S
The more often a Board is informed on cybersecurity, the more confident cybersecurity 
professionals are about the Board's ability to make informed decisions on technology matters.

2022

2021

28%

59%

40%

60%

73%

57%

58%

23%

39%

38%

4%

5%

4%

Monthly

Quarterly

Annually

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

Confident

Not as Confident

Somewhat Confident

P E R C E N T  O F  I N S T I T U T I O N S  W H O  H A V E  B O A R D 
M E M B E R S  W I T H  I T  /  C Y B E R  E X P E R I E N C E

C O N F I D E N C E  I N  C Y B E R S E C U R I T Y  P O S T U R E  B Y  B O A R D  R E P O R T  F R E Q U E N C Y
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R E C O M M E N D A T I O N
When possible, report cybersecurity 
matters to the Board more often 
and encourage technology 
representation on the Board.

D I V I N G  F U R T H E R 
In comparing the question about the Board’s experience against all other questions in the survey, almost all 
questions received a more cybersecurity-minded response when the institution had a Board Member with IT 
or cybersecurity expertise.

T A K E A W A Y
Effective cybersecurity governance starts at the top. When 
cybersecurity and IT are represented at the Board-level, 
there is a trickle-down effect which results in a heightened 
culture of cybersecurity across the entire financial institution. 
Influence from the Board of Directors is a must-have for 
financial institutions desiring to improve cybersecurity 
and remain technologically competitive in today’s evolving 
financial market.

100%

40%

20%

0%

80%

60%

C O N T R I B U T O R  Q U O T E  T I M  L E O N A R D
A Board Member with effective business acumen, who understands IT and cybersecurity 
is not a unicorn. Go find one.
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While 61% of respondents stated they were 
confident in the institution’s overall security posture, 
only 54% stated they felt confident the institution 
could detect an incident as it was happening.

Cybersecurity Oversight
O B S E R V A T I O N S

When asked where they would allocate more 
resources, if available, 26% of survey participants 
replied with “Detection” controls. This is more than 
any other area of planned improvement.

Participants were also asked to select the top three circumstances negatively impacting the success of the 
institution’s cybersecurity strategy. The four most selected answers were related to a lack of time.

Confident

Somewhat 
Confident

Not as 
Confident

Lack of time to manage 
daily tasks (56%)

Lack of time to analyze 
data (55%)

Lack of time to keep 
up with regulatory 
compliance (40%)

Lack of time to keep 
up with technology 

changes (35%)

C O N F I D E N C E  I N  S E C U R I T Y  P O S T U R E  B Y 
A B I L I T Y  T O  D E T E C T  I N C I D E N T S

W H E R E  A D D I T I O N A L  R E S O U R C E S  W O U L D 
B E  A L L O C A T E D

C I R C U M S T A N C E S  N E G A T I V E LY  I M PA C T I N G  C Y B E R S E C U R I T Y  S T R A T E G Y  S U C C E S S

2022

2021

W H A T  T H I S  M E A N S
People seem to be more confident in the institution's ability to prevent or respond to a security 
incident than to detect one as it is happening.

W H A T  T H I S  M E A N S
More than any other circumstance (e.g., money, support, staffing, etc.), a lack of time is experienced as 
the biggest roadblock to achieving effective cybersecurity oversight.

61%
54%

34%
37%

9%

0% 20% 40% 60%

Detection (26%)

Protection (23%)

Training (16%)

Response (14%)

Identification (14%)

Recovery (7%)
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D I V I N G  F U R T H E R
Participants were asked to pick the top three circumstances which negatively impacted the success of their 
cybersecurity strategy. Of the 11 answer options provided:

95% selected a "lack of time" 
answer as one of the three choices.

Significant runners up to "lack of time" include lack of skilled personnel, lack of budget, and lack of system 
integration as circumstances which negatively impact the success of the cybersecurity strategy.

T A K E A W A Y
"Lack of time" is a difficult circumstance to address. The go-to solutions often involve adding more staff 
and/or outsourcing, both of which actually create more of a time burden for the immediate future with the 
hope of a payout later. To address the immediate concern of “lack of time” without adding more personnel to 
train, manage, and coordinate, here are some strategies to consider.
• Be realistic about time requirements as part of strategic planning. Do not plan based on the shortest 

time a project could take. Build in time for unexpected roadblocks.
• Review current tasks to identify activities which are not necessary for cybersecurity staff to complete, 

then eliminate them. Redistribute tasks to departments or persons with the skills, interests, and time 
to better manage the tasks. Review current processes to identify steps which could be removed or 
rearranged to improve efficiency and leave decision-making power for more important tasks.

• Acknowledge only so much can be done within the contracted work time. Set appropriate expectations 
with senior leadership about how much can reasonably be accomplished and agree to respect those 
limitations.

24% selected a "lack of time" 
answer for all three choices.

C I R C U M S T A N C E S  N E G A T I V E LY  I M PA C T I N G  C Y B E R S E C U R I T Y  S T R A T E G Y  S U C C E S S

R E C O M M E N D A T I O N
Take steps to maintain a healthy workload, as this has a direct impact on the effectiveness of the 
institution's cybersecurity oversight.

Lack of time to manage daily tasks (56%)

Lack of support from the Board or senior management (9%)

Lack of time to analyze data (55%)

Lack of time to keep up with compliance (40%)

Lack of time to keep up with technology changes (35%)

Lack of skilled IT personnel or vendors (31%)

Lack of budget (24%)

Lack of security solution interoperability (20%)

Lack of training resources (12%)

Lack of security in our vendors (10%)

0% 10% 50% 60%20% 30% 40%
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Budgeting
O B S E R V A T I O N S
Over the last three years, there has been a trend toward separating the cybersecurity budget from the IT budget.

D I V I N G  F U R T H E R
More than half of survey participants plan to increase their cybersecurity budget. Along with this, for the first 
time since the survey began in 2019, more financial institutions plan to increase their cybersecurity budget 
rather than keeping it the same.

W H A T  T H I S  M E A N S
Financial institutions are increasing monetary investments in cybersecurity and plan to spend more 
on cybersecurity in 2022 than in previous years.

Same Budget

More Budget

P L A N S  F O R  N E X T  Y E A R ' S  C Y B E R S E C U R I T Y  B U D G E T

45%
54%

49%
46%

38%
37%

44%
41%

0% 20% 40% 60%10% 30% 50%

Cybersecurity has 
a dedicated budget

Cybersecurity has 
a shared budget 

with IT

Cybersecurity has 
line items on the IT 

budget

60%

20%

10%

0%

40%

30%

50%
W H A T  T H I S  M E A N S

The people involved with 
strategic planning and 

budgeting are beginning 
to recognize cybersecurity 
as a separate cost from IT 

expenditures.

2022

2019

2021

2020

31%

38%
42%

56% 56%

44%

13%
7%

11%

2020

2022

2021

R E L A T I O N S H I P  O F  C Y B E R S E C U R I T Y  &  I T  B U D G E T S
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T A K E A W A Y
Budgets for cybersecurity are growing and maturing. This could be a result of increased cybersecurity risk, 
increased understanding of cybersecurity by the Board of Directors, and/or inflation. Whatever the case, 
cybersecurity budgetary needs are being addressed and enhanced, which is a healthy direction for the 
industry.

R E C O M M E N D A T I O N
Be cautious with how additional cybersecurity funds are allocated. While budgets are growing, the 
challenge institutions now face is how to use one resource (money) to help compensate for the lack of 
another resource (time). Cybersecurity funds should be spent on time-saving investments.

C O N T R I B U T O R  Q U O T E  T R E Y  M A U S T
The longitudinal nature of this report is highly effective at exposing trends over time 
- whether good or bad. This allows us to compare and contrast our own responses 
against industry benchmarks. Most of us may know what is required by statutory or 
regulatory mandate and what is considered a best practice in the industry, but to see 
what practices are actually in place at a meaningfully large representative sample of 
cybersecurity-aware institutions is extremely helpful confirmation.
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O B S E R V A T I O N S
Over the past four years, there has been a steady increase in adoption of cybersecurity frameworks and 
assessment tools.

Tools & Frameworks

Of the 13 possible answer options, 72% of survey participants reported using one to four cybersecurity 
assessment tools and frameworks. A quarter of all respondents (25%) report using five or more.

28
% 33

%

51
%

16
% 23

%

3%

19% 18%
20%

15%

10%

6%
4% 4%

2%

W H A T  T H I S  M E A N S
Financial institutions are increasingly 
turning to frameworks and tools 
as a significant component of the 
institution’s cybersecurity program.

100%

80%

60%

40%

20%

0%
FFIEC CAT NIST

(CSF or SP800-53)
COBIT InTREx R-SAT CIS Controls

Note: Not all frameworks and tools were asked about on prior surveys.

25%

20%

15%

10%

5%

0%
0 9+1 2 3 4 5 6 7 8

A D O P T I O N  O F  C Y B E R S E C U R I T Y  F R A M E W O R K S  &  T O O L S

F R A M E W O R K S  P E R  PA R T I C I PA N T

C O N T R I B U T O R  Q U O T E  C A R L O S  M O R A L E S
It is interesting and encouraging to see a positive trend of adoption of multiple 
frameworks over the last few years. Seeing this data validates that institutions must not 
rely on just one framework, but incorporate guidance from various frameworks and tools 
in order to build a comprehensive program.

80
%

82
% 89

%

91
%

25
%
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%
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%
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9% 10
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%

2020
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2019



132022 | THE STATE OF CYBERSECURITY IN THE FINANCIAL INSTITUTION INDUSTRY © 2022 Tandem

D I V I N G  F U R T H E R

Both assessment tools were developed specifically for financial institutions and were encouraged to be used 
by governing bodies. Other frameworks and tools seeing increased adoption include resources from NIST 
(56%) and the CIS Controls (23%).

The most used assessment tool remains the 
FFIEC Cybersecurity Assessment Tool (CAT), also 
known by credit unions as the ACET. The CAT 
continues to gain acceptance year-over-year and 
is used by almost every survey participant (91%).

The tool which gained the most traction 
between 2021 and 2022 was the CSBS 
Ransomware Self-Assessment Tool (R-SAT) 
with an adoption rate moving from 33% in 
2021 to 51% in 2022.

T A K E A W A Y
Tools developed specifically by and for the financial institution industry are more likely to be used by 
financial institutions. There are several possible reasons for this, including:
• They are encouraged by the industry and are therefore more known.
• They are directly related to the products, services, and risks associated with the industry.
• They are easily accessible and offer the benefits of peer usage.
The continued increase in adoption of tools and frameworks indicates financial institutions find value from 
these resources, as they provide a benchmark for cybersecurity controls.

F F I E C  C A T  A D O P T I O N  R A T E C S B S  R - S A T  A D O P T I O N  R A T E

2021 (33%)

2022 (51%)

W H A T  T H I S  M E A N S
Assessment tools specific to the financial industry are the most used by financial institutions.  
Still, there has been significant growth in institutions adopting technology-industry frameworks.

R E C O M M E N D A T I O N
When choosing to complete a cybersecurity tool or framework, be strategic about the decision. Keep the 
purpose of the assessment in mind. Framework fatigue is a real thing and could be a contributing factor in 
the lack of time cybersecurity professionals are experiencing.

2021 (89%)

2019 (81%)

2020 (82%)

2022 (91%)
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O B S E R V A T I O N S
Training hours remain steady 
across the years with most 
institutions conducting two 
to five hours of training per 
employee each year.

Training

That said, there is a steady increase in the percent of institutions who “strongly agree” with the statement: 
“My financial institution’s cybersecurity training directly reduces the risk of cyber security incidents.”

Phishing tests (92%) continue to remain the most popular type of security awareness training, followed 
closely by video training (88%) and educational emails (78%). When comparing data with previous years, the 
only type of training which increased in use from 2021 to 2022 was video training. All other forms of training 
had a reported decrease.

C O N F I D E N C E  I N  C Y B E R  T R A I N I N G ' S  A B I L I T Y  T O  R E D U C E  R I S K  O F  I N C I D E N T S

T R A I N I N G  H O U R S  P E R  Y E A R

0% 20% 40% 60% 80% 100%

100%

80%

60%

40%

20%

0%

W H A T  T H I S  M E A N S
While training techniques remain largely 

the same, training quality seems to be 
improving.

30%

20%

10%

0%

S E C U R I T Y  A W A R E N E S S  T R A I N I N G  P O P U L A R I T Y  B Y  T Y P E

19% 20% 22%

28%

C O N T R I B U T O R  Q U O T E  C H R I S  C O L E
As a bank, our employees are our most valuable asset. The survey shows how much 
security awareness training improves overall security posture, so it is important we 
provide our employees with the best training possible to strengthen our security.

< 1 Hour (3%)

1 Hour (11%)

2 - 5 Hours (65%)

6 - 10 Hours (15%)

> 10 Hours (8%)

Phishing Video Emails One-on-One Live Classroom Other
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Over the last four years, participants were asked how they would spend additional cybersecurity resources 
if they had them. Employee training topped the list from 2019 through 2021. However, this year, employee 
training came in third place (16%) behind technical controls for detection (26%) and protection (23%).

D I V I N G  F U R T H E R
There is a positive correlation between confidence in an institution’s overall cybersecurity posture and 
agreement with training effectiveness. Cybersecurity professionals who strongly agree their training reduces 
cyber incidents are also likely to feel confident in their overall security posture. 
Conversely, those who tend to believe their training does nothing to reduce cyber incidents also feel "not at 
all" confident about their overall security posture.

D I V I N G  F U R T H E R
People are both the best defense and weakest link in a financial institution’s cybersecurity program. Ensuring 
employees are properly prepared through training remains a critical component in improving the institution’s 
overall cybersecurity posture.

P L A N N E D  I N V E S T M E N T  I N  T R A I N I N G

16%

17%

60% 10%

W H A T  T H I S  M E A N S
People do not wish to spend as much on employee 
training this year. This could be for several reasons, such 
as plans to invest in technical controls, changes in risk, 
or more cost-effective training resources available from 
federal agencies, banking associations, and businesses.

60%

40%

20%

0%

Extremely Confident

Very Confident

Moderately Confident

Slightly Confident

Not at All Confident

R E C O M M E N D A T I O N
As training is a long-standing component of many cybersecurity programs, a good next step for 
most would be to look for ways to continue improving training effectiveness, in a time and cost-
friendly manner. Start a conversation with other security professionals who feel confident about the 
effectiveness of their cybersecurity training and discuss ways to make your training more valuable.

44%
49%

26%

78%

30%

14%

10%

25% 75%

20%

67%

64%

22%

6%

2019 20222020 2021

Strongly Agree

Agree

Neutral

Disagree

Strongly Disagree

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

C O N F I D E N C E  I N  S E C U R I T Y  P O S T U R E  B Y  E F F E C T I V E N E S S  O F  C Y B E R S E C U R I T Y  T R A I N I N G
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Participants who reported using the program to 
drive decisions for all vendors decreased from 
25% in 2020 to 23% in 2022.

Participants who reported using the program only 
for compliance purposes increased from 10% in 
2020 to 15% in 2022.

O B S E R V A T I O N S
Most participants report the vendor management program is used to drive decision making (62%), but part 
of the industry (15%) still uses vendor management only to achieve compliance with laws and regulations.

Vendor Management

D I V I N G  F U R T H E R
When comparing data across years, there seems to be a slight negative trend in two of the answer options 
about how the vendor management program is used.

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

D R I V E S  D E C I S I O N S  F O R  A L L  V E N D O R S O N LY  C O M P L E T E D  F O R  C O M P L I A N C E

30%
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30%
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20222020 2021 20222020 2021

H O W  T H E  V E N D O R  M A N A G E M E N T  P R O G R A M  I S  U S E D

Drives decisions for all vendors

Drives decisions for critical vendors

Guideline that is periodically referenced

Only completed for compliance

W H A T  T H I S  M E A N S
Most of the industry understands the risk posed by third parties and finds value in vendor management 
beyond just compliance purposes.

W H A T  T H I S  M E A N S
Some financial institutions feel unsure about the value of their vendor management program. The exact 
reason is unknown. Some factors could involve shifting expectations around emerging topics (e.g., 
fintechs, digital assets, subcontractors, supply chains, incidents, etc.), outsourcing the program to third 
parties, or a lack of clarity on how vendor management influences cybersecurity.

23% 39% 22% 15%

25% 24% 23%

10% 12%
15%
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There is a correlation between the responses to this question and responses to other questions related to 
the institution’s cybersecurity posture. Most participants who said vendor management is a decision-driver 
also had a positive view of other security practices. Conversely, participants who said vendor management 
is for compliance only had a less positive view of other practices.

T A K E A W A Y
When programs are designed with compliance as 
the primary objective, they often miss the greater 
mark of security. However, when programs are 
designed security-first, financial institutions often 
experience compliance as a result. As third-party 
incidents, zero-day vulnerabilities, and supply 
chain disruptions increasingly impact financial 
institutions, vendor management can no longer exist 
only for the purposes of checking a compliance 
box. Vendor management must be seen as a 
critical component of each financial institution’s 
cybersecurity strategy and operational viability.

R E L A T I O N S H I P  O F  V E N D O R  M A N A G E M E N T  P R O G R A M  A N D  O T H E R  S E C U R I T Y  P R A C T I C E S
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73%

58%

34%

49%
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43%

19%
28%

23%

51%

30%

W H A T  T H I S  M E A N S
Institutions who recognize cybersecurity programs as useful reap the benefits of those tools in the 
form of improved cybersecurity posture and confidence in their programs. Institutions who maintain 
cybersecurity programs only for compliance purposes have poorer cybersecurity posture, in addition 
to experiencing these programs as a burden.

R E C O M M E N D A T I O N
If you currently maintain a vendor 
management program for compliance 
only, consider changing your mindset and 
updating your program to make it useful 
for decision making. This culture shift is 
shown to have a positive effect on your 
entire cybersecurity posture.
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O B S E R V A T I O N S
Financial institutions report performing most forms of assurance and testing annually. The two types of 
testing which participants reported performing more frequently are Vulnerability Scanning (56%) and Social 
Engineering Testing (55%).

Assurance & Testing

Over the years, there has been a trend towards administering Social Engineering Testing (e.g., phishing tests) 
more frequently.

Note: The 2019 survey asked about the current and previous year, which 
is why 2018 data is included, even though the report began in 2019.
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W H A T  T H I S  M E A N S
Vulnerability scanning and social 

engineering tests are leading the pack 
in testing frequency. This is likely due to 
low cost, autonomy offered by software 

solutions, and value perceived from a 
security standpoint.

C O N T R I B U T O R  Q U O T E  E D  M C M U R R A Y
Financial institutions are continuing to mature the way they get value from security 
audits and testing. In years past, they were often seen as regulatory requirements - 
check the box. Now, they are being used as inputs into risk assessments and as ways to 
monitor critical security controls.
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T A K E A W A Y
Perceived value in assurance and testing is steadily increasing over time. This could be due to several 
factors, such as:
• Need: As cybersecurity risk increases, the need for testing is more understood.
• Purpose: Testing is being used to improve security instead of as a compliance requirement.
• Awareness: Testing can be used to bring hidden vulnerabilities to light.
• Execution: There have been improvements in the testing process over time.
• Communication: Results are viewed as an objective metric in communicating with the Board.
Whatever the factors, the institution’s cybersecurity posture both directly and indirectly benefits when 
assurance and testing is viewed as a value-add for the business.

D I V I N G  F U R T H E R
Across all assurance and testing activities, there is an increasing confidence in the usefulness of these 
tests, with Vulnerability Scanning (79%) perceived as the most valuable, followed by IT Audits (74%) and 
Social Engineering Tests (73%). Institutions find Incident Response Tests (59%) and BCP Tests (56%) the 
least valuable. Yet, while the least valuable, still more than half of institutions consider them to be valuable.
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R E C O M M E N D A T I O N
If you do not currently consider your assurance and testing activities to be “very useful,” start a 
conversation with other security professionals who do. Learn and discuss ways you can make your 
testing more valuable.
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Conclusion
A review of survey data from the past four years shows distinctive trends in the state of cybersecurity.

Trends in culture. Cybersecurity 
professionals report a culture shift from 
compliance-first to security-first. Financial 
institutions who value the elements of 
their cybersecurity programs are more 
likely to experience a heightened culture 
of security across the institution. They 
also report plans for additional financial 
resources and inclusion of cybersecurity 
in the institution’s strategic plan, which 
demonstrates top-down support of 
cybersecurity culture.

Trends in controls. Cybersecurity 
professionals report improvements in 
control implementation. More financial 
institutions are turning to cybersecurity 
tools and frameworks to benchmark 
controls against industry best practices. 
They also report plans to invest in 
technical “Detection” controls (e.g., 
network monitoring, IDS, SIEM, etc.) and 
“Protection” controls (e.g., anti-malware, 
firewall, patch management, etc.).

What this information tells us is that the state of cybersecurity is evolving. Cybersecurity is now being 
seen as a critical component of a financial institution’s strategy and long-term success. The overall state 
of cybersecurity in the financial institution industry is strong, and we anticipate continued improvement in 
coming years.

Trends in confidence. Cybersecurity 
professionals report increasing confidence 
in the Board of Directors’ understanding 
of the financial institution’s cybersecurity 
posture. They also report increasing 
confidence in cybersecurity training and 
in the value of assurance and testing 
activities.

C Y B E R  T R A I N I N G  R E D U C E S  R I S K  O F  I N C I D E N T S

C Y B E R S E C U R I T Y  A S S E S S M E N T  T O O L  A D O P T I O N
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B O A R D  O V E R S I G H T

All Survey Responses
Does your Board have at least one member with 
professional cybersecurity or IT experience?

How frequently is your institution's Board of Directors 
updated on the institution's cybersecurity status?

No (60%)

Yes (40%) 40%

30%

10%

0%

20%

Monthly 
or More

Every Other 
Month

Quarterly Twice a 
Year

Annually

How confident are you that the Board understands your institution's cybersecurity posture in order to make 
informed decisions?

Very Confident

Slightly Confident

Somewhat Confident

Extremely Confident

Not at All Confident

Confidence in Overall Security Posture by Board Reporting Frequency
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C Y B E R S E C U R I T Y  O V E R S I G H T

For your institution, which of the following best 
describes your ISO?

ISO is a department (13%)

ISO is one person (69%)

ISO is outsourced (4%)

ISO is a committee (13%)

Is cybersecurity addressed in your institution's 
overall strategic plan?

No (12%)

Yes (88%)

Which of the following best describes the 
organizational structure between the ISO and IT?

The functions are separate, but 
both report to the same senior 
management position (36%)

Both functions are directly 
managed by the same person 
(44%)

The ISO is independent of IT and 
reports to the Board directly or to 
an independent senior manager 
(21%)

How confident are you in your institution's 
overall security posture?

Very Confident (55%)

Extremely Confident (6%)

Slightly Confident (3%)

Moderately Confident (34%)

Not at All Confident (1%)

Which of the following circumstances are negatively impacting the success of your cybersecurity strategy?

How confident are you that your institution would be able to detect an incident as it is happening?

Very Confident

Slightly Confident

Somewhat Confident

Extremely Confident

Not at All Confident
0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

9% 45% 37% 8%

Lack of time to manage daily tasks (56%)

Lack of support from the Board or senior management (9%)

Lack of time to analyze data (55%)

Lack of time to keep up with compliance (40%)

Lack of time to keep up with technology changes (35%)

Lack of skilled IT personnel or vendors (31%)

Lack of budget (24%)

Lack of security solution interoperability (20%)

Lack of training resources (12%)

Lack of security in our vendors (10%)

0% 10% 50% 60%20% 30% 40%
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C Y B E R S E C U R I T Y  T O O L S  &  F R A M E W O R K S

B U D G E T I N G

Is your institution's 2022 cybersecurity 
budget more or less than your 2021 
cybersecurity budget?

Same (45%)

More (54%)

Less (1%)

How is your cybersecurity budget allocated?

We have a shared budget with IT with a designated line item for cybersecurity. (29%)

We have a dedicated budget for cybersecurity outside of the IT budget. (13%)

We only designate line items in the IT budget for large cybersecurity budget projects. (11%)

We have a shared budget with IT without a designated line item for cybersecurity. (44%)

No money is allocated to cybersecurity. (3%)

If you could have additional resources to improve one area of 
cybersecurity, where would you apply these resources?

Which cybersecurity frameworks and/or tools does your financial institution use?

FFIEC Cybersecurity 
Assessment Tool 

(CAT)

CSBS Ransomware 
Self-Assessment Tool 

(R-SAT)

NIST Cybersecurity 
Framework (CSF)

FDIC Information 
Technology Risk 

Examination (InTREx)

NIST Security and 
Privacy Controls 

(SP 800-53)

FedLine Solutions 
Security and Resiliency 

Assurance Program

Center for Internet 
Security (CIS)  

Controls

Payment Card 
Industry Data 

Security Standards 
(PCI-DSS)

International 
Organization for 

Standardization (ISO) 
27001

Control Objectives 
for Information and 
Related Technology 

(COBIT)

Detection RecoveryProtection Training Response Identification
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26% 23% 17% 11% 10%

26%
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V E N D O R  M A N A G E M E N T

T R A I N I N G

How many hours of information security training 
does the average employee receive each year?

1 Hour (11%)

Less than 1 Hour (3%)

6 - 10 Hours (15%)

2 - 5 Hours (65%)

How confident do you feel your cybersecurity 
training is for the average employee?

Very Confident (41%)

Extremely Confident (6%)

Slightly Confident (7%)

Moderately Confident (45%)

Not at All Confident (1%)

More than 20 Hours (2%)

11 - 20 Hours (6%)

Please indicate to what extent you agree or disagree with the following statement:  
"My financial institution's cybersecurity training directly reduces the risk of cyber security incidents."

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

Which of the following cybersecurity training activities are actively implemented in your institution?

Phishing Tests Video or Online 
Training

Informative / 
Educational Emails

One-on-One Training Printed Training (e.g., 
posters, handbooks, etc.)

Live Classroom Training

Have any of your vendors experienced 
an incident that significantly impacted 
your institution or your customers?

No (81%)

Yes (19%)

How do you view the vendor management program?

It drives 
decisions for 
all vendors

It drives 
decisions for 

critical vendors

It is a guideline 
that is periodically 

referenced

It is only 
completed for 

compliance
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Agree

Disagree

Neither Agree nor Disagree

Strongly Agree

Strongly Disagree
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A S S U R A N C E  &  T E S T I N G

74% 69% 70% 59% 56% 71% 79% 73%

25% 30% 27% 39% 41% 29% 20% 26%

How frequently do you plan to conduct each of the following types of assurance and testing activities in 2022?

How useful were each of the following in improving your institution's security posture?

Annually

Monthly or More
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18 Months or Greater
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About Tandem
Tandem, LLC is one of four companies owned by CoNetrix, LLC. We develop an online information security 
governance, risk management, and compliance (GRC) web application designed to ease the burden of 
regulatory compliance and ultimately, improve your security.
We chose the name Tandem because it works in partnership - in tandem - with you. You bring your 
knowledge of your organization and your needs, Tandem brings a suite of 11 products built by cybersecurity 
experts to help you organize and manage your information security program. See how Tandem can help you 
by visiting Tandem.App.

AUDIT MANAGEMENT
Conduct and respond to audits 
through a unique framework 
designed to help you manage, track, 
and report on the results.

BUSINESS CONTINUITY PLAN
Define and outline plans and 
procedures to effectively manage 
operations before, during, and after 
a disaster.

COMPLIANCE MANAGEMENT
Identify, schedule, and track 
important compliance projects and 
deadlines, such as reporting, audits, 
training, and operations.

CYBERSECURITY
Complete and report on the FFIEC 
Cybersecurity Assessment Tool 
using a streamlined framework. 
Report your growth plan and peer 
comparison data to management.

IDENTITY THEFT PREVENTION
Create your Identity Theft 
Prevention Program document, 
along with customizable employee 
training for Identity Theft Red Flags.

INCIDENT MANAGEMENT
Prepare for security incidents by 
developing an incident response 
plan. When incidents do occur, track 
and document them throughout 
your incident handling process.

INTERNET BANKING SECURITY
Create risk assessments for different 
types of digital banking services 
offered by your institution. Offer 
education with expert-designed 
security awareness materials.

PHISHING
Test and train your employees 
to recognize and avoid social 
engineering attacks by sending 
simulated phishing emails and 
enrolling users in training courses.

POLICIES
Create and maintain your enterprise-
wide policies in Tandem. Use our 
Information Security Policies set, 
tailored for your institution through a 
multiple-choice questionnaire.

RISK ASSESSMENT
Perform an information security risk 
assessment, as well as individual 
information asset risk assessments 
with our easy-to-follow format in 
Tandem.

VENDOR MANAGEMENT
Manage contracts, documents, 
risk assessments, reviews, and 
other information related to your 
third-party relationships.

S T A T E  O F  C Y B E R S E C U R I T Y
If you enjoyed this report and you would like to be part of next 
year's survey, sign up now at Tandem.App/Survey-Sign-Up.

https://tandem.app
https://tandem.app/survey-sign-up
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