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This report includes the results of a survey of cybersecurity professionals working in the financial institution 
industry. The survey resulted in 288 responses which led to several informative observations to help 
community financial institutions improve their cybersecurity posture.

P U R P O S E

The purpose of the survey was to discover information about:

• Board and senior management oversight of a financial institution’s cybersecurity program.

• How financial institutions manage cybersecurity.

• Financial resources provided to increase security posture.

• Training standards and best practices across the industry.

• The effectiveness of implemented best practices.

• Trends in cybersecurity and technology implemented by financial institutions.

M E T H O D

Survey results were reviewed by a team of cybersecurity experts and analysts at Tandem. The results 
displayed in this report feature trends across years and correlations between questions. Only significant 
answer options are represented in the observations. This means percentages are rounded to the nearest 
whole number and not all percentage totals in this report equal 100%.

To participate in future surveys, visit Tandem.App/Survey-Sign-Up.

A U T H O R

The survey was conducted by 
Tandem, LLC. For more information 
about Tandem, visit Tandem.App.

T I M E F R A M E

This survey was conducted 
between July 10, 2023 and 
August 31, 2023.

P A R T I C I P A N T S

All 288 survey participants 
work for a financial institution 
based in the United States.

About the Report

S T R U C T U R E

The report is structured into sections for each survey topic. Each topic is divided into three subsections to 
better share results. The subsections include:

• Observations, which provides an overview of findings from the survey.

• Diving further, which goes deeper into the observations by highlighting trends, cross-referencing 
responses across the survey, or by comparing responses with prior years.

• Takeaways, which provides a summary and some tangible recommendations for improving 
cybersecurity posture.

https://tandem.app/survey-sign-up
https://tandem.app
https://tandem.app/
https://Tandem.App/Survey-Sign-Up
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Demographics
I N S T I T U T I O N S  S U R V E Y E D :  T Y P E S

Of those who responded, 70% work for a  
bank, 26% work for a credit union, and the 
remaining participants work for other financial 
institutions (e.g., mortgage companies, trust 
companies, etc.).

R O L E S  &  R E S P O N S I B I L I T I E S

Survey participants worked primarily within cybersecurity or information technology roles. However, 
participants also reported serving in roles in operations, compliance, audit, and finance, with 4% of 
respondents serving as Board Members. Participants were asked to select all that applied.

I N S T I T U T I O N S  S U R V E Y E D :  A S S E T S

Most survey respondents were from small to medium 
sized regional community financial institutions, but 
a good representation came from larger community 
institutions, with 39% of responding institutions 
reporting over $1 billion in assets.

Bank (70%)

Credit Union (26%)

Other (4%)

Less than $250M (14%)

$250M - $500M (19%)

$500M - $1B (26%)

$1B - $10B (36%)

More than $10B (3%)

Cybersecurity (69%)

Information Technology (59%)

Executive Management (26%)

Physical Security (18%)

Compliance (16%)

Audit (15%)

Operations (13%)

Other (10%)

Finance (6%)

Board Member (4%)

Lending (2%)
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Board Oversight
O B S E R V A T I O N :  B O A R D  O F  D I R E C T O R S  U P D A T E  F R E Q U E N C Y

The majority of financial institutions meet with their Board of Directors quarterly to give an update on the 
institution’s cybersecurity status.

W H A T  T H I S  M E A N S

Smaller institutions typically have less complex technology environments, which may reduce 
the need to update the Board of Directors on cybersecurity issues as often as larger, more 
complex institutions.

D I V I N G  F U R T H E R 

Institution size may factor into the decision 
of frequency as 45% of institutions that 
have $250 million or less in assets will 
meet with their Board only annually.0% 10% 20% 30% 40% 50%

F R E Q U E N C Y  O F  B O A R D  U P D A T E S

Monthly

Quarterly

Annually

30%

38%

29%

33%

36%

23%

32%

25%

20%

31%

51%

39%

50%

45%

31%

25%

24% 5%

25%

Less than $250M

$250M - $500M

$500M - $1B

$1B - $10B

More than $10B

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

Monthly

Annually

Other

Quarterly

R E P O R T I N G  F R E Q U E N C Y  B Y  A S S E T  S I Z E
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O B S E R V A T I O N :  B O A R D  M E M B E R S 
W I T H  I T  E X P E R I E N C E

This year, there was a decrease in the number of 
institutions reporting to have at least one Board 
member with IT or cybersecurity experience, with 
only 31% of participants answering “Yes.” While 
there was a decrease this year, over the past three 
years the trend has been steady with approximately 
only 30-40% of institutions with a Board member 
with past IT experience.

Another potential factor of frequency is the presence of a Board member who has IT or Cybersecurity 
experience. Institutions who have at least one Board member with IT experience were 9% more likely to 
update their Board more than annually.

T A K E A W A Y

The more often a Board is informed on cybersecurity, the more confident the cybersecurity professionals of 
those organizations are about their Board's ability to make informed decisions on technology matters. This is 
balanced by the needs of the institution typically based on size. Larger institutions may need to meet with the 
Board frequently, whereas smaller institutions may have less complex environments and therefore need less 
involvement from the Board.

D I V I N G  F U R T H E R

Financial institutions that 
reported to the Board 
more frequently are more 
confident about their overall 
cybersecurity posture.

Yes

No

0%

0%

0% 20% 40% 60% 80% 100%

No

20%

Yes

40%

60%

80%

10%

Yes No

20% 30% 40% 50% 60% 70% 80% 90% 100%

Quarterly or Monthly

2023

Extremely 
Confident

2021

Moderately 
Confident

Other

Annually

2022

Slightly/Not 
Confident

B O A R D  U P D A T E  F R E Q U E N C Y  B Y  P R E S E N C E  O F  I T  E X P E R I E N C E D  B O A R D  M E M B E R

P E R C E N T A G E  O F  B O A R D  M E M B E R S 
W I T H  I T  E X P E R I E N C E

C O N F I D E N C E  I N  C Y B E R S E C U R I T Y  P O S T U R E 
B Y  B O A R D  R E P O R T  F R E Q U E N C Y

75%

65%

73%

57% 41%

25%

22%

32%

32%

68%

40%

60%

31%

69%
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Budget
O B S E R V A T I O N :  S E P A R A T E  C Y B E R S E C U R I T Y  B U D G E T S

We continue to see a trend where cybersecurity is getting more focus in the budget. In the past, the majority of 
budgets just had cybersecurity included in the IT budget, but financial institutions are moving to either creating 
a separate line item or dedicated budget for cybersecurity.

D I V I N G  F U R T H E R :  I N D E P E N D E N T  I S O s  A N D  B U D G E T

As you might expect, institutions with an ISO that has separation in reporting from the IT department is 
much more likely to have a dedicated cybersecurity budget than institutions where the ISO and IT functions 
are directly managed by the same person or report to the same person.

31%

56%

13%

38%

56%

7%

42% 44%

11%

45% 43%

10%

B U D G E T  D E D I C A T I O N  B Y  I S O  I N D E P E N D E N C E

12%
27%

41%

59%

73%
88%

Cybersecurity has 
a dedicated budget

The ISO and IT functions 
are directly managed by the 

same person.

While the ISO and IT functions are 
separate, both report to the same 

senior management position.

The ISO is independent of IT and 
reports to the board directly or an 

independent senior manager.

Cybersecurity has a shared 
budget with IT

Cybersecurity has line items 
on the IT budget

60%

20%

0%

40%

R E L A T I O N S H I P  O F  C Y B E R S E C U R I T Y  &  I T  B U D G E T S

2020

Dedicated budget for cybersecurity

2022

2023

2021

Shared budget with IT
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O B S E R V A T I O N :  I N S T I T U T I O N S  A R E  I N C R E A S I N G  B U D G E T S

Over half of institutions increased their budget for cybersecurity in 2023. This continues the 
trend of financial institutions allocating more resources toward cybersecurity instead of simply 
maintaining the same budget year to year. 

O B S E R V A T I O N :  L A R G E R  I N S T I T U T I O N S  H A V E  M O R E  S T A F F

As would be expected, larger institutions tend to have more full-time equivalent IT and information 
security staff.

More Budget

Same Budget

P L A N S  F O R  N E X T  Y E A R ’ S  C Y B E R S E C U R I T Y  B U D G E T

A V E R A G E  F U L L - T I M E  I T  A N D  I N F O R M A T I O N  S E C U R I T Y  S T A F F  B Y  A S S E T  S I Z E

43%

45%

49%

38%

44%

53%

54%

46%

37%

41%

2023

2022

2021

2020

2019

0

5

10

15

20

25

Average equivalent full-time IT / cyber staff

0% 10% 20% 30% 40% 50% 60%

Less than $250M (3 employees)

$250M - $500M (4 employees)

$500M - $1B (6 employees)

$1B - $10B (11 employees)

More than $10B (21 employees)
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Cybersecurity Oversight

W H E R E  A D D I T I O N A L  R E S O U R C E S  W O U L D  B E  A L L O C A T E D

O B S E R V A T I O N :  A D D I T I O N A L  R E S O U R C E S  W O U L D  B E  A L L O C A T E D  E V E N LY

Institutions selected Detection (e.g., network monitoring, IDS, SIEM, etc.) as their top area to improve, making 
it the top choice in both 2022 and 2023. However, this was a decrease compared to 2022, while Training and 
Identification both saw increases in 2023.

30%

25%

20%

15%

10%

0%

Recovery
(business continuity, 

backup, etc.)

Response
(incident 
response, 

forensics, etc.)

Protection
(anti-malware, 

firewall, network 
upgrades, etc.)

Identification
(asset management, 

risk management, 
etc.)

Training Detection
(network monitoring, 

IDS, SIEM, etc.)

5%

2022 2023

8%

14%

18%

14%
16%

19% 19%
22%

26%

23%

14%

7%

W H A T  T H I S  M E A N S

With Training and Identification seeing a jump in focus as areas to improve, we suspect cybersecurity 
professionals are looking to invest more in the administrative side of cybersecurity. Our largest 
threats involve people skills (e.g., phishing, compromised credentials, shadow IT, etc.) and the 
industry is redirecting focus to improve those areas.
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O B S E R V A T I O N :  L A C K  O F  T I M E  S T I L L  A  P R I M A R Y  P R O B L E M

Participants were also asked to select the top three circumstances negatively impacting the success of 
the institution’s cybersecurity strategy. Similar to 2022, the four most selected answers were related to a 
lack of time.

T A K E A W A Y

"Lack of time" is a difficult circumstance to address. The go-to solutions often involve adding more 
staff and/or outsourcing, both of which actually create more of a time burden for the immediate future 
with the hope of a payout later. To address the immediate concern of “lack of time” without adding 
more personnel to train, manage, and coordinate, here are some strategies to consider.

• Be realistic about time requirements as part of strategic planning. Do not plan based on the 
shortest time a project could take. Build in time for unexpected roadblocks.

• Review current tasks to identify activities which are not necessary for cybersecurity staff to 
complete, then eliminate them. Redistribute tasks to departments or persons with the skills, 
interests, and time to better manage the tasks. Review current processes to identify steps which 
could be removed or rearranged to improve efficiency and leave decision-making power for more 
important tasks.

• Acknowledge only so much can be done within the contracted work time. Set appropriate 
expectations with senior leadership about how much can reasonably be accomplished and agree 
to respect those limitations.

C I R C U M S T A N C E S  N E G A T I V E LY  I M PA C T I N G  C Y B E R S E C U R I T Y  S T R A T E G Y  S U C C E S S

Lack of time to manage daily tasks (51%)

Lack of support from the Board or senior management (7%)

Lack of time to analyze data (46%)

Lack of time to keep up with compliance (39%)

Lack of time to keep up with technology changes (36%)

Lack of skilled IT personnel or vendors (30%)

Lack of integration between security solutions (26%)

Lack of budget (23%)

Lack of security in our vendors (23%)

Lack of training resources (13%)

0% 10% 50% 60%20% 30% 40%
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O B S E R V A T I O N :  T R A I N I N G  R E D U C E S  I N C I D E N T S

Almost identical with last year, the majority of institutions either strongly agree or agree with the statement, 
“my financial institution's cybersecurity training directly reduces the risk of cyber security incidents."

D I V I N G  F U R T H E R

Of the institutions who include one-on-one training in their cybersecurity training program, 41% strongly 
agreed that their “training directly reduces the risk of cyber security incidents.” Institutions who did not 
implement one-on-one training seemed to have less confidence with only 28% strongly agreeing that their 
training directly reduces cyber security incidents.

T A K E A W A Y

While one-on-one training takes more time, it still holds an important place in your security awareness 
training program. We recommend having one-on-one training in response to repeat phishing failures, as 
opposed to assigning another self-paced training option. The one-on-one allows you to discover where the 
employee is struggling and make course corrections.

Training

C Y B E R S E C U R I T Y  T R A I N I N G  D I R E C T LY  R E D U C E S  T H E  R I S K  O F  C Y B E R  S E C U R I T Y  I N C I D E N T S

S E C U R I T Y  A W A R E N E S S  T R A I N I N G  P O P U L A R I T Y  B Y  T Y P E

Strongly agree

Phishing

Video

Informative/ 
Educational

Live Classroom

Printed

One-On-One

Agree Neither agree nor 
disagree

Disagree

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

0%

10%

20%

30%

40%

50%

60%

70%

28% 27%

60% 61%

11% 10%

1% 1%

2022

2023

97%

93%

83%

50%

35%

28%



132023 | CYBERSECURITY REPORT FOR THE FINANCIAL INSTITUTION INDUSTRY © 2023 Tandem

O B S E R V A T I O N :  M O R E  T R A I N I N G  L E A D S  T O  M O R E  C O N F I D E N C E

Over the past three years, the amount of security awareness training has been consistent for 
institutions. In 2023, 68% of institutions said they implement two to five hours of training per year.

T A K E A W A Y

It takes at least two hours per year of training for each employee to experience positive results from 
your security awareness training program.

D I V I N G  F U R T H E R

Not surprisingly, institutions that offered more than one hour of training increased their confidence in their 
security awareness training by 25%. Meanwhile, there is no significant difference in cybersecurity confidence 
to provide over five hours of training versus just two to five hours per year.

T R A I N I N G  H O U R S  P E R  Y E A R

C O N F I D E N C E  I N  S E C U R I T Y  A W A R E N E S S  T R A I N I N G  B Y  H O U R S  O F  T R A I N I N G

1 hour

2 - 5 hours

6 - 10 hours

More than 
10 hours

66%

90%

96%

87% 13%

4%

9%

28% 7%
Very

Somewhat

Slightly

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

1 hour (10%)

2-5 hours (68%)

6-10 hours (16%)

More than 10 hours (5%)
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O B S E R V A T I O N :  C A T  A N D  N I S T  L E A D  I N  F R A M E W O R K  U S E

The FFIEC CAT continues to be the most used framework by financial institutions with 91% of respondents 
stating use of the framework. The use of NIST frameworks continues to be a strong second with 65% of 
respondents using a NIST framework.

Cybersecurity  
Tools & Frameworks

W H A T  T H I S  M E A N S

Assessment tools specific to the financial industry are the most used by financial institutions. Still, 
there has been significant growth in institutions adopting technology-industry frameworks.

100%

90%

80%

70%

60%

0%

Note: Not all frameworks and tools were asked about on prior surveys.
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O B S E R V A T I O N :  D E C R E A S E D  C O N F I D E N C E  I N  D E T E C T I O N

Financial institutions seem to be less confident in their ability to detect an incident as it is happening this 
year compared to last year.

D I V I N G  F U R T H E R

Of those that said they experienced more 
incidents this year, 52% of institutions said 
they experienced confirmed loss or exposure 
of data due to an incident with a vendor.

Incident Reponse

L O S S  /  E X P O S U R E  F R O M  V E N D O R  I N C I D E N T S

C O N F I D E N C E  I N  D E T E C T I N G  A N  I N C I D E N T  O C C U R R I N G

Not as 
confident

Somewhat 
confident

Confident

2022

2023

0% 10% 20% 30% 40% 50% 60% 70%

Yes (52%)

No (48%)

9%

37%

54%

9%

43%

48%
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O B S E R V A T I O N :  I N T E N T I O N A L  O V E R S I G H T  I M P R O V E S  I N C I D E N T  V I S I B I L I T Y

Institutions are becoming more intentional about their vendor management as 32% are now using their 
vendor management program to drive decisions. This is up from last year which was at 20% of institutions.

Vendor Management

D I V I N G  F U R T H E R

Of the institutions who said they use their vendor management program to make decisions, 30% said they 
experienced an incident with a vendor. Of the institutions who said they use their vendor management program 
for compliance only, 19% said they experienced an incident with a vendor. At first look, this observation seems 
counterintuitive, as we would expect better use of a program would reduce incidents. However, this stat does 
not necessarily mean the institutions who only used their vendor management program for compliance actually 
had less incidents with their vendors. It could be they were just not aware of them.

We propose institutions who have a more formal vendor program may be more aware of current incidents. 
Conversely, institutions who have not formalized their vendor program could be less aware of current incidents 
with their vendors.

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%
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O B S E R V A T I O N :  I N S T I T U T I O N S  A R E  M O R E  R E C E P T I V E  T O  F I N T E C H  A N D 
A I  T H A N  C R Y P T O C U R R E N C Y

76% of respondents said they were “Not Interested” when asked about providing cryptocurrency, as 
compared to 26% for using AI and 26% for partnering with a FinTech.

Emerging Technologies

D I V I N G  F U R T H E R

While institutions of all sizes are using, pursuing, and evaluating FinTechs, the highest percentage of 
institutions already engaged with FinTechs, at 26%, are in the asset size of greater than $1 billion.
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O B S E R V A T I O N :  I N S T I T U T I O N S  U S I N G  V E N D O R  M A N A G E M E N T  P R O G R A M S 
T O  D R I V E  D E C I S I O N S  H A V E  A  S T R O N G E R  C Y B E R S E C U R I T Y  C U L T U R E

As part of the survey, we asked how respondents viewed their vendor management program. Did it drive 
decisions, was it just a guideline that was referenced, or did they only use it because it was required for 
compliance? While most respondents said they view the vendor management program as a driving factor, 
over one-third of respondents only use it as a guide or for compliance purposes.

D I V I N G  F U R T H E R

We wondered if this attitude towards the vendor management program affects other areas of an institution’s 
cybersecurity program. We discovered overwhelming correlation that institutions who only use their vendor 
management programs for compliance tend to also have much less confidence in their cybersecurity 
programs. In contrast, institutions who use their vendor management program to drive decisions seem 
to have a much stronger cybersecurity culture. In addition, institutions who use their program for driving 
decisions also find testing of their programs and systems much more valuable. For example, the chart below 
shows how institutions who use their vendor management program for compliance only are 22% likely to 
be confident in the Board's understanding of the cybersecurity posture. Where as, institutions who use their 
vendor management program as a decision driver are 52% likely to be confident in the board's understanding

Cybersecurity Culture

H O W  D O  Y O U  V I E W  T H E  V E N D O R  M A N A G E M E N T  P R O G R A M

Decision driver Is a guideline Compliance only
65% 22% 13%
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T A K E A W A Y

The attitude we have towards programs directly impacts the strength of those programs. To improve 
a vendor management program or cybersecurity program, the program must first be seen as valuable. 
This means we should have a firm belief the program can and should be used to drive decisions versus 
existing just to “check a box” for compliance purposes.
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About Tandem
Tandem, LLC is one of four companies owned by CoNetrix, LLC. We develop an online information 
security governance, risk management, and compliance (GRC) web application designed to ease 
the burden of regulatory compliance and ultimately, improve your security.

We chose the name Tandem because it works in partnership - in tandem - with you. You bring  
your knowledge of your organization and your needs, Tandem brings a suite of 11 products built  
by cybersecurity experts to help you organize and manage your information security program.  
See how Tandem can help you by visiting Tandem.App.

AUDIT MANAGEMENT
Conduct and respond to audits 
through a unique framework 
designed to help you manage, track, 
and report on the results.

BUSINESS CONTINUITY PLAN
Define and outline plans and 
procedures to effectively manage 
operations before, during, and after 
a disaster.

COMPLIANCE MANAGEMENT
Identify, schedule, and track 
important compliance projects and 
deadlines, such as reporting, audits, 
training, and operations.

CYBERSECURITY
Complete and report on the FFIEC 
Cybersecurity Assessment Tool 
using a streamlined framework. 
Report your growth plan and peer 
comparison data to management.

IDENTITY THEFT PREVENTION
Create your Identity Theft 
Prevention Program document, 
along with customizable employee 
training for Identity Theft Red Flags.

INCIDENT MANAGEMENT
Prepare for security incidents by 
developing an incident response 
plan. When incidents do occur, track 
and document them throughout 
your incident handling process.

INTERNET BANKING SECURITY
Create risk assessments for different 
types of digital banking services 
offered by your institution. Offer 
education with expert-designed 
security awareness materials.

PHISHING
Test and train your employees 
to recognize and avoid social 
engineering attacks by sending 
simulated phishing emails and 
enrolling users in training courses.

POLICIES
Create and maintain your enterprise-
wide policies in Tandem. Use our 
Information Security Policies set, 
tailored for your institution through a 
multiple-choice questionnaire.

RISK ASSESSMENT
Perform an information security risk 
assessment, as well as individual 
information asset risk assessments 
with our easy-to-follow format in 
Tandem.

VENDOR MANAGEMENT
Manage contracts, documents, 
risk assessments, reviews, and 
other information related to your 
third-party relationships.

S T A T E  O F  C Y B E R S E C U R I T Y
If you enjoyed this report and you would like to be part of next 
year's survey, sign up now at Tandem.App/Survey-Sign-Up.

https://tandem.app
https://tandem.app/survey-sign-up
https://tandem.app/
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